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Abstract

Real-time cloud foresees the porting of critical applications to cloud
platforms, in order to enable cloud benefits for critical scenarios, such
as ease of usability and reconfiguration, as well as higher scalability and
availability. However, this vision has been limited by several threats that
live within cloud platforms, mostly related to the sharing of resources.

In order to support real-time cloud vision, this thesis focuses on two
key limitations of the emerging real-time cloud paradigm: memory access
isolation and failure isolation across execution environments hosted on the
same hardware platform.

Regarding memory isolation, this thesis addressed the challenge of
evaluating a black-box hardware controller, called "Memory Bandwidth
Allocation", available on new Intel server processors, by developing a work-
load capable of bypassing the regulation shown by generic state-of-the-art
workloads by over 50%, warning the community about the risks of adopt-
ing generic workloads for specialized controllers. To improve bandwidth
utilization, this thesis also provided empirical evidence that memory queue
occupancy can detect the interference degree, i.e., the number of memory
contenders, within one-fifth of the regulation period.

In terms of failure isolation, this thesis introduced a novel record and
replay method to assess hypervisor robustness without manual effort, fo-
cusing on the shared, privileged software layer running across customers.
This thesis implemented a proof-of-concept tool called IRIS within the
Xen hypervisor. The results demonstrated that IRIS could generate new
test cases, reaching valid hypervisor states with significant time improve-
ments (from 42.5% to 99.6%) and high accuracy, with code coverage fitting
between 92.1% and 100% compared to the recorded execution.

Keywords: real-time, cloud computing, isolation, hypervisor security





Sintesi in lingua italiana

Il paradigma Real-time cloud prevede il porting di applicazioni critiche
su piattaforme cloud per abilitare i vantaggi del cloud in scenari critici,
come facilità d’uso, riconfigurabilità, maggiore scalabilità e disponibilità.
Tuttavia, questa visione è limitata da diverse minacce intrinseche alle pi-
attaforme cloud, in particolare legate alla condivisione delle risorse.

Per supportare la visione del real-time cloud, questa tesi si concentra
su due limitazioni principali di questo emergente paradigma: l’isolamento
dell’accesso alla memoria e l’isolamento dei guasti tra ambienti di ese-
cuzione di clienti co-localizzati.

In merito all’isolamento della memoria, questa tesi affronta la sfida di
valutare il controller hardware "Memory Bandwidth Allocation" presente
nei nuovi processori server Intel, sviluppando un carico di lavoro in grado
di superare di oltre il 50% la regolazione mostrata dai carichi di lavoro
generici adottati dallo stato dell’arte, evidenziando i rischi dell’adozione
di workload generici per controller specializzati. Per migliorare l’utilizzo
della larghezza di banda, questa tesi fornisce inoltre evidenza empirica che
l’occupazione della coda di memoria può rilevare il grado di interferenza
entro un quinto del periodo di regolazione.

In termini di isolamento dei guasti, questa tesi introduce un nuovo
metodo di record e replay per valutare la robustezza dell’hypervisor, il
software layer privilegiato e condiviso tra gli ambienti di esecuzione. È
stato implementato un tool proof-of-concept chiamato IRIS all’interno
dell’hypervisor Xen, dimostrando che IRIS è in grado di generare nuovi casi
di test, raggiungendo stati validi dell’hypervisor con significativi migliora-
menti nei tempi (dal 42,5% al 99,6%) e un’elevata accuratezza, con una
copertura del codice compresa tra il 92,1% e il 100% rispetto all’esecuzione
registrata.

Parole chiave: real-time, cloud, isolamento, hypervisor security.
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Chapter 1
Introduction

Cloud computing presents the potential to improve efficiency and re-
source utilization, provide ease of reusability and reconfiguration, as well
as higher scalability and availability together with the reduction in main-
tenance [29]. In addition, it allows industries to reduce their carbon
footprint as a result of a reduction in resource over-provisioning. Safety-
critical industries can also benefit from cloud computing as it opens a new
market segment: safety-critical applications as cloud-based services. EU
initiatives and projects such as Digitale Schiene Deutschland [102, 129]
and SECREDAS [47] have looked into cloud computing for hosting safety-
relevant railway applications. Existing works (e.g. [30]) have also pro-
posed virtualized railway signalling as a cloud-based service. TransVital
[128] and DS3 [122] are up-comping platforms from Thales and Siemens to
support safety-critical railway applications, such as interlocking and radio
block center, in a SIL4 Cloud [56]. The automotive industry is moving
towards software-defined vehicles and is exploring Cloud-native as the de-
sign paradigm [121]. The Scalable Open Architecture for Embedded Edge
(SOAFEE) project [103] is an example of collaboration by automakers,
semiconductor suppliers, open source and independent software vendors,
and cloud technology leaders (e.g., ARM, AWS, Bosch, Cariad, Conti-
nental, and RedHat) to deliver a cloud-native architecture that aims to
support mixed-criticality automotive applications. Eker et al. [37] from
Ericsson highlights the need and requirements of real-time cloud comput-
ing in industry 4.0 use cases such as smart manufacturing.



2 Chapter 1. Introduction

However, the isolation properties of hardware virtualization [111] are
a key factor for porting critical applications in the cloud. Isolation proper-
ties play a key role in functional safety standards (e.g., DO178C for avionic
[113], ISO 26262 for automotive [68], etc.), which recommend providing
evidence on temporal, memory, and fault isolation among applications,
sharing the same computing infrastructure. The violation of such proper-
ties can lead to catastrophic consequences [79].

1.1 Hardware Virtualization and Isolation

Hardware virtualization allows the sharing of the hardware resources
of a computer among multiple virtual computers, called Virtual Machines
(VMs) or guests. Hardware-assisted virtualization takes advantage of CPU
virtualization technologies (e.g., Intel VT-x [96], AMD-V [11], ARM VHE
[32]) and other hardware features (e.g., Intel Resource Director Technology
[64]) to implement hardware virtualization. CPU virtualization technolo-
gies introduce a new (and higher) privilege level for the hypervisor, i.e., the
Trusted Computing Base (TCB). This way, developers can implement vir-
tual CPU (vCPU) abstractions that can run a guest OS at a lower privilege
level than the hypervisor. In addition to providing new emulated hard-
ware resources (i.e., device emulation), the hypervisor layer can be used
for several purposes, e.g., the hypervisor may trap resource accesses to in-
crease the granularity of resource isolation between the VMs, to optimize
the resource utilization, or to make VM introspection. A smaller TCB
is generally easier to review or possibly verify, and it is assumed to have
fewer vulnerabilities/bugs, so the software complexity of the hypervisor
represents a good qualitative metric to measure its isolation robustness.

1.2 Trade-offs in Hardware Virtualization Solu-
tions

Hardware virtualization solutions differ in the granularity of resource
isolation they provide to VMs and the tradeoffs they make between hyper-
visor software complexity and resource utilization. For instance, consider
a virtualization solution with a specific granularity of memory isolation:
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the user can allocate a fixed, static memory space to the VM (i.e., the
VM’s memory is not subject to second-level page translation faults, ensur-
ing predictability), but without defined guarantees for the VM’s memory
bandwidth. Once the granularity is defined, the solution can be imple-
mented in various ways. One approach is to divide the physical memory
address space among the virtual address spaces of all VMs. This static
partitioning minimizes hypervisor intervention, thus reducing its software
complexity, but at the cost of low resource utilization. After memory is al-
located to the VMs using second-level page translation, the hypervisor no
longer needs to manage memory allocation (no hypervisor intervention).
However, this strategy limits the number of possible VMs and leads to low
resource utilization, as one VM may require more memory than allocated,
forcing it to swap pages to disk, while another VM may underutilize its
allocated memory. To improve resource utilization, the virtualization so-
lution could adopt a mixed strategy: static partitioning for critical VMs
and dynamic allocation for non-critical VMs. However, dynamic mem-
ory allocation increases hypervisor complexity (hypervisor intervention),
requiring techniques such as page swapping, deduplication [86], and bal-
looning [93, 61].

1.3 Threats and Challenges in Real-Time Cloud

Real-time cloud aims to offer to the user high granularity about re-
source isolation for critical tasks (e.g., providing guarantees about the
memory bandwidth, the allocated cache, the IO bandwidth), safeguard-
ing resource utilization and flexibility. However, ensuring strong isolation
properties for critical VMs is a challenge, as non-critical VMs hosted on
the same hardware platform could potentially interfere with critical VMs,
either intentionally or unintentionally.

In this scenario, to break the isolation properties of a critical VM,
a non-critical VM may interfere with the critical VM via two primary
attack vectors: shared hardware resources (e.g., shared cache, memory
bandwidth, etc.) and the software layer shared across the VMs (e.g.,
the hypervisor). The VM may target the shared hardware resources via
eviction-based and contention-based attacks, causing timing failures or
exfiltrating sensitive data from the critical VM [145, 105]. To defend
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against these attacks, several solutions (software and hardware) propose
to partition the shared resources. In that case, the attacker may tar-
get the correctness of the regulation/partitioning mechanisms (software
or hardware), e.g., attempting to find workloads capable of bypassing the
guarantees provided by the current virtualization solution, such as break-
ing memory bandwidth or cache allocation guarantees. Additionally, the
attacker may choose to target the robustness of the hypervisor, the privi-
leged software layer shared between the VMs, by targeting its handling of
sensitive instructions (e.g., page table updates, interrupt handling, device
access, etc.) [100, 99, 98]. Testing the robustness of the current virtual-
ization solutions against these two attack vectors represents a significant
open challenge for fostering the adoption of cloud platforms in critical in-
dustrial domains. In this thesis, we focused on the following two main
concerns.

First, recent cloud regulation mechanisms rely on new hardware fea-
tures to apply resource partitioning (e.g., Intel Resource Director Tech-
nology [64]) provided by vendors as black-box solutions (e.g., Intel, AMD)
with limited specification and testing support. Testing the predictabil-
ity of these features requires ad-hoc workloads designed to stress specific
microarchitectural aspects. Existing works primarily focus on cache al-
location technology [145], but there is less focus on the predictability of
memory bandwidth allocation technologies unless Sohal et al.[125] that
rely their evaluation on generic workloads (e.g., DRAM BOMB), without
considering the underlying microarchitecture. Second, cloud virtualiza-
tion solutions often include optimizations that increase hypervisor inter-
vention, complicating the process of reaching sensitive VM states (e.g.,
setting a new physical CPU state) that require hypervisor intervention.
Without deep knowledge of the underlying hardware, attempts to reach
valid VM states using random input sequences may cause frequent test
VM crashes [161], significantly impacting testing efficiency. Fuzz testing
has proven to be effective for identifying isolation vulnerabilities in com-
plex software systems, including hypervisors [161]. The common fuzzing
loop involves submitting sequences of VM operations (or reverting to a
VM snapshot) to reach a specific VM state, followed by fuzzing input sub-
mission to the hypervisor from that state. However, existing hypervisor
fuzzers often fall short for the following reasons: (i) They primarily target
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I/O virtualization rather than CPU virtualization [115, 95]. (ii) They face
challenges in generating valid VM states and creating effective seeds for
fuzzing [46, 146].

1.4 Contributions and Major results of this The-
sis.

This thesis makes the following contributions.

1.4.1 Memory access isolation

• We first provide a new workload (i.e., Exclusive DRAM Bomb), spe-
cific for the new exclusive Intel microarchitecture, capable of trigger-
ing the worst execution path for evaluating the indirect limitation
enforced by the Intel Memory Bandwidth Allocation (MBA).

• We design a new detection/regulation approach based on the mon-
itoring of memory queue occupancy to provide memory bandwidth
guarantees to a critical task while safeguarding resource utilization
for the non-critical tasks.

Key findings on a thorough experimental analysis reveal:
• Our workload DRAM-Exclusive Bomb can bypass the regulations

shown by the DRAM-Bomb workload [125] over the 50 % in the
worst case, warning the community about the adoption of generic
workloads to assess black box special-purpose hardware controllers.

• The queue occupancy enables the detection of the number of co-
accessing cores. The detection time is at most one-fifth of the regu-
lation period in the worst case when the memory throughput is fully
consumed.

1.4.2 Secure CPU Virtualization

• We propose IRIS 1, a framework to record (learn) sequences of inputs
(i.e., VM seeds) from the real guest execution (e.g., OS boot), replay

1From Greek mythology, a messenger of the gods and the personification of the
rainbow, which connects the world of the gods with humanity
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them as-is to reach valid and complex VM states and finally use them
as valid seed for a fuzzing. A preliminary implementation of a proof-
of-concept fuzzer, built upon the findings above, demonstrates the
feasibility of using the proposed approach as a first step for assessing
hardware-assisted virtualization.

From our experiments, we obtain the following findings:

• The accuracy of IRIS to automatically generate (record) seeds to
reproduce real VM behaviors. The results show a fitting of code
coverage ranging between 92.1% and 100% in our settings, compared
to real guest execution.

• The efficiency of IRIS to replay recorded seeds to reach a valid
VM state, with a time improvement ( compared to the real guest
execution.

1.5 Overview of the thesis structure
The rest of the thesis is structured as follows. Chapter 2 provides

an overview of the problems and threats we have in the real-time cloud
paradigm, including the two issues addressed in this thesis. Chapter 3
provides the technical background required to understand peculiar aspects
of the work, especially those presented in Chapter 5 and Chapter 6. We
introduce the architectures of the tools, designed to achieve our goals, in
Chapter 4, and the respective implementations in Chapter 5. In Chapter 6,
we present the research questions of this thesis, and we respond to them by
introducing the adopted experiments and methodology. In Chapter 7, we
present the recent results in output by a work-in-progress implementation,
highlighting the next planned efforts and future directions. Chapter 8
presents the works related to the problems addressed in this thesis. Finally,
Chapter 9 concludes the thesis.



Chapter 2
Problem statement

We provide in Section 2.1 an overview of the existing threats living
within cloud platforms that limit the adoption of this technology for a
critical scenario. Afterwards, Section 2.2 introduces the two specific prob-
lems addressed in this thesis, positioning them within the classification
presented in Section 2.1.

2.1 Threats in Real-Time Cloud

We assume the goals of a malicious cloud customer are (i) to leak or
modify sensitive information and/or (ii) to deny, or degrade the perfor-
mance, of services of other cloud customers that share the same physical
hardware machine, to cause damage to their business, or the cloud vendor
itself. Below, we provide an overview of the main existing attacks that
regard the attack vectors addressed in this thesis. Instead, we do not
provide an overview of other attack vectors that are out of scope, e.g., in-
struction timing attacks or Virtual Machine (VM)/Virtual Machine Mon-
itor (VMM) fingerprints for virtualization detection [78, 24], VM-based
rootkits [75], and attacks on trusted execution and secured boot technolo-
gies [139].
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2.1.1 A1: Microarchitectural attacks via shared resources.

An adversary VM may exploit unintended effects (e.g., timing varia-
tions) in accessing a particular shared resource to surreptitiously exfiltrate
data (in the covert channel case), infer a VM victim program’s secrets (in
the side channel case) or cause the performance degradation on a VM
victim (in the performance degradation case), We extend the classification
of Paccagnella et al. [105] to include also DoS attacks [94, 155, 80], which
assume more relevance in RT-Cloud. In real-time cloud environments (RT-
Cloud), DoS attacks not only degrade user performance, increase costs,
and damage the cloud provider’s reputation, but they can also cause tim-
ing failures (e.g., missed deadlines). Such failures may propagate through
the system, ultimately compromising the safety of individuals and leading
to potentially catastrophic consequences [152, 79]. The presented clas-
sification groups the attacks according to the microarchitectural resource
that they exploit and on the degree of concurrency (referred also as leakage
channel) they rely on. Finally, we discuss the current solutions (defenses)
to mitigate the attacks.

Limited and shared storage The root cause of these attacks is the
limited storage space of the shared microarchitectural resource, e.g., L1
data [83, 104, 110] and instruction caches [2, 3, 156], the TLB [53], the
branch target buffer (BTB) [39, 40], and the Last Level Cache (LLC)[33,
50, 54, 55, 67, 70, 85, 90, 117, 148, 157]. The attackers leverage the lim-
ited storage capabilities to build eviction-based attacks (also referred to
as persistent-or residual state) that are stateful. The adversary actively
brings the microarchitectural resource into a known state and lets the vic-
tim execute. In this state, the nominal execution of the victim is affected
(performance degradation attacks) [19, 23, 77, 88, 153]. In the case of side
channels, the attacker, after the victim’s execution, checks the state of the
shared resource again to learn secrets about the victim’s execution, as the
attacker assumes the side effects of the victim’s execution leave a footprint
that is not undone when the victim code completes.

Limited and shared bandwidth The root cause of these attacks
is the limited bandwidth capacity of the shared resource, e.g., functional
units[136], execution ports[10, 20, 52], cache banks [149], the memory bus
[158, 31, 105, 133] and random number generators[38]. The attackers aim
to set up contention-based attacks (also known as transient states) which
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are stateless. The adversary accesses the shared resource contended with
the victim to generate interference (performance degradation) [109, 5, 72].
In the case of side channels, the adversary passively monitors the latency
to access the shared resource and uses variations in this latency to infer
secrets about the victim’s execution. Instead of the state-full attacks, the
side effects of the victim’s execution are only visible while the victim is
executing. For instance, Dai at al.[31] first showed that through mesh
contention they can reach a covert channel with channel capacity over 1.5
Mbps, and then they demonstrate that interconnect side-channel attacks
can be used to leak keys from vulnerable cryptographic implementations.

Degree of concurrency These attacks rely on specific CPU avail-
ability conditions to make the attack feasible. As [105], we classify the
attacks as either relying on preemptive scheduling, Simultanuous Multi-
threading (SMT) or multicore techniques. In the Preemptive scheduling
approaches, also referred to as time-sliced approaches, the victim and the
attacker share a core. In these attacks, the victim and the attacker run
on the same core and their execution is interleaved. The SMT approaches
rely on the victim and the attacker executing on the same core in parallel
(concurrently). Finally, in the Multicore approaches, the victim and the
attacker run on separate cores.

Defenses The main defenses to defeat microarchitectural attacks on
shared resources are the disabling of sharing and shared resource parti-
tioning. The most straightforward approach to block interference attacks
(i.e., unpredictability) is to disable the sharing of the microarchitectural
component on which it relies. For example, attacks that rely on SMT can
be thwarted by disabling SMT, which is an increasingly common practice
for both cloud providers and end users [14]. Other approaches propose
to partition the shared resource across customers, to ensure that the re-
sources of the victim cannot be interfered and monitored by the attacker
[74, 84, 126, 135, 160]. For example, Liu et al. [84] present a defence
to multicore cache attacks that use Intel CAT [64] to load sensitive vic-
tim cache lines in a secure LLC partition where the attacker cannot evict
them. Specific for the state-full attacks that rely on preemptive scheduling
and SMT, one solution consists of erasing the victim’s footprint from the
microarchitectural state across context switching.
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2.1.2 A2: Attacks via Virtual Machine Monitor

Cloud providers rely on hardware-assisted virtualization to provide iso-
lation across distinct execution environments running on the same hard-
ware platform. They deploy distinct software components in different
execution environments, called VM that abstract a physical computer.
However, a privileged software, called VMM (also known as a hypervisor),
may interrupt the execution of these VMs, to emulate missing hardware
features, or improve and control the utilization of existing underlying hard-
ware resources. Since this software is shared across the VMs and part of
its code runs at a more privileged level, bugs within the VMM may affect
all the hosted VMs: a VM may intentionally or unintentionally trigger
bugs in this layer, with the risk of causing problems to the co-located VM.
Below, we provide an overview of the existing attack interfaces, especially
those related to an unmodified guest (i.e., the guest OS is not aware of
running within a virtual environment, so the virtual environment is faith-
ful to the real hardware interface).

Virtual Device. Virtualizing a device means providing the guest VM
with an abstraction of the real physical interface, such as Memory Mapped
I/O (MMIO) or Port I/O (PIO), corresponding to the device. Accessing
this peripheral interface triggers hypervisor intervention (VM exit) in the
most privileged mode. The hypervisor then handles the device emulation
in the userspace. Vulnerabilities in device emulation can have a different
impact depending on their effect on the other VMs and the hypervisor,
e.g., if the process has not restricted access to the hypervisor kernel, the
malicious VM can exploit the exploited process to run rootkits.

CPU Virtualization. CPU virtualization requires the emulation of
specific processor behaviors and memory layouts of the guest. During
the hypervisor intervention, e.g., when the guest accesses an MMIO area
of a virtual device, the hypervisor updates the guest CPU’s state before
resuming the VM. This process mirrors how a real CPU’s state would be
updated under similar conditions. However, emulating CPU behaviors can
be prone to errors [49, 12], especially with complex CISC processors that
count several CPU states. Additionally, CPU emulation requires running
in the most privileged mode, which introduces potential vulnerabilities
that could compromise the entire system, with the major risk of privilege
escalation [49].
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2.2 Addressed problems

This work addresses the following aspects of these attack vectors.

2.2.1 Limited and shared memory bandwidth in Multi-
Core platforms

To port critical applications in cloud, we need to provide temporal iso-
lation to these applications when scheduled on a physical core, even in case
of performance degradation attacks via shared resources (Attack Vector
A1). Existing cloud virtualization environments, however, provide limited
isolation amongst the applications [47]. Popular real-time hypervisors fo-
cus mainly on CPU virtualization, adopting either hierarchical scheduling
[142] or CPU partitioning [123], and memory space virtualization among
the applications. Several works [127, 137] consolidated space partitioning
techniques for the LLC, even when the mapping address function is more
complicated than a module [43]. In addition, recent works explored hard-
ware features, such as the Intel Cache Allocation Technology[124, 144, 51].
However, once the partitioning of the LLC is implemented, memory band-
width regulation is still necessary to limit memory access contention. On
this line, resource limitation approaches can be used to find tight up-
per bounds for the memory fetching phase of a critical task running on a
physical core. This is done by limiting the memory accesses of non-critical
tasks running on other cores, within a regulation period. The most pop-
ular software-based implementation of memory bandwidth limitation is
MemGuard[152]. It monitors the memory requests (or cache misses) from
each core. It applies a throttling policy to prevent memory accesses from
cores that have depleted the assigned memory budget for that regulation
period. However, the throttling policy of the approach involves stalling
the core execution to prevent memory access. Such a throttling policy is
unsuitable for cloud VM as a core cannot continue its execution within the
private context, such as private caches and functional units, reducing the
private resources utilization. Luckily, modern processor manufacturers in-
troduced support for Memory bandwidth Allocation on the modern Intel
Xeon Scalable processors[62], which is a hardware controller to limit the
memory bandwidth of non-critical cores. MBA delays the requests going
to the high-speed interconnect from a core’s private context ; however,
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MBA is a black box controller and the allocated memory bandwidth is
an indirect consequence of the introduced delay, so, it needs a systematic
evaluation.

Contributions. We provide a microarchitectural-specific workload
to obtain a deterministic regulation from MBA1.0 for memory bandwidth
partitioning. We show that our synthetic workloads can break the regula-
tion showed by previous evaluations based on generic synthetic workloads
[143, 124]. Afterwards, we evaluate the memory queue occupancy as a
detector for interference, to activate the regulation only when necessary,
safeguarding the performance of non-sensitive applications.

2.2.2 Secure CPU Virtualization

Trap-and-emulate is a key feature in virtualization. Hypervisors may
trap for a variety of reasons, such as handling accesses to memory-mapped
I/O (MMIO) regions to emulate virtual devices or emulating specific in-
structions and hardware features that are not natively supported. Each
time the hypervisor traps the execution of a guest OS (i.e., VM exit),
it can access critical information about the VM’s (VM) state to address
the cause of the exit, such as fetching and decoding the trapped instruc-
tion. Following this, the hypervisor must correctly update the virtual
CPU (vCPU) of the guest OS before resuming execution (i.e., VM entry).
These operations in handling VM exits are prone to errors, as highlighted
in prior work [12, 49], especially in cloud environments where complex
CPU architectures are used, e.g., the Intel Reference Manual counts more
than thousands of pages [64]. Due to the inherent complexity of these op-
erations, it is paramount to accurately test these exit conditions to ensure
that untrusted guest OSs cannot exploit them to jeopardize the execution
of other co-located VMs.

However, the conditions that trigger VM exits vary across hypervisors
and can be difficult to reproduce, often requiring a deep understanding
of the underlying hardware, i.e., the knowledge of an OS. For instance, a
frequent source of VM exits occurs when a guest OS transitions between
different CPU modes, such as switching from real mode to protected mode.
Enabling protected mode, as described in Section 9.9.1 of [66], requires
setting up an artificial guest workload that includes several complex steps,
such as clearing interrupts and setting up the Global Descriptor Table
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(GDT). These operations ask to be executed in a strict sequence; any
deviation can result in hardware exceptions.

Our key insight is that instead of manually reproducing these complex
guest workloads [49], we can replicate existing behaviors. For instance,
an OS already executes the necessary low-level instructions to transition
to protected mode during the boot process, so why not capture and learn
from these naturally occurring behaviors?

Contributions. We propose a record-and-replay framework that en-
ables the efficient recording (learning) of hypervisor behaviors during the
execution of guest workloads. Additionally, our replay mechanism can
submit recorded hypervisor behaviors as a series of VM exits, eliminating
the need to re-execute guest workloads. The framework also supports in-
jecting crafted VM exits to test corner cases, facilitating fuzzing for edge
cases in hypervisor handling.





Chapter 3
Background

We provide a technical overview of the technologies adopted and ex-
ploited in this thesis. Section 3.1 introduces the Intel Monitoring/Regula-
tion Capabilities available on the new Intel server processors. This section
is useful to understand the part of the thesis regarding memory access
isolation. Instead, Section 3.2 and Section 3.3 provide sufficient technical
details of Intel virtualization extension to understand the design and im-
plementation of the hypervisor behavior record and replay.

3.1 Overview of the Intel Monitoring and Regu-
lation Capabilities

We provide a summary of the recent Intel hardware features that sup-
port temporal and spatial isolation in the memory hierarchy.

Given a Technology, Table 3.1 describes the Action provided. The first
half of the table includes monitoring capabilities, while the second half
includes regulation capabilities. The Action is performed from a core and
targets a set of cores (Multi-core), or the core where the action is performed
(Per-core), or any cores (Un-core, meaning "unaware of the core"). The
programming hardware interface is specified in Interface (i.e., by Model
Specific Register (MSR) or Peripheral Component Interconnect (PCI)).
The column Int. specifies if the monitoring feature supports the setup
of a threshold on the monitoring events and thereby the generation of
asynchronous events once passed the threshold. All these Actions can be
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performed online.
For further clarity, we explain the first two rows of the table. The

core performs "set Resource Monitoring Identifier (RMID)", which means
targeting itself, as the action is Per-core, with a RMID. While in the
second row, the core performs "read RMID performance". In this case, it
reads the monitored performance of all cores that are targeted with that
RMID (Multi-core). It is not possible to set a threshold on the monitored
events to cause an interruption ("no Int." in Table 3.1).

Table 3.1. Summary of Intel’s monitoring and regulation technologies

PropertiesTechnologies Action Interface Targeting Int.
Detection/Monitoring capabilities

RDT set RMID MSR Per-core no
CMT read RMID perf. MSR Multi-core no
MBM read RMID perf. MSR Multi-core no

Per-core PMC read PMC MSR Per-core yes
Un-core PMC read PMC MSR/ PCI Un-core yes

Regulation capabilities
RDT set CLOS MSR Per-core -
CAT set ways to CLOS MSR Multi-core -
MBA set delay to CLOS MSR Multi-core -

Per-core Performance Monitoring Counters. The per-core Per-
formance Monitoring Counters (PMC) 1 count the performance moni-
toring events from each core’s perspective. For instance, one core can
configure one PMC to count its "LLC miss" 2. The counter can be con-
figured to generate an interrupt once it has reached a given number of
events. Generally, each physical core supports eight PMCs. In the case
of Hyperthreading (HP), the PMC are divided between the virtual cores
hosted in the physical core.

Un-core Performance Monitoring Counters. The un-core PMC
are local counters of the shared resources. They are generally unaware
of the target core and they can be read from any core. The un-core ar-

1Note Intel refers to the Per-core and Un-core PMC as ”PMC” and ”un-core PMC”
respectively.

2The "LLC miss" event is used by state-of-the-art approaches such as Memguard
[152].
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chitecture has several boxes enclosing single physical components such as
the high-speed interconnect, the memory controller, and the shared LLC.
These boxes include Performance Monitoring (PMON) local blocks. Each
PMON local block includes the control, status, and data for the counters.
The programming of PMON local blocks is through MSR or PCI interface.
In addition, un-core monitoring includes the PMON global block, which
(i) allows taking some actions on the PMON local blocks through a unique
global structure. Furthermore, (ii) once the counters overflow, the PMON
global block also allows interrupting a specified subset of physical cores
to run a handler. Molka et al. [92] discuss the accuracy of un-core mon-
itoring in detecting memory bandwidth utilization. Un-core monitoring
is adopted both in real-time and security systems for reverse engineering
[58] [91] or in green computing to estimate and reduce the power consump-
tion [81] [13].

Integrated Memory Controller boxes in our architecture. The
Intel Xeon Scalable Processor un-core monitoring [65] has two mem-
ory controllers, which are respectively enclosed in two distinct Integrated
Memory Controller (IMC) boxes. Each IMC box includes respectively one
PMON local block for each Dynamic Random Access Memory (DRAM)
channel. The IMC boxes are exposed through the PCI interface. One
PMON local block is composed of four counters and one fixed counter.
The fixed counter only tracks the number of DRAM Clock (DCLK), which
never changes frequency; therefore, it is a good measure of the wall clock.
Instead, the other counters can monitor several events, such as DRAM
refresh cycles, DRAM Column Address Strobe (CAS) commands, and the
occupancy of one DRAM channel. Memory writes (CAS write commands),
in particular, can only be monitored globally3 when the LLC is shared be-
cause other cores can also cause WBs.

The Read Pending Queue occupancy event. RPQ occupancy
can be monitored via the IMC PMON box un-core monitoring in the
Intel Xeon Scalable processor [65]. The RPQ is used to schedule reads
out to the memory controller and to track the requests. Requests are

3For instance, the LLC misses can be monitored as a per-core event because the
LLC miss is caused by the physical core that issued the request. Instead, the LLC
Write-Back (WB) can be caused by other physical cores that demand other data, and
thereby it is not provided as a per-core event.
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allocated into the RPQ soon after they enter the memory controller, and
need credits for an entry in this buffer before being sent to the IMC.
The RPQ occupancy event accumulates the occupancy of the RPQ each
DRAM clock4 (see Section 2.3.7 of [65]). In particular, the setup includes
the definition of a threshold on the occupancy; the counter counts the
number of cycles that the occupancy (the number of queued requests) is
higher than this threshold. For instance, if we set the threshold to one,
the counter is increased every time the queue holds at least one request
during one cycle. One entry is deallocated from the RPQ once the memory
operation has been issued to the memory; hence, by setting the threshold
to one, this counter provides the busy time (in cycles) of the queue.

Resource Director Technology. The 2nd Generation of Intel Xeon
Scalable Processors [62] is based on the Intel Cascade-Lake microarchi-
tecture. The considered micro-architecture and all the new generations
of Intel Xeon Scalable processors support temporal and spatial isolation
at the hardware level through Resource Director Technology (RDT) [64].
The MSR allows interfacing with RDT. RDT programming includes asso-
ciating spatial and temporal properties with a CLass Of Service (CLOS)
and binding the CLOS to a virtual core. At the same time, RDT pro-
gramming allows monitoring of the spatial and temporal consumption of
shared resources by binding a RMID to a virtual core. Hence, each virtual
core can be associated with CLOS and an RMID. One virtual core can-
not change the class of service (or RMID) of another core. However, any
virtual core can configure the properties of any CLOS and can read the
monitored performance associated with an RMID. Using RMID, it is also
possible to monitor the cache space occupancy (Cache Monitoring Tech-
nology (CMT)) and the memory bandwidth (Memory Bandwidth Moni-
toring (MBM)). They can be read via polling (i.e., in a synchronous way).
No thresholds can be set to enable asynchronous handling. The RDT al-
location features associated with CLOS enable the partitioning of shared
resources between the cores. While Cache Allocation Technology (CAT)
and Code and Data Prioritization (CDP) focus on the LLC spatial parti-
tioning, MBA addresses the temporal memory contention.

Memory Bandwidth Allocation 1.0. MBA inserts a configurable
delay between requests going to the high-speed Interconnect (L3 Inter-

4One DRAM clock corresponds to half of the DRAM Speed
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connect) from a core’s private context (L2 cache). The granularity of
MBA control is linear, starting at 10% and going up to 100% in incre-
ments of 10%. Through the delays, we can apply an indirect limitation
in memory access without impacting the use of private resources such as
private caches and functional units. An MBA delay value is associated
with a CLOS. This binding can be done in any core. For instance, we
can associate the critical and non-critical cores with distinct classes of
service, CLOSX , and CLOSY , respectively. Once the critical cores ac-
cess the memory, we can limit the memory accesses of non-critical cores,
changing the delay of CLOSY . Note two virtual cores share one physical
core. If two virtual cores (hardware threads) of the same physical core
have different delays, the larger delay will override the smaller one. In
our micro-architecture, disabling HP in the experiments, we have a side
effect [62]; in particular, the non-active hardware threads are assigned to
the CLOS0 by default even if they are disabled. Hence, CLOS0 cannot
be used. Otherwise, the hidden delay value of the non-active virtual core
(the delay value associated with the CLOS0) overrides the set MBA delay
value of the active virtual cores on the same physical core when the first
delay is higher than the second one.

Memory Bandwidth Allocation 2.0, 3.0. The next generation
MBA applies some enhancements to improve efficiency and accuracy in
throttling, along with providing increased system throughput [63]. Rather
than a strict bandwidth control mechanism, a dynamic hardware controller
is implemented, which can react to changing bandwidth conditions at the
microsecond level. Even if the MBA 2.0, 3.0 is located again between
requests going to the high-speed Interconnect (L3 Interconnect) from a
core’s private context (L2 cache), the new hardware controller includes a
feedback mechanism that tracks actual DRAM bandwidth to throttle only
requests to the DRAM, avoiding to throttle requests that hit the last level
cache. In addition, they provide (in some architectures) the possibility
to calibrate the delay from the BIOS. MBA 3.0 adds the capability to
associate the throttling to a specific virtual core, which means that two
virtual cores that share the same physical core can have their private levels
of throttling. Our microarchitecture supports MBA 1.0 and thereby our
analysis is limited to the MBA 1.0, even though we believe its insights
might be significant for the evaluation of the other controllers.
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Exclusive Last Level Cache. The Cascade-Lake and the newer
Ice-Lake micro-architecture inherited from the Skylake-Server micro ar-
chitecture have an exclusive LLC and a mesh network as a shared inter-
connect. The property of exclusivity changes the memory traffic patterns
in modern Intel processors. Figure 3.1 shows how the inclusive and exclu-
sive architectures handle the LLC misses, respectively. Whenever an LLC
miss occurs in inclusive architecture, the new cache line fills both LLC and
private cache, while, in exclusive architecture, only the private cache is re-
plenished. The two figures suppose that there is available space in LLC.
The different reactions to the LLC miss influence memory read workloads.
Suppose we start with empty private caches. Once we fill up all the private
caches, we do not have an additional L2 WB in the inclusive architecture
because the cache lines are already updated and available in LLC. In the
exclusive architecture, instead, there are L2 WBs. Unlike previous works
(e.g., [124]), we consider this behavior while evaluating MBA to obtain
more accurate results regarding the worst-case interference.

(a) Inclusive Architecture (b) Exclusive Architecture

Figure 3.1. Last Level Cache miss handling

3.2 Overview of the Intel virtualization exten-
sions

Virtualization. Virtualization techniques allow running multiple Op-
erating Systems (OSes) on the same hardware. The main software compo-
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nent that enables virtualization is the hypervisor or VMM. It is responsi-
ble for creating, managing, and scheduling Virtual Machines (VMs), which
represent an abstraction of CPUs, memory areas, and devices of a real ma-
chine. Early virtualization techniques were based on full virtualization,
which completely emulate privileged instructions and I/O operations. To
achieve higher performance, paravirtualization involves modifying guest
OSes (i.e., OSes running as VMs) to directly use the services offered by
the hypervisor through the so-called hypercalls. In the last years, virtual-
ization evolved to exploit hardware extensions in modern CPUs, to enable
full virtualization while improving overall performance [97, 4].

Intel VT-x and VM Life-cycle. Intel VT-x [66], is the target tech-
nology we used to implement the record and replay framework. Once
the virtualization is enabled (VMXON instruction), two operating modes are
active. The hypervisor (even called VMM) operates in root mode, while
the guest VM s run in non-root mode. The latter modes are orthogonal
to traditional execution modes (long, protected, and real modes) and to
privilege levels (i.e., rings). Running a new VM in non-root mode requires
allocating and initializing in memory a particular control structure, called
(Virtual Machine Control Structure (VMCS)), linked to a specific vCPU.
The VMCS, except for its first eight bytes, must be read and written by
executing dedicated VMX instructions called VMREAD and VMWRITE, oth-
erwise unpredictable failure modes can occur (see Section 24.11.1 in [66]).
The VMCS consists of the following areas: guest-state, host-state, control
fields, and VM exit information. The first two are the most important
in the context of our framework and include, respectively, the processor
state when the VM is suspended and resumed. Specifically, they include
special-purpose registers (e.g., control registers, instruction pointers, etc.).

Figure 3.2 depicts the VM lifecycle. The VMCS is initialized (VMCLEAR
instruction, step 1 in Figure 3.2) during the VM startup and subsequently
loaded (VMPTRLD instruction, step 2 in Figure 3.2). When the VMCS is
loaded, its internal hardware state becomes Active Current Clear. In this
state, the hypervisor can set up the VM, for example, by defining the
events and instructions in non-root mode that will cause a switch to the
root mode (i.e., a VM exit). Once the setup is completed, the hyper-
visor can launch the VM (VMLAUNCH instruction, step 3 in Figure 3.2).
Once this instruction is complete, the VMCS state becomes Active Cur-
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rent Launched and the Guest VM can run, after switching to non-root
mode (called VM entry).

During the execution of the VM, the control can pass to the hypervisor
every time a VM exit occurs, requiring a context switch from non-root to
root mode. VM exits can occur for different reasons. Currently, Intel x86
architecture support 69 VM exit reasons (Appendix C, Table 1-c [66]).
Most of them are due to the execution of sensitive instructions by the
VM, such as RDMSR, WRMSR, or CRx ACCESS. Others include VM events or
conditions to be handled by the hypervisor, such as triple fault, interrupts,
and I/O port access. Finally, the hypervisor can decide to trap some VM
conditions to follow the VM evolution (e.g., VM introspection [57]) or to
take scheduling and resource-sharing decisions (e.g., memory deduplica-
tion [86]).

The VM exit is a key operation since it can be exploited to compromise
the isolation properties of the hypervisor. Hence, we use it as the mean to
submit a seed to the hypervisor and to test its operation. Let us analyze
in detail the steps occurring from the VM exit up to the successive VM
entry (VM resume), including the execution of the VM exit handler in the
hypervisor (steps 4 and 5 in Figure 3.2). The VM exit requires a hard-
ware context switch from non-root to root mode, that entails: (i) to save
the physical processor state in the guest-state area of the VMCS (except
for general purpose registers ( General Purpose Registers (GPR)s), saved
in the hypervisor data structure), (ii) to load the new root mode processor
state from the host-state area of the VMCS, including also the instruction
pointer register (RIP), containing the start address of the VM exit han-
dler. After the context switch, the VM exit handler identifies, from the
VMCS, the cause of the exit and appropriately resolves it. More impor-
tantly, during the execution, the VM exit handler can access the entire
VMCS (VMREAD, step 4 in Figure 3.2), hence its control flow depends on
VMCS fields. Additionally, the VM exit handler can change the VM state
in the VMCS (guest-state area) (VMWRITE, step 4 in Figure 3.2). Once
the VM is resumed (VMRESUME instruction, step 5 in Figure 3.2), the new
VM state becomes operational on the physical CPU. The VMRESUME
performs a new (inverse) hardware context switch, where the processor
state is loaded from the guest-state area of the VMCS.
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Figure 3.2. Workflow of a virtual machine in VTX

3.3 Overview of Nested Virtualization

Linux KVM incorporates nested virtualization [18] in its software func-
tionalities, which we briefly discuss below.

In nested virtualization, a hypervisor host (i.e., L0) can host a hyper-
visor guest (i.e., L1), which in turn can host its VMs (i.e., L2). Since
Intel VT-x supports a single level of virtualization, nested virtualization
requires the software emulation of VMX operations by the hypervisor host,
to multiplex the hardware virtualization extensions between multiple hy-
pervisor guests.

As explained before, the hypervisor can take control during the exe-
cution of a guest OS on a vCPU. In nested virtualization, the hypervisor
guest and its guest OS are decoupled in two distinct VMs (i.e., L1 and L2
VMs) of the hypervisor host (i.e., L0). Only one between L1 and L2 is in
execution, abstracting a unique vCPU.

L1 runs as VM in L0 with its VM specifications (VMCS01). L1 is not
aware that it is running in guest mode and uses VMX instructions (e.g.,
VMXON, VMXPTRLD, VMREAD, WMWRITE) to define and launch
the specifications for its guest, L2 (VMCS12). However, VMX instruc-
tions can only execute successfully in root mode, so L0, running in root
mode, traps and emulates the L1 VMX instructions, returning the con-
trol to L1. Instead, the processing of VMLAUNCH and VMRESUME is
different, as L0 needs to emulate a VMEntry from L1 to L2. These in-
structions cause, first, a VMexit from L1 to L0 and then, a VMentry from
L0 to L2. However, L0 cannot use VMCS12 to execute L2 directly, since
the VMCS12 is just a software structure in L0’s environment. Thus, L0
runs L2 with a new specification (VMCS02), considering all the specifi-
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cations defined in VMCS12 and those defined in VMCS01. For instance,
the control fields of the VMCS02 result from the merge of VMCS01 and
VMCS12, to trap the events at which either L0 or L1 are interested.

Hence, once L2 is in execution (i.e., L1 is suspended), an event can
call the intervention of L0, which in turn can decide to handle it by itself
( 1 in Figure 3.3), or forward it to L1 ( 2a , 3 , 2b in Figure 3.3).

The forwarding is enabled by trappable events specified in VMCS12,
related to L1. L0 forwards the event to L1 by (in 1 of Figure 3.4) copy-
ing VMCS02 fields (e.g., the guest state and VM exit information areas),
which are updated by the processor, to the VMCS12 and ( 2 in Figure 3.4)
resuming L1. The hypervisor running in L1 believes there was a VMexit
directly from L2 to L1 thanks to L0 properly updating VMCS12. The L1
hypervisor handles the event ( 3 in Figure 3.4) and later resumes L2 ( 4
in Figure 3.4) by executing VMLAUNCH or VMRESUME, both of which will be
emulated by L0, as explained before.

About memory virtualization, the hypervisor host should emulate the
Extended Page Table [18] to the hypervisor target, by which it provides a
virtual memory space for its guest (EPT12). However, even in this case,
the specification of L0 (EPT01) and L1 (EPT12) are compressed into one
(EPT02). The building of EPT02 is on the fly, trapping every first access
to a new memory page during L2 execution [18].
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Figure 3.3. VMX multiplexing
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Design

We introduce the design principles of the tools implemented in this
thesis. Section 4.1 describes the two main steps of the process we de-
signed to test the Intel MBA: single-core analysis and multi-core valida-
tion. Instead, Section 4.2 focuses on the design of the record and replay
of hypervisor behavior. In Section 4.2, we first discuss the design goals of
the framework, and then we introduce the assumptions on the hypervisor
model made by the current implementations.

4.1 Memory Access Isolation

This section introduces a tool designed to evaluate the regulation mech-
anisms enforced by Intel Memory Bandwidth Allocation (MBA). We pro-
pose a two-step process for testing a black-box hardware memory band-
width controller: single-core analysis followed by multi-core validation.

In the single-core analysis, the primary goal is to understand the con-
troller’s regulation mechanisms and operating modes. This phase allows
observation of the target behavior in a controlled environment. According
to the Incremental Development and Certification (iD&C) approach, once
a reliable model of the controller’s behavior is developed, the multi-core
analysis seeks to validate this model by reproducing worst-case interference
scenarios. This provides empirical evidence of the guarantees enforced by
the controller.



26 Chapter 4. Design

4.1.1 Single-core Analysis

To study the controller’s behavior, we designed two controlled testbeds,
periodic sampling and latency sampling, as illustrated in Figure 4.1 and
Figure 4.2. These testbeds aim to simplify the analysis effort, allowing
precise observation of controller behavior under varied conditions.
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Figure 4.2. Latency sampling

Periodic sampling. This operating mode enables periodic sampling
of micro-architectural events during workload execution, with a config-
urable period we call the regulation period. Before recording begins, the
tool allows for MBA delay configuration on the relevant physical cores.
This mode is useful for a high-level view of controller behavior, such as
observing the effects of regulation on generic memory interference work-
loads.

Latency sampling. This operating mode enables fine-grained mea-
surement of workload execution time. For instance, the user may specify
a workload of a few hundred memory operations, and the tool records
micro-architectural events along with execution time. This mode enables
a high control degree on the workload. The user controls starting con-
ditions (e.g., no preemptions, empty L2 cache, LLC availability, MBA
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enabled) and can run a specified number of instructions to create a tar-
geted traffic pattern. This degree of control is not available in periodic
sampling, which inherently provides only a periodic view.

4.1.2 Multi-core validation

The multi-core analysis aims to provide empirical evidence of the guar-
antees provided to a critical core when interference workloads run on par-
allel cores. As illustrated in Figure 4.3, this step should support the setup
of workloads and environmental conditions for both interfering and pro-
tected cores, the configuration of MBA delays on interfering cores, and the
tracing of per-core and uncore events across all cores during the protected
core’s workload execution. Event tracing is essential to provide empirical
evidence of the observed guarantees.
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Figure 4.3. Design goals for the multi-core analysis.
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4.2 Record and Replay of Hypervisor behavior

4.2.1 Design Goals

Testing hypervisor intervention is challenging for two main reasons: 1
Hypervisor intervention is triggered by VM conditions that are implementation-
specific. This means that test cases that are relevant for one hypervisor
may not be significant for another. 2 Reproducing these VM conditions
requires a deep understanding of the underlying hardware (e.g., CPU spec-
ifications), comparable to the level of knowledge required for Operating
System internals.

Instead of manually recreating these complex guest workloads for each
hypervisor, our key idea is to replicate existing hypervisor behaviors ob-
served during the nominal execution of guest workloads.

Recording Goals. Figure 4.4 shows the action planned during the
recording phase. During the execution of guest workloads within a virtual
machine, our recording mechanism should capture key events from every
hypervisor intervention (i.e., those triggered by a VM exit) to enable the
replay of these observed interventions at a later time.

Hypervisor

VM execution

(1) We aim to collect (learning) key events during hypervisor 

intervention to enable the replay of the interventions

VMexits

Figure 4.4. Design goals for the recording process.

Replay Goals. Using the events collected during the recording phase,
the replay mechanism aims to reproduce hypervisor interventions without
executing the actual guest workloads. Avoiding the execution of guest
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workloads is crucial for performance, as these workloads may generate
only a few VM exits (although significant) over a prolonged time window.

As illustrated in Figure 4.5, we first aim to use the replay of hyper-
visor interventions to navigate through observed hypervisor states ( 2 in
Figure 4.5). Afterwards, the framework should support the injection of
crafted VM exits to enable the automatic generation of new test cases
without manual effort ( 3 in Figure 4.5).
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Figure 4.5. Design goals for the replay process

4.2.2 Design alternatives

We explore two design approaches for implementing record and replay
mechanisms of hypervisor behavior:

• On-device design: This approach extends the target hypervisor
to support record and replay features without introducing an ad-
ditional layer of virtualization. It is beneficial when preserving the
hypervisor’s real-time performance is critical. We implemented a
prototype of this design in IRIS, an on-device record and replay ex-
tension for the Xen hypervisor.

• Transparent design: This alternative enables record and replay
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capabilities without modifying the target hypervisor, to be non-
intrusive (in terms of software) and generic. We developed a first
work-in-progress version based on this design, called HyRo, as an
extension for KVM/x86.

The choice between these two approaches depends on the specific applica-
tion scenario. For example, the IRIS design may be preferable in scenarios
where VM exit performance is crucial, such as estimating worst-case ex-
ecution times. Instead, if the primary goal is detecting software bugs or
studying failure modes, the user might prioritize the non-intrusive nature
of the HyRo design. Additionally, a hybrid approach can be considered.
For instance, cloud providers may instrument their hypervisors to collect
traces in real-time using on-device instrumentation, while offloading these
traces to HyRo on an external server for debugging, ensuring that the
target hypervisor continues to run services uninterrupted.

Below, we outline the shared design principles and assumptions of these
two approaches.

4.2.3 Design assumptions

Assuming the VM is already launched, we may model the hypervisor
intervention as two transition functions ϕ and γ that update the hypervisor
state and output, respectively.

ϕ : V Mstate × Shyp → Shyp (4.1)

γ : V Mstate × Shyp → V Mstate (4.2)

Both ϕ and γ take as external input the V Mstate which corresponds to
the CPU registers, V Mcpu, and the VM memory, V Mmem at the time of
a VM exit. In order to reflect only the effects caused by untrusted guests,
we simplify our equations to include only controllable variables of the
guests, i.e., V Mstate, excluding non-controllable events, e.g., host asyn-
chronous interrupts during the hypervisor intervention. The hypervisor
behavior is a sequence of hypervisor interventions (V M_exit_trace =
{V Mexit1, ..., V MexitN }), representing the flow of VM exits triggered by
a workload to reach a valid VM state;

By these two equations, we derive the following considerations.
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• First, the resulting V Mstate in function gamma of Equation 4.2 may
be adopted to evaluate the accuracy of the replay: if the replay is not
accurate, the state of the hypervisor will not be updated properly,
and, as an indirect consequence, also the resulting output. So, we
collect some V Mstate updates, observed after an hypervisor interven-
tion, to compare the replay execution with the nominal execution.

• Second, the Shyp mostly depends on the V Mstate, so, when we revert
the snapshot of a guest VM, in some way, we are also updating part
of the hypervisor state that reflects the VM state. Therefore, in-
stead of reverting the entire hypervisor state (infeasible when nested
virtualization is not enabled), we may accept the VM state revert
as sufficient to revert also the hypervisor state.

• Third, the target events to record during the hypervisor intervention
(VM seed) are the accesses to the VM state V Mstate, as, by replay-
ing the hypervisor intervention with the right VM state as external
input, we should observe the same VM state updates.

In our design, we deliberately avoid recording the V Mmem as the only
part of the VM state that we do not monitor. This choice was made to
reduce the complexity of VM seeds. In the next section, we demonstrate
that this choice is a good compromise to accurately record hypervisor
behaviors, and we discuss the few cases in which IRIS can not obtain
good accuracy. Therefore, the VM seed includes the pairs of VMCS
{field, value} read via VMREAD instructions, and the values of general-
purpose registers (GPR), both obtained during the handling of a VM exit
within the VM_exit_trace.

Finally, we define accuracy of the replaying mechanism as its ability to
reproduce a valid hypervisor behavior for the recorded metrics, i.e., code
coverage at the hypervisor level and writes performed into the VMCS fields
or GPR registers. Code coverage at the hypervisor level is the simplest
metric to estimate how much replaying VM seeds is accurate compared to
the recorded hypervisor behavior. However, coverage-related metrics are
expensive in terms of latency and manual effort when not supported by
hardware features. To mitigate this point, we also provide new synthesized
metrics that are peculiar to the hardware-assisted hypervisor solutions.
Specifically, in the case of on-device solution, we used the code coverage
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as accuracy metric, as the target is the hypervisor running on the device,
instead, in case of the transparent replay, we only compare the VMREADs,
VMWRITEs obtained during the VM exit handling and the GPR obtained
in output of a VM exit handling.

Record

The recording component captures information during the VM’s ex-
ecution. When a VM exit occurs, triggering hypervisor intervention, a
trace is created for each exit in the form of a VM_exit_trace, catego-
rized by an exit reason. The recording architecture logs: Accesses to the
VM states, storing them in a VM seed structure. Specifically, it captures
accesses (i.e., VMREADS) to the VMCS guest-state area and the general-
purpose registers (GPRs) prior to hypervisor intervention. Optionally, it
can record metrics, such as updates to the VM states (i.e., VMWRITEs
to the VMCS), GPR registers after hypervisor intervention, and the CPU
cycles consumed during the VM exit. In the case of IRIS, we also instru-
ment the target hypervisor (Xen) to provide VM exit code coverage after
the intervention.

Replay

To replay only hypervisor interventions, we need tp continuously trig-
gering VM exits and directly activating the VM exit handler without ex-
ecuting the guest OS. To this end, the replay component requires two key
functionalities: the controlled generation of VM exits from the guest OS
to the hypervisor target, and the submission of recorded VM seeds during
these exits. When a VM seed is submitted, the hypervisor will process
the corresponding VM exit handler based on the exit reason.

To this aim, we use a dummy VM into which the VM exits are injected.
The dummy VM is initialized to the same state as when the recording was
activated. This state could be restored from a snapshot of the VM or
any other stable point, such as prior to the VM boot sequence, where
no instructions have yet been executed. This approach ensures that the
record and replay phases start from an equivalent VM state with the
corresponding hypervisor data structures.

In cases of negative testing, the framework supports submitting recorded
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VM seeds to update the hypervisor state, and crafted VM seeds to test
hypervisor interventions under corner-case conditions.





Chapter 5
Implementation

We provide technical details about the tool implementations of this
thesis. We first introduce CloudPerf in Section 5.1, which is the tool
adopted to evaluate memory access isolation and Intel MBA. Afterwards,
we introduce IRIS in Section 5.2, which is the reference on-device im-
plementation of the hypervisor behavior record and replay, and HyRo in
Section 5.3, which is a work-in-progress implementation of the transparent
replay.

5.1 CloudPerf implementation
CloudPerf includes a Linux kernel module and user-space applications.

We implemented it on Linux to simplify deployment and make it easier
for the open-source community to extend.

Kernel module generic configurations. The kernel module in-
cludes some macros that describe the target architecture:

1. CAS: it configures and samples events on each available memory
channel (architecture-specific for Xeon scalable processor)

2. MBA: architecture specific for new Xeon Scalable processors

3. NO_SMT: available on all recent x86 architecture when hardware
threads (simultaneous multithreading) are disabled

4. PMC_CORE: available on all recent x86 architecture
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The kernel module includes some macros which describe the operating
mode of the tool:

• Periodic sampling: The tool is configured to periodically sample
a workload running in userspace. The user may choose to start the
periodic sample once the kernel module is inserted1, or by userspace
interfacing with the kernel driver2.

• Latency sampling: the tool is configured to sample the latency
of a workload. The workload may run in userspace 3, or in kernel
space. In kernel space, the user can decide to start the workload at
the time of inserting the module4, or by interfacing with the kernel
module by userspace5.

Running the workload in kernel space allows the user to run privileged
instructions without making a context switch, e.g., to access the perfor-
mance counters and disable/enable the kernel preemption. The user may
choose a periodic or latency sampling based on the kind and goals of the
analysis. The latency sampling allows the user to analyze more in de-
tail the workload execution because the user has more control over the
environment parameters and the user may limit the workload to a few
instructions. The latency mode is the mode that we adopted in our ex-
periments to evaluate the indirect limitation of MBA.

Periodic sampling Through our tool, we can periodically sample
events on a specific set of online cores. We allocate a data structure on
each online CPU to store the samples. After finishing the sample, we save
the sampled data on files (one file for each core). We can start the periodic
sampling in two ways: by inserting the kernel module (insmod cmd) or
via the system-call read from the device driver (driven by usr space).

Let’s consider an example of periodic sampling. First, the user com-
piles the kernel module defining the macro "MOD_HR_TIMER" to spe-

1MOD_HR_TIMER_ON_INIT: periodic sample started once the kernel module is
inserted

2MOD_HR_TIMER: periodic sample started by userspace
3MOD_SYNC_SAMPLE: latency sampling with the workload running in userspace
4MOD_LATENCY_BENCH_KERN_ON_INIT: latency sampling with the work-

load running in kernel-space and started when inserting the kernel module
5MOD_LATENCY_BENCH_KERN: latency sampling with the workload running

in kernel-space and started by userspace
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cialize the module to make a periodic sample and to define the variables
shown in list. 5.1. List. 5.1 shows the kernel module configurations in case
the user desires to sample each millisecond of the performance events on
top of eight cores, i.e., one core where the kernel module is running plus
seven "interference" cores (INTERFERENCE_CORES 7). The module is
configured to work as a device driver (CH_DEV), so the user may send
commands from userspace by interfacing with the character device. More-
over, the user setups the module to activate the MBA between the 8 and
13 periods ("PERIOD_START_MBA" and "PERIOD_STOP_MBA").
At period 8, on every core, the user may choose to change the delay
of a class of service affecting all cores associated with that class (e.g.,
delay90 → CLOS1), or change the CLOS associated to the current core
(e.g., change CLOS0 → CLOS1 on the current core). For instance, in
our case, the user maps different delays to CLOS1, CLOS2, ..., CLOS7,
and, at the 8 periods, every interference core i changes its class of service
from CLOS0 to the corresponding CLOSi. To specify these parameters,
the user defines them as kernel parameters when inserting the module.
In userspace, the user runs multiple memory-bound threads, one for each
core. Once synchronized, the user starts the periodic sampling by reading
"/dev/sampling" from the device driver.

Note that we support some additional scripts to

1. define the workload on core zero and the stress workload of the
interference cores

2. define the range of delays to be tested on the main core and on the
interference cores

3. the number of observations

4. compile the kernel module, the workload, and the main program

Listing 5.1. Periodic sampling parameters
#i f d e f MOD_HR_TIMER

#d e f i n e NSAMPLES 100
#d e f i n e HR_TIMER
#d e f i n e CH_DEV
#d e f i n e PERIOD_US 1000
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#d e f i n e COARSE_GRAINED_EVENTS
#d e f i n e WR_FILE_EXIT
#d e f i n e WR_FILE_EXIT_DIFF 1
#d e f i n e NAMEFO
" . / OutputPeriodicSamplePeriodSampleDif f−cpu . csv "
#i f d e f MBA

#d e f i n e PERIOD_START_MBA 8
#d e f i n e PERIOD_STOP_MBA 13
#d e f i n e MBA_TRANS
#d e f i n e CHANGE_COS

#e n d i f
#d e f i n e INTERF_CORES 7

#e n d i f

Latency sampling. Intel processors support a time-stamp counter
(TSC) to capture a time-stamp at a fixed frequency. However, this instruc-
tion is subject to instruction reordering (i.e., Out-of-Order Execution) by
modern processing elements, which can introduce noise into the measure-
ments. In the worst case, the instruction may be delayed until all other
instructions stored in the reorder buffer (ROB) have been executed. Mod-
ern reorder buffers may store more than two hundred instructions, so the
variability in the measurement may not be negligible, as the timestamp
may be delayed during the workload execution.

To maintain sequential order for the timestamp, we use serialization
instructions (e.g., fence, mfence, and lfence), which enforce the commit-
ment of instructions (or specific instructions) before proceeding with the
next programmed instruction. We divide the process into five distinct
phases separated by serialization instructions.

The first phase includes all the steps necessary to configure the envi-
ronment and experiment parameters. For example, if we want access to a
specific memory area to cause last-level cache misses, we may set up this
phase to flush that memory area from the cache before running the actual
workload. Additionally, the user may choose to disable OS preemption to
ensure that the workload is not preempted in favour of another task or to
enable technologies, e.g., the Intel MBA to apply regulation.

The second phase reads the performance event counters to establish
a baseline before the workload execution. Note that the counters are
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saved in local variables, which correspond to CPU registers after program
compilation.

The third phase reads the timestamp (start_timestamp) before run-
ning the serialization instruction (in our case, lfence), to estimate the exe-
cution time of the serialization instruction. After the serialization instruc-
tion, we are certain that the first instruction to execute is the programmed
instruction, so by reading the timestamp again (middle_timestamp), we
can obtain the execution time of the serialization instruction by calculat-
ing the difference between the middle and start timestamps. Afterwards,
we run the workload.

To conclude the evaluation, we read the timestamp (end_timestamp)
and the performance events from the counters. This operation is per-
formed after running another serialization instruction that ensures the
workload completes every single instruction before actually reading the
performance events. This final serialization instruction needs to be sub-
tracted from the total execution time of the workload. Consequently, the
execution time of the workload is equal to the workload execution time
(end_time - middle_time) minus the execution time of the serialization
instruction (middle_time - start_time).

As a final step, we write the performance events, obtained as the differ-
ence between the initial and final counts, and the workload execution time
to a file stored on disk. Before returning, we provide the user with the
ability to revert the environment settings to normal, such as re-enabling
preemption.

Fence instructions and TSC reading can be executed in userspace,
while access to performance counters requires the privileged mode of ker-
nel space. Below, we compare two different measure implementations of
latency sampling. The "userspace implementation" runs the workload in
userspace, requiring the context switch for the event monitoring. To avoid
preemption, the userspace task changes the scheduler to SCHED_FIFO
and sets its priority to a high priority. In the second implementation
(kernel space), instead, we execute the workload in kernel space. In ker-
nel space, we can stop the preemption by disabling hardware interrupts.
However, the workload in kernel space has limitations in the size of dy-
namic memory to allocate. In tab. 5.1, we briefly list the main differences
between these two implementations.
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Table 5.1. Timing Differences in User space/kernel space implementation

Metric User-space Kernel-space
event measure overhead (switch to kernel space) minimum overhead

latency measure minimum overhead minimum overhead
no preemption FIFO policy disable hw interrupts
Workload size no limit around 4 MB

To show the differences between these two ways of sampling workload
latencies, we provide the following example. In this example, the target
workload to measure reads 256 KB of memory, which corresponds to 8192
LLC misses. In Figure 5.1, the workload is executed in userspace and in
kernel space, 60 times for each. The boxplot in Figure 5.1, summarizes the
statistical features for "the total number of LLC miss" for the two cases. In
kernel space, the total number of LLC misses observed during the workload
execution almost is 8192 except for two outliers. So the experiments are
reproducible. Contrarily, the number of LLC misses in user space does
not include 8192 in the 25 -75 percentile range. Furthermore, there are
more outliers in userspace. Probably, the system call invoked to read
the performance events causes the increasing number of LLC misses. To
confirm this hypothesis, we need to prove that the additional LLC misses
are confined to kernel space. Therefore, we specialize the number of LLC
misses in user and kernel space for the userspace implementation.
The Figure 5.2 shows the new box plot for the userspace, considering only
the LLC misses in userspace. This time, the value 8192 is included in the
25th percentile.

In conclusion, when possible, we do our evaluations in kernel space.
However, if we need larger workloads, we run the workload in userspace.

Performance events. Our tool allows users to specify the perfor-
mance events to monitor during workload execution. The tool supports
eight or four per-core events, depending on whether hyper-threading is
enabled (the number of per-core events is limited by the architecture).
Table 5.2 shows an example of configured events to trace. These events
can be configured to trace in userspace, in kernel space, or in both spaces.

Actually, our tool also supports two uncore events from the Integrated
Memory Controller (IMC) box of the Intel Xeon Processor. The uncore
region of the microarchitecture includes additional performance counters,
which the tool may include in future updates. The per-core PMCs and
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Figure 5.1. Box plot of the to-
tal LLC misses for a 256 KB mem-
ory load (8192 requests) for user and
kernel space implementation

Figure 5.2. Userspace implemen-
tation concerning only userspace
LLC misses

some of the uncore PMCs are controlled by the tool via Model-Specific
Registers (MSR), while the uncore performance counters of the IMC box
are accessed via the PCI Express interface. To manage the uncore perfor-
mance counters, our tool follows the procedures illustrated in the reference
manual [65]. Initially, it invokes a setup function to map the Intel PCI
physical addresses to the virtual space of the tool’s kernel module, and
then freezes, resets, and configures each PMC. After this setup, the tool
can invoke start and stop functions to begin and end counting, respec-
tively. Listing 5.2 provides a high-level description of the driver for these
performance counters. "Freezing the performance counter" refers to stop-
ping its count, while "resetting the PMC" means setting its count back to
zero. We ensure that the performance counter is frozen before any config-
uration is applied.

Listing 5.2. Uncore pmc driver
Setup :
1) memory mapping
2) f r e e z e and r e s e t each pmc
3) c o n f i g u r e the pmc

Star t :
1) un f r e e z e the pmc
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PMC

Stop :
1) f r e e z e the pmc and r e s e t
2) memory unmapping

Table 5.2. Example of Percore PMC events

PMC Event Space
pmc1 retired memory load instruction OS
pmc2 retired memory laod instruction USR
pmc3 retired memory load instruction with LLC miss OS
pmc4 retired memory load instruction with LLC miss USR
pmc5 llc references USR
pmc6 llc misses USR
pmc7 retired instruction OS
pmc8 retired instruction USR

5.2 IRIS implementation

The current version of IRIS is built upon the Xen hypervisor. We chose
Xen since it is an open-source hypervisor and supports Hardware Virtual
Machine (HVM ) mode. HVM mode tries to make full virtualization easier,
using the hardware emulation to accelerate CPU virtualization (privileged
instructions) and the MMU (page tables). Figure 5.3 depicts the high level
architecture of IRIS. IRIS is implemented as a set of patches for the Xen
kernel. All IRIS components code is written in C language. The details
of each component are briefly explained in the following.

Record. Currently, in IRIS we obtain code coverage at the hypervisor
level via compile-time instrumentation approaches using gcov [131]. The
hypervisor codebase should not be instrumented as a whole since we need
to avoid most sources of non-determinism, e.g., due to interrupts, kernel
threads, and statefulness. We selectively instrument hypervisor compo-
nents crucial for VM exit handling, such as the abstraction of vCPU,
HVM domain-specific functions, and the handler of VMX-related opera-
tions. While running, the resulting instrumented binary will write its own
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Figure 5.3. Overview of IRIS design

basic block coverage to a bitmap, which is exported as a shared mem-
ory area accessible at the guest level. We remark that code coverage is
cleaned up by removing hits due to the execution of our record and re-
play components. Further, code coverage information can be retrieved
for each VM seed submitted. Regarding the reads and writes performed
into the VMCS fields, the hypervisor uses machine instructions VMREAD
and VMWRITE, wrapped respectively by Xen _vmread() and _vmwrite()
functions. We instrument these functions by adding a callback function
invocation to store pairs of VMCS {field, value} read or written in the
shared memory area. Regarding the values of guest GPR, they are stored
in Xen data structures during VM exit handling, since they are not in-
cluded in the VMCS. The current implementation, for each VM seed, uses
an array of structs to store GPR, VMCS fields read or write. The struct
is defined to store: i) a flag (1 byte) that indicates the kind of data; ii)
the encoding (1 byte) of GPR (15 values) or VMCS fields (147 values);
iii) the value (8 bytes) for GPR or VMCS field. Once again, we invoke a
callback function at the start of the VM exit handler execution, to also
buffering this kind of data. The temporal metric can be retrieved using
instructions to get CPU-cycle counters. For example, Intel provides the
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RDTSC instruction, which reads the current value of the CPU’s time-stamp
counter.

Replay. The replaying component enables the continuous triggering
of VM exits by leveraging a dummy VM running in HVM mode. A possible
solution to continuously submit VM exits is to let the dummy VM do a
first exit and then implement a loop directly within the VM exit handler.
However, a loop in root mode could be detected from the hypervisor as a
hang, leading to forced crashes. In addition, such a direct loop avoids the
VM entry (see section 3.2), which occurs as the last step in the VM exit
handling. The VM entry operation includes several checks on the VMCS
fields (specified in Section 26.3 in [66]) that are representative or real
VM behavior and are used to guarantee semantically-correct VM seeds
submission. Thus, our replaying architecture lets the VM exit handler
execute the VM entry and then forces the dummy VM to immediately
trigger another VM exit, preventing the execution of any instruction at
the guest level.

We implemented the VM exit/entry loop by leveraging an ad-hoc
hardware feature of Intel VT-x, the Intel VMX-preemption timer, for the
dummy VM. The VMX-preemption timer counts down (from the value
loaded by a VM entry) in VMX non-root operation, at a rate propor-
tional to that of the timestamp counter (TSC). When the timer counts
down to zero, it stops counting down and a VM exit occurs (see Sections
25.2, 25.5.1, 26.6.4 [66]). In our framework, a preemption timer value set
equal to zero allows the hypervisor to preempt the dummy VM execution
before the CPU executes any instructions in the guest. Regarding VM seed
submission, we implement callback functions inserted at compile-time and
invoked during the VM exit handling to submit GPR and VMCS values
according to the VM seed values. The GPR values are simply copied to the
corresponding hypervisor data structures. The VMCS values can be writ-
ten into the VMCS by invoking the _vmwrite() function. However, this
solution is adopted only for writable VMCS fields, since some of them are
read-only. For the latter scenario, we instrument the function _vmread()
by inserting a callback function to replace the values returned from the
readings on the VMCS with those submitted with the VM seed.

Manager We implemented a component called IRIS manager, which
exposes an interface that can be used by a user-space application (CLI) to
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(i) choosing between operation modes, i.e., record and replay; (ii) retrieve
VM seeds and metrics during the record mode; iii) submitting VM seeds
during the replay mode. When the IRIS manager enables the record mode,
it runs a test VM and allows it to trigger normal VM exits as they occur.
The record mode can be configured to store VM seeds, metrics, or both
of them. Recording can be manually or programmatically stopped after a
given number of monitored VM exits. After a specific time of recording,
the IRIS manager allows keeping the test VM in an idle loop, reading
for a new recording session; otherwise, the test VM continues execution
with no recording enabled. In the replay mode, IRIS manager first runs
a dummy VM (optionally by reverting to a particular VM state) and
then allows users to submit seeds on-demand. Also, in this case, the
manager puts the dummy VM in an idle loop to wait for new VM seeds to
submit. When a new VM seed is available for submission, the replaying
component submits it to the hypervisor. Note that both recorded seeds
and manually crafted seeds can be submitted at this step. Finally, the
IRIS manager allows enabling the replay mode together with the record
mode enabled to store metrics while replaying. This latter is necessary to
evaluate the accuracy and efficiency of recorded/crafted VM seeds which
are submitted via the replay mode. The manager component consists
of a backend driver at the hypervisor level. The interface exposed to
users is implemented using the hypercall mechanism. We implemented
the xc_vmcs_fuzzing() hypercall to trap into the hypervisor, to enable
and control the recording and replaying phases. Given that, a user-space
application (IRIS CLI) invokes such hypercall to enable the functionalities
provided by IRIS manager. Finally, the manager uses copy_to_guest()
and copy_from_guest() Xen routines to respectively retrieve recorded
VM seeds and metrics and submit VM seeds.

5.3 HyRo implementation

The current implementation of the HyRo framework is built on top of
KVM, using Linux Kernel version 5.19.17, deployed on Ubuntu 22.04.03
LTS. The reference CPU architecture is Intel x86, leveraging hardware-
assisted virtualization extensions. It requires only basic features, such as
EPT and VMCS, and all components are implemented in C.
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In order to enable the record and replay features in KVM, in kernel
space, we mainly modified the KVM modules related to x86 virtualization
(vmx.c) and nested virtualization (nested_vmx.x) and we added two new
kernel modules (HyRo.ko and fuzzer.ko), which act as a middleware layer
between user space and kernel space. Instead, the orchestrator and the
mutating core are distributed as user-space applications.

Record. For each VM exit of the guest VM, the framework records
the (1) input GPRs, i.e., the general purpose registers of the guest before
the hypervisor handles the VM exit, (2) the read/write on the specifica-
tion (VMCS) of the guest VM, and (3) the output GPRs, i.e., the general
purpose registers of the guest after the hypervisor intervention. Figure 5.4
shows the steps of recording in HyRo. In nested virtualization, the VM

Figure 5.4. VM exit recording

exits caused by the guest VM L2 1 are handled by the L1 hypervisor or
by the hypervisor host L0. If the L1 hypervisor is selected to handle the
VM exit ("the VM exit is reflected"), the nested_vmx_reflect_vmexit
calls the nested_vmx_vmexit function in order to prepare "the reflection"
of the VM exit, which includes the setup of the VMCS12, i.e., the spec-
ification of the guest OS. At this stage, HyRo records (i.e., stores) the
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L2 General-Purpose Registers (GPRs), referred to as the "input GPRs."
Afterwards, L0 resumes the execution of L1 to handle the VM exit of
L2. The L1 hypervisor performs a series of operations on VMCS12 2 ,
including instructions such as VMREAD and VMWRITE. In order to
trap the VMREAD and VMWRITE instructions, we disable the VMCS
shadowing, as, in this condition, KVM performs the emulation of the VM-
READ and VMWRITE operations. During the emulation of VMREAD
and VMWRITE (functions handle_vmread and handle_vmwrite), HyRo
makes the trace of these operations, capturing both the field accessed and
the value read or written in the VMCS by the L1 hypervisor. At the end
of handling the VM exit of L2, L1 performs the resume of L2 3 , which is
trapped and emulated by L0. At this point, HyRo makes the recording of
the L2 GPRs, referred to as "output GPRs" because they pertain to the
VM entry process.

In conclusion, for each VM seed, the framework creates an array of
structures to store the input/output General-Purpose Registers (GPRs)
and the VMCS (Virtual Machine Control Structure) fields that are read or
written. The structure is defined as follows: (i) a start register of 13 bytes,
serving as a delimiter; (ii) VM Exit registers, occupying 195 bytes; (iii)
VMCS operations (which typically vary in number, but may take up to 320
bytes); (iv) an operation counter of 1 byte; and (v) VM Entry registers,
covering 195 bytes. Crafting and sizing VM seeds is a challenging task,
particularly within the mutation process. Therefore, this structure was
designed to minimize seed complexity and mutation surface as much as
possible. By using shared memory between the HyRo.ko and kvm-intel.ko
Linux kernel modules, the framework can extract this data during each
VM exit without interrupting KVM’s control flow. This data extraction is
seamlessly managed, following instructions from the orchestrator interface,
ensuring KVM continues to operate without disruption.

Replay. The primary objective of the replay component is to control
the generation of VM exits from the guest OS L2 to the hypervisor target
L1. To this aim, we extended the current nested virtualization implemen-
tation of KVM, especially the nested_vmx_run function, to aid our replay
framework the capability of injecting custom VMEXIT events based on
the instructions provided by the orchestrator. Figure 5.5 shows the step of
replay in HyRo. Before of calling the intervention of the hypervisor target,
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Figure 5.5. VM exit recording (a) and VM exit submission (b)

the orchestrator is powered with the ability to define the specification of
the guest OS (VMCS12) and the general purpose registers of the guest
OS, i.e., the VM seed to submit, in order to specialize the intended VM
exit 1 . Define the VM seed to submit, our implementation (i) verifies
the active vCPU specification is the one corresponding to the target L1
hypervisor, (ii) loads the VMCS12 host state area, and, finally, resumes
the hypervisor target 2 . To regain the control after the L1 intervention,
the orchestrator intercepts the VMRESUME instructions 3 issued by L1,
as, if the VM exit handling is successful, L1 will resume L2 by running
this instruction.

Due to its nature, the replay component tends to be more invasive
than the recording component, which can make it prone to potential per-
formance bottlenecks, including resource starvation. To address this issue
and prevent a vCPU, or in some cases a physical core, from becoming un-
responsive, HyRo incorporates timeout mechanisms. These mechanisms
are designed to relinquish control back to KVM if HyRo detects prolonged
hangs or delays, ensuring that the system remains responsive and avoids
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deadlocks.
It’s also worth noting that the recording component can be activated

during the replay phase. This enables the collection of information regard-
ing VMCS coverage, which can provide valuable insights for monitoring
and analysis during the replay process

Orchestrator. HyRo includes a user-space interface for managing
the recording and replay APIs, which are accessed and abstracted by the
orchestrator component.

During the recording phase, the user may record events occurring
within the L2 guest VM. Specifically, the orchestrator allows the user to
specify the beginning of recording, the number of VM exits to be recorded,
and if enabling the VMCS dumping during the hypervisor intervention.
Once the recording phase is completed, the orchestrator generates a raw
seed file, designed to reduce the size of the recorded information and con-
taining encoded information collected during the VM exits. At this point,
the user can request the orchestrator to present the raw seeds in a human-
readable format. It is worth noting that the orchestrator also permits the
termination of the recording phase at any point, even if it has not reached
the originally defined parameters, such as the predetermined number of
VM exits to record.

On the other hand, the orchestrator provides the option to initiate a
replay phase, during which the user can decide how many VM exits to
submit and from which specific exit to begin the replay. Before starting
the replay, the user may enable the recording of V Mstate coverage metrics,
used to estimate the replay accuracy.

The orchestrator provides users with the flexibility to decide whether
to include mutations when submitting a seed using a specifically developed
fault injector.

The orchestrator is a userspace application that communicates with
the Linux module through ioctl commands. The HyRo.ko Linux module
utilizes shared variables with the "kvm.ko" and "kvm-intel.ko" modules to
keep track of various commands, such as enabling replay or recording.
These shared variables serve as a means of communication and coordina-
tion between the modules, allowing them to provide instructions to each
other based on the values of these variables. This approach enables ef-
fective and dynamic control of the virtualization environment, allowing
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for the activation and deactivation of specific features or functionalities as
needed.

The interface provided by "HyRo.ko" allows the orchestrator to per-
form various actions on the buffer that represents the recorded or replayed
VM Exit data. These actions include reading and writing on the V Mstate,
as well as retrieving V Mstate coverage metrics.



Chapter 6
Evaluation

This Chapter includes the research questions, the experiments and
the findings of the thesis. Section 6.1 responds to the research questions
regarding memory access isolation, while Section 6.2 evaluates the research
questions regarding IRIS, the reference on-device implementation of the
hypervisor record and replay.

6.1 Memory Access Isolation

• RQ1. MBA Throttling: How much is the memory bandwidth of
physical cores using Intel’s MBA technology?

• RQ2. MBA Guarantees: Can we provide memory bandwidth
guarantees to a critical core using Intel’s MBA technology?

• RQ3. MQO as Interference Detector: Can the variation of the
memory queue occupancy reflect the number of cores co-accessing
the memory?

6.1.1 Methodology

We use only one socket and set the number of active cores via BIOS
configuration. We used only one memory channel in both analyses. We
set the DRAM refresh rate to periodic and the CPU core frequency to
maximum (no power saving) in the BIOS. These parameters help keep
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the minimum latency variability and maximize the memory request rate.
Similarly, we disabled the prefetcher and hyper-threading to reduce vari-
ability since hardware threads on the same physical core share the same
"queue" to the memory and the prefetcher can preload several lines after
a single cache miss. Experiments are conducted on an Intel Xeon Silver
processor (Cascade-Lake micro-architecture) with eight cores. Each core
runs at 2.1 GHz and has a 512 KB L1 cache (256 KB out of 512 KB are
dedicated to instructions), and a 1MB L2 cache. All cores share an 11MB
LLC.

We use three different synthetic memory workloads to trigger different
traffic patterns of the microarchitecture which go through the MBA and
target the memory subsystem. The memory read workloads, i.e., RI and
RII, consider only synchronous memory accesses, while the memory write
workload also accounts for the asynchronous memory writes. Contrary to
the existing works [124, 143], we designed a new memory workload, i.e.,
RI: Exclusive DRAM Bomb, capable of triggering memory reads without
causing L2 WBs. Figure 6.1 shows the generated events caused by one
memory request of each workload. We chose 8192 requests (meaning 512
KB memory fetches because each request retrieves a cache line size of 64
bytes) since it assures us to not have L2 WBs in RI (L2 WBs = 0), given
the L2 cache size of 1MB.

In the experiments, our measures achieve the 99% accuracy calculated
as the 99% mean confidence interval using a student’s t distribution di-
vided by the sample mean.

(a) RI (b) RII (c) WII

Figure 6.1. Synthetic workloads
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MBA delay values. Intel provides nine possible delay values between
10 to 90 with a stride of ten. These values have a linear effect in delaying
the requests going to the LLC. No additional information is provided from
Intel. We exclude 20 and 30 delays from the analysis as they are erroneous
on our processor model. As per the errata [62] provided by Intel, these
two delay values produce the same results as the 10 delay value.

RI: Exclusive DRAM Bomb. The RI workload is composed of
8192 read requests where each request causes one LLC miss (readReqs =
LLCmisses = CASReads = 8192). The CAS R is the command issued on
the DRAM channel. Instead of RI, the RII workload, represented in Fig-
ure 6.1 (a), is capable of not causing one L2 WB for each memory request.
We call this workload "DRAM Exclusive Bomb", as this behaviour can be
reproduced in exclusive microarchitectures. To reproduce this workload,
we made the following operations before its execution: we allocate, read
and flush a memory address space as big as the L2 cache, (i) we flush the
memory space of the workload (8 KB of dynamic memory) to read. This
way, the workload’s memory requests to the workload’s memory space will
cause memory reads, as we flushed the space, without L2 WBs, as the pri-
vate cache is empty.

RII: DRAM Bomb Read. The RII workload is composed of 8192
read requests where each request causes one LLC miss and one L2 WB
(readReqs = LLCmisses = CASReads = L2Wbs = 8192), represented
in Figure 6.1 (a). Sohal et al. [124] adopted this workload to evaluate
the regulation of the MBA. This workload is mostly adopted to generate
memory interference. To reproduce this workload, we made the following
operations before its execution: (i) we flush the memory space of the
workload (8 KB of dynamic memory) to read, and (ii) we read memory
enough to fill the private L2 cache space. This way, the workload’s memory
requests to the workload’s memory space will cause memory reads, as we
flushed the space, and L2 WBs, as the private cache is full.

WII: DRAM Bomb Write. We have memory writes in a WB
policy when a dirty LLC cache line is evicted. In order to reproduce
the worst-case scenario, WII for each memory request causes one memory
read, and one memory write operation due to the cache line eviction and
substitution. Figure 6.1 (c) summarizes the events generated from each
memory request of this workload. The W II in Table 6.1 represents this
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MBA delay d ∈ D

D 10; 40; 50; 60; 70; 80; 90
Workloads k ∈ K

RI : {8192CASR, noL2WBs, noLLCWBs}
RII : {8192CASR, withL2WBs, noLLCWBs}K

RIII : {8192CASR, withL2WBs, withLLCWBs}

Table 6.1. MBA delays and designed workloads

kind of workload. In particular, the W II workload is composed of 8192
requests where each request is the cause of one memory read, and one
memory write (writeReqs = LLCmisses = CASReads = CASWrites =
8192). Only the second operational condition (II) is possible for the write
workload since an LLC WB can only result from an L2 WB.

6.1.2 MBA Throttling

In order to measure the indirect memory access limitation for an
interfering core when MBA is enabled with different delays, we mea-
sure the execution latency (Lk;d, k ∈ K, d ∈ D) of the three workloads
(k ∈ K, K = {RI ; RII ; W II}) running on top of one physical core under
MBA throttling d ∈ D, D = {10; 40; 50; 60; 70; 80; 90}.
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Figure 6.2. Latencies for the different workloads and interpolation of the
respective mean latencies
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Figure 6.2 shows the Lk;d boxplots and a mean interpolation for the
observations of the same workload and different MBA delays. Observing
the boxplot width, the latency variability is the same (or low) when the
limitation is enabled or disabled (0-delay).

MBA Variability

Finding 1 : The controller MBA is not a new source of variability.
The main source of variability of memory requests is the same with
and without MBA, e.g., coming from the periodic DRAM refresh
cycles.

Figure 6.2 shows two effects clearly. (i) The limitations do not intensely
affect the relative 0-delay observations until the 70-delay in our setting. (ii)
The boxplots of workload RII and W II overlap for high delays, meaning
a similar behavior due to L2 WBs.

To better interpret the results from Figure 6.2 for the 70, 80, and
90 delays, we prefer to go from the latency to the bandwidth domain.
If T is the latency min(LRI ;0) to synchronously fetch 8192 cache lines
(N = 8192) without throttling1, we calculate the corresponding number
of fetched cache lines in T with throttling (memory read operations in T )
of a generic configuration k; d, where k is the workload, and d is the delay,
as2:

Reqsync
k;d = T ∗ N

Lk;d
;

We report in Table 6.2 the maximum observed bandwidth for delays from
60 to 90. Hence, the resulting percentage of synchronous memory band-
width with regulation is calculated as the number of memory reads fulfilled
in T instead of N:

BW sync
k;d % =

Reqsync
k;d
T
N
T

∗ 100 =
Reqsync

k;d
N

∗ 100

These results are summarized in Table 6.2. We are interested in showing

18192 is our chosen reference of memory requests, as explained earlier
2Req is the number of memory reads completed in T with throttling instead of N

(BWk;d : Lk;d = N : T )
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these percentages since in our work we intend to allocate portions of the
synchronous memory bandwidth to each physical core.

Note that the synchronous memory bandwidth corresponds to the
reached memory bandwidth for RI and RII (BW sync

k;d % = BWk;d%, k =
RI , RII), as no asynchronous memory requests are caused by these work-
loads. Instead, the reached memory bandwidth of WII is two times the
synchronous memory bandwidth (BWW II ;d% = 2 ∗ BW sync

W II ;d%), as, for
each synchronous request, WII causes one memory write.

Table 6.2. The completed synchronous operations (Req) in T when the
workload is subject to regulation and the resulting available percentage of
synchronous memory bandwidth.

Metrics 60-delay 70-delay 80-delay 90-delay
Reqsync

RI ;d
BW sync

RI ;d

8192
100 %

8079
98%

6080
74%

4105
50%

Reqsync
RII ;d

BW sync
RII ;d

7237
88%

4183
51%

3080
38%

2084
25%

Reqsync
W II ;d

BW sync
W II ;d

6376
77%

4183
51%

3091
38%

2097
26%

The major results from this analysis are the following.

Exclusive DRAM Bomb implications. The less restrictive limi-
tation of MBA 1.0 for a memory read workload is when there are no L2
WBs.

BWRI ;d > BWRII ;d (6.1)

BWRI ;70:90 = 2 ∗ BWRII ;70:90 (6.2)

We highlight this behavior in Figure 6.4 where, once flushed the private
L2 cache, we fetch 2048 KB memory in blocks of 64KB under 90-delay
regulation. The fetching of the first 11 blocks fills the private L2 cache
without causing L2 WBs, i.e., RI. Afterwards, the occupancy of the pri-
vate cache grows causing L2 writebacks to the LLC, i.e., RII. The 90-delay
regulation observed for the RII is half of the RI, confirming what is spec-
ified in Table 6.2.
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Comparison with existing evaluations.

Finding 2: Instead of adopting generic workloads (e.g., RII), spe-
cific workloads (e.g., RI) have to be designed and executed to eval-
uate the performance of blackbox hardware controllers.
Finding 3: Existing works [124, 143] that adopted only RII as
workload to estimate the regulation have the risk of an attacker
capable, through the RI workload, to exceed the 50 % of the esti-
mated regulation.

Memory time-sensitive Execution Environment. The regula-
tions enforced by 70, 80 and 90 delays can be used to limit memory inter-
fering cores located on the same hardware platforms, protecting a critical
application in a time-sensitive execution environment. The maximum in-
terference that co-located cores can run under these delay configurations
corresponds to the RI workload. Even if the interfering cores try to run
asynchronous memory requests to increase the accesses, the MBA delays
LLC WBs as a consequence of delaying L2 WBs, which results in hav-
ing the same total memory accesses (read and write) for the RI and WII
workload under 70, 80, and 90 delays.

BWRI ;70:90 ≈ BWW II ;70:90 (6.3)
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Note that cores cannot cause LLC WB without causing L2 WB. However,
even though simple and deterministic, this enforcement results pessimistic
when L2 WBs do not cause LLC WBs, and therefore write, to the memory
(Formula 4.2)

A safety memory time-sensitive execution environment

Finding 4: The regulations enforced by 70, 80 and 90 delays can
be used to build a memory time-sensitive execution environment.
The 80 and 90 delays limit the memory bandwidth of interfering
cores to 75% and 50% of the synchronous memory bandwidth. In
contrast, the 70 delay only avoids the overload of asynchronous
requests due to L2 WBs.

These are important aspects to consider when dimensioning a system
with MBA to assure a given memory bandwidth to a critical core.

Thus, in the multicore analysis performed in the next section, we eval-
uate the assured bandwidth when MBA limits the interfering workloads
RI only with 80 and 90 delay values, covering the significant cases of syn-
chronous bandwidth allocation.

6.1.3 MBA Guarantees

We consider the following mixed criticality scenario. One critical task
shares the hardware platform with three interfering cores. The critical
task has the following execution model: periodically, the critical task (i)
loads its working set from the memory to its private L2 cache (e.g., the
working set might include the program, its state and inputs), (ii) it makes
some computations, and, finally,(iii) it flushes its private caches updating
the memory. To reproduce this scenario, the critical task has a WSS of
512KB, while the interfering cores reproduce the RI workload.3.

Note that the critical task is designed so that its working set does
not rely on the LLC (Working Set Size (WSS) < 1MB), and, due to the

3All four cores start with empty private caches, the critical task fetches 512KB repro-
ducing the fetching phase, while the interfering cores reproduce RI by reading 768KB
of memory. We choose a longer memory to be sure to generate seamless interference
during critical task execution
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exclusivity of the LLC, interfering cores should not cause the eviction of
cache lines allocated in the private cache of the critical core.

In order to explore safety bounds for the initial memory fetching phase
of the critical core, we measure the memory fetching latency Lk′;(d1,d2,d3)
of the critical core when the three interfering cores are delayed through
{d1, d2, d3} ∈ D′ MBA values. D′ is the set of significant delay values
identified in the previous section, i.e., 70, 80 and 90 delays that reduce
the reachable bandwidth to 100, 75 and 50 per cent of the synchronous
bandwidth, respectively. Figure 6.7 shows the observed Lk′;(d1,d2,d3) (95-
percentile), which corresponds to 10 different experiment setups.

To better interpret and predict the results, we adopted the model
presented by Nowotsch & Paulitch [101]. The model assumes that the ar-
bitration delay due to interference grows or is similar when the contention
increases.

δi

i
≤ δi+1

i + 1∀ ∈ N+, 1 ≤ i ≤
∣∣∣Π||

∣∣∣
In our quad-core configuration setup, Π|| is four, representing the maxi-
mum number of contenders. To calculate the delay δi due to the contention
of i contenders, we measure the latency of the critical workload when i−1
cores cause read interference and, then, we divide the latency among the
requests. The arbitration delay is obtained by dividing the delay by the
number of contenders δi

i .
The red bars in Figure 6.7 show the predicted latencies obtained by

applying the model of Nowotsch & Paulitch, given the capacities associ-
ated with the interfering cores. The observed latencies are lower than the
predicted values and seem to work as safety bounds. To better explain
the behaviour of the formula, we represent graphically the worst case they
assume during the contention of the memory. Let’s take as an example
the first two configurations starting from the left of the Figure 6.7. Both
configurations assume the interfering cores are regulated with 90-delay
(first configuration) or 90-delay and 80-delay (second configuration). We
expect the first configuration to cause a lower interference, as one of the
three interfering cores has lower capabilities being throttled with the 90-
delay rather than 80-delay. The model assumes the worst distribution of
the requests is the one shown in Figure 6.5 and Figure 6.6 for the first
and second cases, respectively. In Figure 6.5, the critical task π1, during
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the fetching of its Working Set, contends the memory for half of the re-
quests with the three interfering cores π2, π3, π4, which are throttled with
a 90-delay, so they mostly can run 4191 requests instead of 8192, due to
the throttling analyzed in the previous section. In Figure 6.6, one inter-
fering core π2 has a regulation of 80-delay instead of 90-delay, so it can
run 6080 requests instead of 8192. Thus, in the worst case, the critical
core contends the memory with all the interfering cores for the first half of
requests, and then another quarter of requests instead interfere only with
the second core (≈ 8192 − 6080).

Critical Task

Figure 6.5. π2, π3, and π4 are
under 90-delay regulation

Critical Task

Figure 6.6. π2 is limited by 80-
delay regulation, while π2, and π3
are under 90-delay regulation

6.1.4 MQO as Interference Detector

The queue occupancy is the number of queued requests at a given
instant of time. By monitoring memory queue occupancy, our goal is to
estimate the detection time necessary to detect that more than k cores
are co-accessing the memory.

To this aim, our experiments first measure the portion of time Pi,j

within a regulation period of one millisecond4 in which the RPQ occupancy
is greater than or equal to a given value i of requests when j cores contend
the memory access. Pi,j has a key role in the evaluation to understand if
when we change the number of interfering cores j, the RPQ occupancy i
assumes a different distribution.

To measure Pi,j , we make use of the "RPQ occupancy event" supported
by the new series of Intel Scalable Processors as uncore performance event.
This event registers the DRAM clock cycles the Read Pending Queue holds

4We set the regulation period to one millisecond similar to Memguard [152].
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Figure 6.7. Observed critical memory fetching latencies (95p) versus
isWCET predictive model (95p)

at least i requests, where i is a configurable threshold value. So, by repro-
ducing memory interference from j co-accessing cores to the memory, we
can monitor the number of cycles Cyclesi,j in which the RPQ occupancy
is at least i. Then, Pi,j is obtained by normalizing Pi,j = Cyclesi,j

maxCycles
5.

Figure 6.8 shows Pi,j when we change the number of co-accessing phys-
ical cores j from one to six (j ∈ C, C = {1; 2; 3; 4; 5; 6}). Every core repro-
duces only memory read operations (RII workload6). We set the RPQ oc-
cupancy threshold i in a multiple of eight (i ∈ T, T = {1; 8; 16; 24; 40; 47})
being enough to describe and include the total response variation. For in-
stance, Figure 6.8 (a) plots the percentage of time in which the queue holds
at least one request, representing the time in which the DRAM Channel
is busy to service read requests.

When two or more cores contend for memory access, the queue is
busy servicing requests (Figure 6.8 (a)) for almost the whole regulation

5The monitoring counter can measure at maximum the regulation period (i.e., one
millisecond) in terms of DRAM clock cycles.

6Here we are not using the MBA so RI and RII produce the same number of memory
reads within the regulation period
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Figure 6.8. Portion of the regulation period in which the RPQ occupancy is
at least i when j cores are co-accessing the memory
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period. In such a condition, the memory controller services requests con-
tinuously and the memory throughput is saturated (around 280000 mem-
ory read operations in one millisecond). Note that, once exceeded by the
two co-accessing cores, the throughput cannot represent the number of
co-accessing cores, as it manifests a constant behavior,

However, while the throughput is constant once it is fully consumed,
the queue occupancy grows. We expect that the queue occupancy does
not grow indefinitely because the pending requests of the physical cores
are limited. The other plots of Figure 6.8 confirm this assumption. From
the results shown in Figure 6.8, we can observe that the queue occupancy
reflects the number of the co-accessing core to the memory Visibly, the
occupancy varies when more than 2, 3, 4, and 5 cores are co-accessing
the memory in Figure 6.8 (b), (c), (d), (e). For instance, in Figure 6.8
(b)), setting j to two and three (i.e., two and three co-accessing cores),
RPQ holds at least eight requests (i = 8) for one-fifth and for the entire
regulation period, respectively.

Now we have obtained the distribution of RPQ occupancy in Figure 6.8
when applying different interfering cores, we can define the detection time,
DTi,k, i.e., the time necessary to detect that more than k cores are inter-
fering:

DTi,k = (1 − Pi,k+1) + Pi,k

where i is the RPQ occupancy threshold fixed on the queued requests.
For the sake of simplicity, we explain this formula through an example.

We want to detect the interference degree corresponding to more than two
co-accessing cores (k = 2). We set up the uncore PMC to monitor the
cycles in which the queue at least holds eight requests (i = 8). Observing
Figure 6.8 (b), when there are three physical cores, the queue holds at
least eight requests for almost all of the regulation period. However, there
is a slight difference (maxCycles − Cycles8,3) because the ideal maximum
throughput is still not fully achieved. Since we do not know the occupancy
distribution in the regulation period, we need to assume the worst case.

In the worst case, after at most (1 − P8,3) of the regulation period, the
queue starts to hold at least eight requests when at least three co-accessing
cores are active. Hence, under three co-accessing cores, the monitoring
counter exceeds the cycles Cycles8,2 reached from two-co accessing cores
after almost DT8,2 = (1 − P8,3) + P8,2 of the regulation period. Hence, by
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dedicating DT8,2 of the regulation period in monitoring, we can detect if
more than two cores are contending the memory. From a practical point
of view (see Sec. 3.1), we can set an interrupt once the monitoring counter
overflowed Cycles8,2.

The second column of Table 6.3 shows the minimum detection time
min(DTocc) to detect more than k co-accessing physical cores to the
DRAM channel by observing the variation of the occupancy. The third
column provides the occupancy threshold tuned to reach the minimum de-
tection time, while the fourth shows the detection time if we have adopted
the variation of the throughput as the observable metric. If the detection
time is one, the detection requires the entire regulation period to become
unfeasible.

The results are promising: at most, one-fifth of the regulation period is
enough for detection when the total memory bandwidth is consumed. In
particular, only detecting more than two cores k = 2 requires one-fifth of
the regulation period while detecting more than three, four, and five cores
k = 3, 4, 5 requires one-sixth. Ideally and theoretically, we expect a detec-
tion time equal to zero when the memory throughput is fully consumed,
e.g., we presume that some queue positions are never achievable when the
number of the co-accessing core is limited. However, the ideal case does
not include real sources of interference such as the DRAM Refresh Cycles
in which the memory stops to service requests.

MQO as interference detector

Finding: By monitoring MQO, we can detect the number of co-
accessing cores. Detecting more than two cores k = 2 requires a
detection time corresponding to one-fifth of the regulation period
while detecting more than three, four, and five cores k = 3, 4, 5
requires one-sixth.

Therefore, the occupancy reflects the number of co-accessing cores to
the memory, even if the detection time can be further improved by locking
other factors of interference such as the refreshes of the DRAM.
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Table 6.3. Minimum Detection time to detect more than k co-accessing cores

k Thresholdocc min(DTtp)
1 1 reqs 0.5
2 8 reqs 0.94
3 16 reqs 1
4 24 reqs 1
5 40 reqs 1

6.2 Record and Replay in Xen

We perform a thorough experimental analysis of IRIS to respond to
the following research questions.

• RQ1: Accuracy. What is the accuracy of IRIS at reproducing
VM behaviors using recorded VM seeds via the proposed replaying
mechanism?

• RQ1: Efficiency. What is the efficiency in submitting recorded
VM seeds via our replaying approach in terms of the CPU time
needed to execute related VM exits?

• RQ3: Performance overhead. What is the recording overhead
in collecting the target info to build VM seeds?

• RQ4: New Testcases - No manual Effort. Is IRIS capable of
generating new testcases without manual effort?

6.2.1 Methodology

We performed our experiments using a host machine with Intel Xeon
i7-4790 @3.6Ghz, and 16GB RAM, running Linux kernel v5.10. We im-
plemented IRIS on top of Xen hypervisor v4.16, running with HVM mode
to enable hardware-assisted virtualization. Currently, the IRIS framework
supports Intel VT-x hardware extensions. We run the IRIS manager in
Dom0, and a guest workload is to be recorded and replayed in a DomU.
This latter domain is our test VM, while a second DomU is mounted as
the dummy VM. Each domain (both Dom0 and DomU) runs Linux kernel
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v5.10 and is set up with a single vCPU pinned on a dedicated pCPU, 1
GB RAM, and 20 GB HDD. We impose a 1-to-1 vCPU/pCPU pinning for
VMs to prevent as many as possible interferences (e.g., high rate of cache
misses) between the different physical cores and obtain coverage data as
clean as possible. To estimate the accuracy, we use the metrics provided
by IRIS gathered during the execution of guest workloads.

Workloads. We use three workloads, i.e., OS-BOOT, CPU-bound,
and IDLE, for our evaluation, as they fully cover the spectrum of VM exits
registered across five distinct workloads: OS-BOOT, CPU-bound, MEM-
bound, IO-bound, and IDLE. The OS BOOT workload makes the boot
of an OS kernel; The CPU-bound, MEM-bound, and I/O-bound stress the
CPU, memory, and IO subsystem, respectively, while the IDLE keeps idle
the OS. Figure 6.10 summarizes the distribution of VM exits across the
target guest workloads. For the sake of simplicity, we consider a sample
trace of 5000 VM exits for each workload. We can notice that the OS
BOOT workload results in VM exits that are mostly related to I/O in-
struction and Control-register accesses exit reasons. In the boot phase, the
guest configures devices and the hypervisor is triggered to carry out opera-
tions for emulation, exclusive assignment, or I/O device sharing depending
on the kind of virtualization approach used [1]. In the remaining work-
loads (i.e., CPU-bound MEM-bound, I/O-bound, and IDLE), almost 80%
of VM exits are related to RDTSC instructions, which are related to kernel
operations needed for timekeeping and implementing scheduling routines
[130]. Further, the IDLE workload is characterized by some HLT VM exits,
basically due to the implementation of the idle loop in the Linux kernel.
Figure 6.10 also reveals that the hypervisor intervention is relegated to a
few critical VM exits, which are common across different and heteroge-
neous workloads. For the sake of representativeness, we further analyzed
benchmarks provided in [138], which exhibit similar VM exit distributions
obtained above. For simplicity, the analysis provided in the next sections
targets only the CPU-bound workload since it has several commonalities
with the MEM-bound and I/O-bound experimented workloads.

OS BOOT, CPU-bound and IDLE workload. The OS BOOT
workload, specifically refers to booting the Linux kernel, and it consists of
about 520K VM exits until the OS presents the login screen to the user.
Figure 6.9 details the VM exits distribution during OS BOOT workload
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Figure 6.9. VM exit reasons distribution over time during OS BOOT work-
load.

over time. Note that IRIS is capable of recording all the VM exits occur-
ring during the boot sequence. The distribution includes a sequence of
VM exits (the first 10K) that are related to the BIOS emulated by Xen
[141], which is not part of the OS BOOT we want to characterize. Given
this, our OS BOOT trace of 5000 VM exits starts after the last BIOS VM
exit. The CPU-bound workload includes 5000 VM exits triggered during
the execution of CPU-intensive operations (e.g., compute Fibonacci se-
quence, matrix operations, etc.). IDLE workload includes 5000 VM exits
triggered during the OS idle loop.

6.2.2 Accuracy

We analyze how accurate is IRIS in the automatic recording and re-
playing of VM behaviors using key metrics mentioned in section 4.2, i.e.,
code coverage and the pair {VMCS field, value} written. For this pur-
pose, we aim to reveal the difference between metrics gathered both in
the recording and replaying phases for each VM seed obtained during the
execution of target workloads described in section 6.2.1. Note that we
use the same VM snapshot as the starting state for the record and replay
phases to unbias the accuracy evaluation. Regarding accuracy in terms of
code coverage, Figure 6.14 shows the results across the target workloads.
The recording curve identifies the cumulative coverage trend for VM seeds
recorded, in which we evaluate the unique lines of code discovered dur-
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ing VM exit handling, for each VM seed. Instead, the replaying curve
identifies the cumulative coverage trend for the replaying of the same VM
seeds. The code coverage fitting at the end of replaying VM seeds is 99.9%,
92.1%, and 98.9% for OS BOOT, CPU-bound, and IDLE workloads, re-
spectively.

Despite we achieved high accuracy in code coverage, we further ana-
lyze the remaining differences qualitatively. Figure 6.15 shows the code
coverage differences across the three target workloads, which we clustered
by VM exit reasons. The code coverage data may be affected by sources of
non-determinism due to asynchronous events that interrupt the hypervisor
(in VMX root mode) during the VM exits handling. The minimum code
coverage difference ranges from 1 to 30 LOC. By analyzing such cases,
we point out that such differences are related to the local Advanced Pro-
grammable Interrupt Controller ("vlapic.c"), interrupt handling ("irq.c"),
and virtual timer (vpt.c) Xen components. We can treat such coverage
differences as noise to filter out.

We also investigate the cases when the code coverage differences are
greater than 30 LOC. The frequency of these cases (filtering the repeated
VM seeds in a workload) is 0.36%, 0.18%, and 1.16% for OS BOOT, CPU-
bound, IDLE workloads, respectively. These differences refer to the HVM
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Figure 6.14. Cumulative code coverage across OS BOOT, CPU-bound, and
IDLE workloads.

instruction emulator ("emulate.c") and VM exit handler ("intr.c", and
"vmx.c") Xen components. This behavior can be due to the recorded VM
seeds that are linked to memory-related VM exits. For example, VMCS
fields like Global and Local Descriptor Table Registers (GDTR and LDTR)
include references to the memory of "exited" guest VM. Such values can
be dereferenced by the hypervisor during exit handling.
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IRIS accuracy

Finding: IRIS is accurate to automatically generate (record) seeds
to reproduce real VM behaviors, showing a fitting of code coverage
ranging between 92.1% and 100% in our settings, compared to real
guest execution.

We further evaluate the IRIS accuracy, by focusing on the VMWRITEs
metric, which provides a more fine-grained measure of actual VM state
changes (guest-state area) from the point of view of the VMCS and VMX
operations.
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Figure 6.15. Code coverage differences by VM exit reason across targeted
workloads.

Focusing on the entire OS BOOT workload (see Figure 6.9), the OS
switches operating modes and CPU states several times. In that case,
the fitting on the executed VMWRITEs on the VMCS guest-state area is
100%. Indeed, Figure 6.16 shows an example for VMWRITE operations both
recorded and replayed against the control register zero (i.e., CR0). Each
of the modes represents a set of states held by the CR0 register.

In particular, Mode1 and Mode2 indicate real mode and protected
mode, respectively. Mode3 specifies protected mode with paging enabled,
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Mode4 includes Mode3 with alignment checking performed, Mode5 in-
cludes Mode4 with test of task switch flag, Mode6 includes Mode4 and
caching enabled, Mode7 includes Mode5 and caching disabled. Results
suggest that the proposed recording approach allows us to generate seeds
that closely follow real VM behaviors of guest execution. Finally, we run
an experiment to provide evidence that replaying recorded VM seeds al-
lows reaching the same hypervisor state as in the real guest execution. We
replay CPU-bound and IDLE workloads from a i) VM state without boot-
ing the OS, and from a ii) VM state reached by replaying the recorded OS
BOOT VM seeds. In the former case, the dummy VM crashes (Xen logs:
bad RIP for mode 0, where mode 0 is Mode1 in Figure 6.16), while in
the latter case both the CPU-bound and IDLE workloads complete.

6.2.3 Efficiency
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Figure 6.16. Operating modes and virtual CPU states across VM exits
during OS BOOT workload.

Seed submission is fundamental in developing fuzzers since it heavily
impacts fuzzing efficiency [161]. To this end, we estimate how IRIS is
efficient in reaching VM states compared to the real guest VM execution.
We performed this analysis across workloads described in subsection 6.2.1,
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Figure 6.20. Performance in submitting VM seeds across OS BOOT, CPU-
bound, and IDLE workloads.

by running the experiments 15 times for statistical significance purposes,
obtaining the same results with a high level of confidence (p-value < 0.05).

Figure 6.20 shows the time needed to submit VM seeds by real guest
VM execution (see Real VM in Figure 6.20 and by using the IRIS replaying
mechanism (see IRIS VM in Figure 6.20). The results show that our
replaying mechanism can replay real guest VM behaviors efficiently, with a
percentage decrease of 42.5% (0.27s vs 0.47s), 85.4% (0.21s vs 1.44s), and
99.6% (0.22s vs 62.61s), for OS BOOT, CPU-bound, and IDLE workloads
respectively. It is worth noting that the OS BOOT exhibits the main
differences in the first 1000 VM exits, in which the kernel OS spends time
running guest operations that do not require the hypervisor intervention.
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These non-sensitive instructions delay substantially the subsequent VM
exits that eventually need to be handled by the hypervisor; thus, there is
a non-negligible latency in discovering the same coverage compared to the
replayed workload. In general, the throughput of our replaying mechanism
is roughly linear, as also confirmed by the time distributions to replay
CPU-bound, and IDLE workloads (see Figure 6.18 and Figure 6.19). These
workloads require less hypervisor intervention (VM exits handling), thus
the IRIS replaying is even better to discover the same coverage as real
guest execution in less time, with a speedup factor of 6.8× and 294× for
CPU-bound and IDLE workloads, respectively.

IRIS efficiency

Finding: IRIS can replay recorded seeds to reach a valid VM
state, with a time improvement from 42.5% to 99.6% compared to
real guest execution.
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In addition, we also measure an ideal replaying throughput to have an
upper bound for estimating the maximum replaying efficiency. We com-
puted this value by running the preemption timer VM exits in the same
number of the VM exits needed per workload (i.e., 5000 VM exits), and
measuring the time needed to handle them. We obtained 0.1s (∼ 350M
CPU cycles for our testbed), which means 50K VM exits/s. Comparing
to this ideal replaying throughput, we obtained a percentage difference of
63% (18.518 VM exit/s), 52% (23.809 VM exits/s), and 55% (22.727 VM
exits/s) for OS BOOT, CPU-bound, and IDLE workloads, respectively.
However, such difference does not contemplate the logic behind replaying
mechanisms, but it is useful to make new room for improvements.

6.2.4 Performance Overhead

About the overhead induced by the IRIS recording process, we first
analyze the target workloads (i.e., OS BOOT, CPU-bound, and IDLE) to
reveal the temporal overhead for each VM exit. We run the workloads 10
times, taking the median values of time needed by the Xen VM exit handler
to serve a specific VM exit. Figure 6.21 shows the boxplots across the VM
exits handled during workload execution, with and without IRIS recording
activated. The results show a very small overhead, ranging from 1, 02%
to 1, 25% percentage increases in the best and worst cases, respectively.
Concerning the IRIS memory overhead induced during recording/replay-
ing, we need to consider the size of the VM seed for each VM exit and the
reads/writes performed on the VMCS. In the worst case, we experimented
32 VMREAD/VMWRITE operations on the VMCS across all the target
workloads, obtaining a VM seed size of 470 bytes for each VM exit. The
current implementation of the IRIS recording pre-allocates a heap mem-
ory equal to the VM seed size in the worst case (i.e., 470 bytes) for each
VM exit to be recorded. Instead, the IRIS replaying allocates exactly the
needed heap memory for each VM seed recorded since we know in ad-
vance the number of VMREAD/VMWRITE operations performed on the
VMCS.
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Performance overhead

Finding: IRIS shows a very small overhead during the recording
phase, ranging from 1, 02% to 1, 25% percentage increases in the
best and worst cases, respectively.

6.2.5 New Testcases - No Manual Effort

We build a proof-of-concept (PoC) to show the potential of using
IRIS to effortlessly run fuzzing experiments on Xen, as an example of
a hardware-assisted solution. The aim is to show that the PoC fuzzer
can discover new code coverage and detect anomalous hypervisor behav-
iors. The fuzzing logic includes i) adopting the IRIS replay mechanism
to move into valid VM states by utilizing VM seeds obtained during the
recording of target workloads (i.e., OS BOOT, CPU-bound and IDLE),
and ii) mutating a specific VM seed by corrupting VMCS fields and GPR.
According to the hypervisor fuzzing literature, we consider the guest VM
untrusted. Specifically, the guest VM operations affect directly the VMCS
(guest state) and indirectly the hypervisor control flow.

Test cases. The test cases we plan are characterized by the following
factors: i) the replayed VM behavior W of target workloads, ii) a target
VM seed V MseedR took randomly within the VM behavior, and iii) the
VM seed area A = {V MCS, GPR}, of V MseedR, to mutate.

Each test case starts from an initial VM state s0 of W (i.e., by start-
ing the VM). Next, the fuzzing logic uses IRIS to replay the VM behavior
until V MseedR is reached, to move to the linked VM state (see s1 in Fig-
ure 6.22). At this point, the fuzzer mutates the V MseedR by generating
M (set equal to 10000) mutated versions, defining the fuzzing sequence as
C(V MseedR)1, ..., C(V MseedR)M , which moves the hypervisor into an
unseen state sM . Such a sequence can be submitted via the IRIS replay
mechanism, according to chosen mutation rules, as depicted in Figure 6.22.

Mutation rules. The structure of test cases described above includes
the fuzzing sequence to be submitted. These mutations focus on a specific
VM seed area (i.e., VMCS or GPR) of the V MseedR. The mutation rule
we adopt includes a single bit-flip in VM seed area. Specifically, the fuzzer
randomly selects a VMCS field or a general-purpose register and then bit-
flip the value (e.g., 0xFFFFFFF0 to 0xFFFFFFF1).
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Figure 6.22. Test cases structure in the IRIS-based fuzzer prototype.

Failure modes. By using scripts that analyze hypervisor behavior
and logs, the PoC fuzzer can detect failures occurring during the execution
of test cases, that we classify as hypervisor or VM crashes. These can be
due to double faults, an invalid operation, page faults, etc. In these cases,
the test case, as well as the submitted VM seeds, are saved for further
investigation with the aim of crash analysis to reveal potential bugs in the
source code.

Results. Table 6.4 shows the new code coverage discovered by running
planned test cases, as explained earlier. The code coverage we consider
as the baseline is discovered by the single V MseedR, while each cell (i.e.,
a test case) of Table 6.4 shows the percentage increase of code coverage
discovered by submitting the fuzzing sequence. In all tests, we can observe
newly discovered coverage, with a significant increase in the OS BOOT
case, due to the complexity of the workload itself. Note that code coverage
information can be retrieved for each VM seed submitted. Regarding
failures, we observed VM or hypervisor crashes in respectively 1% and
15% of the tests when the VMCS is mutated. A small number of VM
crashes has also been observed when mutating the GPR together with
a CR ACCESS (as exit reason). In all other cases, the hypervisor is not
affected by the mutation. The results show how the IRIS-based fuzzer
PoC can discover new hypervisor code coverage and crashes, by planning
a few test cases with a naive mutation rule. The manual effort in building
fuzzing seeds is negligible since we obtained them by leveraging the IRIS
recording mechanism. Furthermore, seed submission is done by reusing
the IRIS replay mechanism with no other external tools.
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Table 6.4. New code coverage discovered across test cases by using IRIS-
based fuzzer prototype.

Exit OS BOOT CPU-bound IDLE
Reason VMCS GPR VMCS GPR VMCS GPR

EXT. INT. +122% +76% +7% +3% +7% +3%
INT.WI. +115% +61% +6% +3% +6% +3%
CPUID. +124% +71% +14% +2% - -

HLT - - - - +7% +2%
RDTSC +120% +69% +17% +2% +17% +2%

VMCALL - - +18% +3% +16% +3%
CR ACC. +10% +63% +13% +2% +10% +2%
I/O INST. +8% +58% - - - -
EPT VIOL. +22% +50% +13% +1% +18% +10%





Chapter 7
Work-in-progress:
transparent replay

In this Chapter, we present the first evaluations performed on HyRo
implementation, especially those regarding replay accuracy.

In order to evaluate the effectiveness and efficiency of the work-in-
progress HyRo implementation, we respond to the following research ques-
tion.

Accuracy. Is HyRo replay accurate to reverse hypervisor states of
different hypervisors?

7.0.1 Methodology

Environment setup. We conducted the experiments on a host ma-
chine featuring an Intel Xeon i7-4790 processor @3.6 GHz, and 16GB
RAM, operating on Linux kernel v5.19.17. Each virtual machine (VM) is
configured with 2 vCPUs and 2GB of memory, with each L2 guest VM
allotted 1 vCPU and 1GB of memory. Importantly, each vCPU maintains
a one-to-one pinning with a dedicated physical CPU core.

Metrics. Contrary to IRIS, we do not adopt code coverage to evaluate
the accuracy for two main reasons. Without hardware support, tracing
the code coverage requires the instrumentation of the target hypervisor to
show acceptable performance, resulting not a portable solution1. Second,

1The alternative would be trapping every single instruction of the target hypervisor
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code coverage is more subject to be affected by noise (not controllable
by the guest) affecting accuracy results. As a consequence, instead of
code coverage, we compare the input/output operations to the VM state
performed by the hypervisor during its intervention in the nominal and
replied execution. In particular, we compare the read and write opera-
tions performed on the VMCS and the output general purpose registers
registered after the hypervisor intervention. We call this metric V Mstate

coverage. Hence, we define the accuracy of our replay mechanism as the
ability to faithfully reproduce a previously recorded hypervisor behavior,
with V Mstate coverage serving as the metric to quantify this accuracy.

Mismatch cases in V Mstate coverage

Note: Regarding VMread and VMwrite operations to the VMCS,
we may observe different cases comparing the recorded and
replied execution. We list these cases in the table illustrated
below. We may observe case 1 if a specific field of the VMCS
is not read or written in both executions. We have case 3 and
case 4 if the operation has been observed only in the recorded
or replied execution, respectively. We have case 2 when the
identical operation has been observed with the same parameters.
Instead, case 5 describes the case in which the same field of the
VMCS has been accessed, but with a different read or written
value. We summarize these cases with two metrics, the Fitting
and Divergency metrics, illustrated in the last two rows of the table.

Case 1 Case 2 Case 3 Case 4 Case 5
Record NaN X X NaN X
Replay NaN X NaN X Y
Occurrences N1 N2 N3 N4 N5
NREC N2+N3+N5
NREP N2+N4+N5
Fitting N2/NREC
Divergency (1-N2)/(NREP))

We specialized V Mstate coverage into two dimensions to have better
visualization during the representation of the accuracy: (1) Fitting: the
percentage of operations of the replied execution that were observed dur-
ing the recorded execution, e.g., having registered 10 VMREADS during
the recorded execution, and having observed 5 of these VMREADS dur-
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ing the replied execution, the fitting result is 50 %. (2) Divergency: the
percentage of operations of the replied execution that were not observed
during the recorded execution, e.g., having registered 15 VMREADS dur-
ing the replied execution, and only five of these have been observed during
the recorded execution, the divergency result is 67%, i.e., 10/15 = 0, 67.
So, the fitting and divergency of V Mstate coverage have optimal values if
they are equal to 100% and 0%, respectively.

We obtain the efficiency of HyRo as the time in terms of CPU cycles
spent for replaying hypervisor behaviors.

Workloads We use three workloads (the same workloads adopted for
IRIS evaluation): (i) the booting process of a Linux OS kernel, denoted
as OS Boot; (ii) maintaining the Linux OS in an idle state, referred to
as Idle; (iii) CPU-intensive operations, denoted as CPU-Bound. The OS
Boot workload is distinguished by hundreds of thousands of VM exits and
extends until the initiation of the user login screen. The initial phase of
the OS Boot workload includes operations that are not under the con-
trol of the guest. These operations are controlled by the hypervisor to
configure the VM. Afterwards, the guest OS bootloader is loaded, which
prepares the necessary components for the OS startup, i.e., it configures
devices, constructs its page table, and so forth. The CPU-bound workload
includes CPU-intensive tasks, such as computing the Fibonacci sequence,
matrix operations, etc. Instead, the Idle workload is the guest operations
executed during the OS login screen.

7.0.2 Accuracy

Figure 7.1 represents the average fitting and divergency of V Mstate

coverage observed across the target hypervisors and the selected workload,
especially the V Mstate coverage regarding the fitting of accesses to the
VMCS ( VMreads and VMwrites operations) and to the GPR (GPR values
after hypervisor intervention). We avoided to show the accuracy for the
CPU workload in Jailhouse, as we observed its execution does not cause
any VM exits during the recording execution.

Analysis of the observed results. To better represent the results,
we grouped the exit reasons based on their nature:

• CPU Instructions: These include CPU instructions (that do not
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Figure 7.1. Fitting of VMreads (●), VMwrites (●), GPR (●), with their
respective divergencies, represented as negative values (●)
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fall in the other categories) that the hypervisor may choose to trap
(e.g., MSR READ, MSR WRITE, CPUID, WB INVD, CR ACCESS,
RDTSC, HLT), represented in Table 7.1 and Table 7.2 as "CPU
instruction".

• Memory-mapped accesses: Memory-mapped accesses are those
guest accesses to memory areas that cause the hypervisor interven-
tion, represented in Table 7.1 and Table 7.2 as "Memory related".
The observed exit reasons that fall in this category are EPT VIOL,
IO INSTR, and EPT MISC.

• Apic emulation: The virtualization of the APIC on the current In-
tel architecture is not accelerated by hardware features, so the hyper-
visor traps and emulates every access to the APIC (i.e., APIC AC-
CESS, APIC WIRTE), to virtualize its behavior. Exit reasons due
to the APIC are represented in Table 7.1 and Table 7.2 as "APIC".

• Asynch Events: We group in this category all the exit reasons that
are linked with asynchronous events, represented in Table 7.1 and
Table 7.2 as "Async". For instance, in our experiments, we observed
PREEM TIM, PEN VIRT INTR, EXT INT, EOI IND

• VMX Instructions: We group in this category all the exit rea-
sons that are related to new instructions introduced with Intel-VTx.
However, in our experiments, we observed only VMCall as exit rea-
sons of this category, so we do not represent this category in Table 7.1
and Table 7.2.

By the results of Table 7.1 and Table 7.2, we observe that: (1) the fitting
and divergency of VMreads (i.e., the input to the hypervisor intervention)
performs better than the VMwrites (i.e., the output from the hypervisor
intervention), especially for the exit reasons falling in the API, Async, and
Memory related categories, (2) Hyro replay performs better for the "CPU
Instruction" category than the other categories.

Sources of Inaccuracy. We conduct a qualitative analysis of the
variability to gain more insights about the origins of errors, in order to
address these in future works. Below, we summarize the main causes
of inaccuracy identified in the current implementation of Hyro from our
qualitative analysis:
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Table 7.1. Results for VMREAD operations

Jailhouse XEN KVM

Fitting Divergency Fitting Divergency Fitting Divergency

CPU Instruction 1 0 0.9523 0.0549 0.9791 0.0183
Memory related 1 0 0.9833 0.0258 0.9883 0.01
Async - - 0.95 0.0758 0.783 0.051
APIC - - 0.975 0.02 0.93 0.06

Table 7.2. Results for VMWRITE operations

Jailhouse XEN KVM

Fitting Divergency Fitting Divergency Fitting Divergency

CPU Instruction 1 0 0.9314 0.0506 0.9248 0.1525
Memory related 1 0 0.91 0.0633 0.8075 0.4467
Async - - 0.8133 0.0867 0.6625 0.44
APIC - - 1 0 0.465 1

1) Memory Dependency. The current implementation cannot
record and replay hypervisor accesses to VM memory during hypervisor
interventions. For example, in cases of EPT (Extended Page Table) vio-
lations, the hypervisor performs accesses to the guest memory to retrieve
the instruction that caused the VMexit, allowing it to decode informa-
tion not available in the VMCS, essential for completing emulation. This
scenario is evident in Jailhouse during boot workload where we do not
use guest snapshots. However, replay accuracy can improve when starting
from a VM snapshot with the correct memory layout. For instance, if
the snapshot captures the guest’s program already loaded, the hypervisor
locates the instruction correctly at the program counter, explaining why
the EPT VIOL replay accuracy in Xen OS boot performs well.

2) Statefulness. Even if hypervisor accesses to VM memory are
limited, inaccuracies in one VM exit can propagate if there are state de-
pendencies across VM exits. For example, if a state change occurs dur-
ing an EPT violation and the replay fails to update the hypervisor state
accurately, subsequent VM exits dependent on that state may inherit in-
accuracies. This explains why different VM exits show varying accuracy
across workloads.

3) Asynchronous Events. The hypervisor may use asynchronous
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events to control and interact with guest execution. For example, it might
inject an NMI exception (EXC_NMI), set a preemption timer (PRE-
EMP_TIM) to regain CPU control or respond to an emulated device
signalling an event with an external interrupt (EXT_INT). These inter-
ventions vary for two primary reasons: (1) For NMI and PREEMP_TIM,
hypervisor intervention may depend on state variables accessed by the
host, not the guest CPUs, which are outside our recording scope. (2)
Events such as EXT_INT are indirect consequences of other VM exits,
such as VM exits (e.g., EPT_VIOL) related to MMIO guest accesses.
Here, timing is crucial; an emulated device might require processing time
before interrupting the guest, affecting the replay injection timing.





Chapter 8
Related Work

We report the related works about memory access isolation and hyper-
visor testing. Section 8.1 classifies the approaches adopted in the real-time
community to apply memory bandwidth regulation. This section high-
lights where the Intel MBA is located and what are its main advantages:
better resource utilization and fine-grained throttling. Instead, Section 8.1
discusses the works related to hypervisor testing, evidencing the need for
a framework able to generate testcases without manual effort for testing
the security of CPU virtualization.

8.1 Memory Access Isolation

In multicore processors, single task worst-case CPU utilization/exe-
cution time (Worst Case Execution Time (WCET)) estimation is highly
pessimistic, especially, without partitioning the memory bandwidth [109].
Some approaches develop completely new specialized real-time processor
architecture designs to tackle such issues. For example, Edwards and Lee
[36] suggested the Precision Timed (PRET) architecture to deliver tim-
ing predictability and repeatability. Reineke et al. [112] proposed a new
DRAM controller design for the PRET architecture to improve timing pre-
dictability and isolation between tasks at DRAM level. Contrarily, this
thesis focuses on Commercial Off-The-Shelf (COTS) multicore processors,
and thus, making changes to existing hardware architecture is not appli-
cable here.
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Existing work proposes some methodologies to analyze the impact of
shared resources (including memory bandwidth) on the WCET of tasks in
COTS multicore processors. For example, Pellizzoni et al. [109] show how
to upperbound the task delay due to memory contention. Chattopadhyay
et al. [27] present a unified WCET that considers shared caches, on-chip
interconnect, and other micro-architectural components such as instruc-
tion pipeline and branch predictor. Such methods involve searching vast
state spaces to include all possible task interactions. As a result, they
suffer from enormous computational complexity.

Interference regulation approach types in existing literature can be
broadly divided into the following types: Execution Model, Resource Lim-
itation, and Resource Reservation. Some works also explore the combi-
nation of some of these approaches. Intel MBA [64] is a hardware-based
solution of the Resource Limitation approach. Below, we review these
main approaches.

8.1.1 Execution Model

In [114], authors propose decomposing tasks into a fixed sequence of
superblocks consisting of three phases: acquisition, execution, and replica-
tion. Memory accesses are only possible in the acquisition and replication
phases, and the acquisition or replication phases of simultaneously execut-
ing tasks cannot overlap to avoid resource contention. This model requires
tight static analysis, and minor design changes can significantly increase
a task’s worst-case response time.

Houdek et al. [60] provided building blocks for implementing the Pre-
dictable Execution Model (PREM) [108] on an ARM-based multicore pro-
cessor. PREM splits task jobs into two non-preemptible intervals: 1. Pre-
dictable interval with no system calls and interrupts; 2. Compatible in-
terval with no special provisions. The predictable interval has two phases:
a memory phase to prefetch all task data and instructions into private
caches and an execution phase to perform the required task computation
predictably without resource contention. Tasks need code instrumentation
to mark task sections for execution in predictable intervals and a specially
designed compiler to use the PREM model. Yao et al. [147] introduced
a memory-centric scheduler to improve performance in a TDMA-based
memory arbitration and considered a PREM model. When the TDMA
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scheduler grants a memory slot to a core, the memory-centric scheduler
reduces the priority for all active jobs in the execution phase on this core
as compared to those in the memory phase on the same core.

The sliced execution model [22] divides the CPU execution time into
multiple slices of two types: 1. Execution slice: a core executes a task
based on prefetched instruction and data; 2. Communication slice: the
core flushes all data from the previous execution slice to the DRAM and
prefetches the instruction and data required for the next execution slice.
A special toolset is required to generate the sliced architecture.

Biondi et al. [21] use the Logical Execution Time model [76] that de-
couples a task’s CPU execution phase and the communication phase. The
authors restrict the memory accesses of each task (prefetching and writ-
ing to memory) to precise time windows (communication phase) located
at the beginning of a task’s period, thus avoiding memory contention by
design. As noted by the authors, such a model can have priority inversion
as the LET communication phase for a low-priority task can delay the
execution of a high-priority task.

Such models often poorly utilize the resources [71]. Execution mod-
els in general are too invasive for Mixed-Criticality Systems. They re-
quire code or compiler modifications that make it challenging to transi-
tion single-core legacy applications to COTS multicore processors and can
increase the re-certification costs.

8.1.2 Resource Limitation

Approaches based on resource limitation free the non-critical tasks to
be structured as execution models. They limit the number of accesses
within a regulation period for non-critical tasks without modification to
the original program. The limitation enables Incremental Development
and certification [44] to define and reproduce the limited maximum in-
terference for the memory fetching phase (the Acquisition phase) of the
critical tasks. These solutions are usually based on a throttling policy
to stop the processing element access in case of excessive requests and a
monitoring policy for counting the issued requests. Notably, Bellosa [17] is
among the first to perceive the potential of hardware performance coun-
ters to monitor shared resource accesses. The idea is to capture only
the interesting available events on each processing element (PE), such as
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last-level cache hits and references, to extract the number of LLC misses
(representing synchronous accesses). Subsequently, LLC misses are sup-
ported as non-architectural events on modern COTS processors and are
also used to monitor PE accesses [151, 8, 45, 48]. As a throttling policy,
Bellosa [16] inserts idle loops inside the TLB-miss handler. Yun et al. [151]
analytically calculate memory throttling parameters to guarantee memory
bandwidth to a safety-critical task executing on one core while limiting
the impact on non-critical tasks executing on all the other cores. They
count LLC miss performance counter events to determine the number of
memory accesses by a core. Nowotsch et al. [101] proposed the concept
of interference sensitive WCET (isWCET), to account for shared resource
contention in COTS multicore processors. isWCET is calculated offline
by analyzing the WCET and tasks’ resource usage in isolation and the
computed shared resource interference delays from co-executing tasks. In
addition, they have an online mechanism based on hardware performance
monitor events to bound a task’s (core’s) maximum resource contention.

Few previous works adopt an existing hardware feature, Intel CAT
[144], to enable the partitioning of the LLC, while some others [159,
106, 42] design bandwidth limitation feature at the hardware level. Pa-
gani et at. [106, 125] and Aghilinasab et al. [6] discuss the integration of
application cores with accelerators and GPUs in a shared memory sys-
tem, respectively. Serrano-Cases et al. [118] performed qualitative and
quantitative analysis on various QoS-enabled IP blocks on a Zynq Ultra-
Scale+ and provided suggestions to control contention in the shared bus
and memory controller at runtime. Envelope-aWare Predictive model (E-
WarP) [125] is a framework to profile tasks executing on CPU cores and
accelerators. The framework bounds the execution time of tasks by moni-
toring the memory controller activity via performance monitor events and
enforcing memory-bandwidth regulation by a combination of Memguard
[151] (for CPUs) and ARM QoS Support (for accelerators).

Recently, Intel also supported the Resource Limitation approach on the
new Xeon Scalable Processors at the hardware level. Intel MBA delays
the requests going to the High-speed interconnect from a core’s private
context. Intel provides nine values between 10 to 90 in increments of 10
representative of the delays inserted between the requests. The memory
bandwidth allocation/regulation is an indirect consequence of the intro-
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duced delay. Similarly, Memory System Resource Partitioning and Moni-
toring (MPAM) [82] from ARM provide memory-access regulation mech-
anisms in A-profile ARM processors. Zini et al. [162] take a closer look at
this technology and provide detailed instructions for MPAM instantiation.
Recently, another work [124] has explored the indirect memory bandwidth
limitation of the MBA. However, they adopt old synthetic benchmarks
for evaluation. These benchmarks are insufficient to reproduce the worst
case in the new micro-architectures. Contrarily, in our work [41], we build
a new synthetic benchmark with a new traffic pattern for the exclusive
cache architecture, reproducing the worst-case interference. Taking inspi-
ration from [124], we call this type of workload "Exclusive DRAM Bomb,"
considering the Exclusivity of the LLC.

8.1.3 Resource Reservation

The last relevant approach is Resource Reservation. Memory banks
can work in parallel; assigning distinct banks to critical and non-critical
applications reduces contention and access variability. Several works [73,
154, 132, 127] consolidate this solution with concrete implementations.
However, the throughput is reduced in favour of predictability. More-
over, the binding of memory banks with physical addresses is generally
not directly available on COTS platforms and requires reverse engineering
techniques to be operational. PALLOC [150] extends Linux virtual mem-
ory system to allocate memory pages of tasks to specific DRAM banks.

Specialized virtualization technologies (e.g., XtratuM hypervisor [89])
provide strong spatial isolation at DRAM level by allowing a system de-
signer to allocate memory regions to specific virtual machines. However,
they do not support memory bandwidth allocation to VMs.

Yun et al. extended the resource limitation method [151] to develop
MemGuard [152], a memory reservation mechanism that statically parti-
tions memory bandwidth between cores. Memguard divides the memory
bandwidth between guaranteed and best effort. Once all cores have ex-
hausted their guaranteed bandwidth, they compete with other cores for
the best-effort bandwidth. Mancuso et al. [87] propose a Single Core
Equivalence (SCE) framework by statically allocating an equal amount
of each shared resource, such as DRAM banks, memory bandwidth, and
shared cache, to each core of the COTS multicore platform. The frame-
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work aims to provide a parametric WCET estimation for a task running
on top of such a statically partitioned platform. Contrary to the static
memory bandwidth allocation in the SCE framework, Agrawal et al. [9]
consider dynamic memory bandwidth allocation and analyze the worst-
case response time of a task executing in a sequence of intervals with
different memory bandwidth allocations.

Behnam et al. [15] proposed a multi-resource server-based approach
on the Freescale P4080 processor to provide guaranteed CPU bandwidth
and memory bandwidth to tasks. For a slot-based time-triggered system
executing on a COTS multicore, Agrawal et al. [7] proposed two servers
per core and used the isWCET concept [101]. One server controls the
processor time, and the other manages the memory bandwidth. Thus,
both servers jointly control the contention between cores and the memory
accesses per slot.

In DNA [51], the authors built an execution profile of tasks consisting of
phases by analyzing their resource usage patterns. A runtime mechanism
dynamically allocates resources to tasks based on tasks’ phases. However,
DNA only considers simple phase analysis and leaves considering complex
task behavior in phase analysis to future work.

8.2 Hypervisor testing

At the best of our knowledge, IRIS is the first framework that enables
the record and replay in hardware-assisted virtualization. Its main dif-
ference from previous studies is that it does not build the seed manually.
Instead, it allows recording the VM executions to learn valid VM seeds,
and it allows following the entire hardware-assisted virtualization behav-
iors. In this section, we discuss previous studies on hypervisor testing and
record and replay approaches for security applications.

8.2.1 CPU Virtualization testing

Amit et al. [12] propose to apply the testing environment of CPU
vendors to hypervisors, however, they need an intimate awareness of x86
architecture to generate comprehensive test cases. PokeEMU [146] gener-
ates CPU test cases for virtual CPU implementations applying symbolic
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execution exclusively to an executable specification, without considering
the implementation. However, its main targets are hypervisor with no
hardware-assisted virtualization. Similarly, MultiNyx [46] generates test
cases focusing on hardware-assisted virtualization, by applying dynamic
symbolic execution. However, MultiNyx records multiple traces between
VM and VMM context incurring a high performance overhead. Hyper-
Fuzzer [49] is a hybrid fuzzer for virtual CPUs. Both HyperFuzzer and
MultiNyx are snapshot-based fuzzer. Its main difference from [46, 146] is
that it avoids the overhead of a full hypervisor execution track, relying
on instrumentation. Instead, it only records the program’s control flow
by using commodity hardware tracing. These studies construct the initial
fuzzing seeds manually based on expert knowledge. In addition, they do
not focus on I/O device virtualization behaviors.

8.2.2 Device Virtualization testing

The following studies do not mutate the VM’s architectural state. This
can limit their testing coverage, as the hypervisor depends on the VM’s
architectural state when emulating an operation. Schumilio et al. [115]
first discover the available hypervisor interfaces via a custom OS, then
they test such interfaces through a black-box fuzzer based on a custom
bytecode interpreter which accelerates the input generation phase. Once
again, the fuzzing seeds are built manually. Nyx [116] tests the hyper-
visor target via nested virtualization using KVM. In addition, Nyx uses
grammar rules to specify the structure of the target emulated devices.
Relying on manual input grammars per device requires manual work to
specify grammar rules [95], thereby several studies record the interactions
between the guest operating system and the device [95, 59, 107, 26]. Hen-
derson et al. [59] selectively instrument the code of a given virtual device,
and perform a record and replay of the only memory-mapped I/O (MMIO)
activity of the virtual device in QEMU. VShutlle, Morphuzz, and Mundo-
Fuzz [107, 26, 95] fuzz the entire emulated device input interface including
DMA interactions. Contrary to MMIO and PIO interactions that call the
hypervisor intervention interrupting the VM (VM exit), the DMA does
not interrupt the VM. Indeed, both the work [107, 26] instrument the
DMA API of the Hypervisor to target the dynamic memory regions where
the DMA is working. Instead, MundoFuzz [95] collects IO instructions
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and DMA operations within the guest operating system without hypervi-
sor instrumentation. MundoFuzz [95] fuzz the hypervisor with grammar
awareness using automatic grammar inference. Hypervisor grammars have
hidden input semantics, and MundoFuzz finds the causal relationships be-
tween the inputs through experiments (statistical learning). Additionally,
the recorded inputs could be interleaved from asynchronous events (e.g.,
the timer interrupts) that generate coverage noises. MundoFuzz deletes
this noise through differential learning.

8.2.3 Record and replay

In fuzzing, the record and replay is an effective way to learn the gram-
mar of the target system [95, 59, 107, 120]. However, record and re-
play are also adopted in security to analyze and debug execution traces.
Record and deterministic Replay (RnR) is a popular architectural tech-
nique [25, 34, 28, 35, 119, 134]. The RnR injects the recorded events at
the correct times, enforcing a deterministic execution (Replay). RnR is
used for several reasons. For instance, when the system adopts no pre-
cise events to detect possible exploits and violations, the replay is used to
verify if those events are false positives [119]. It is also used to analyze
time-of-check to time-of-use race conditions [35] or to determine if sys-
tems were previously exploited once zero-day attacks are discovered [69].
RnR can be done at different abstraction layers, however, to the best of
our knowledge we are the first to record and replay the VMM history in
hardware-assisted virtualization solutions.
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Conclusion

This thesis contributed to two key limitations of the emerging real-
time cloud paradigm: memory access isolation and failure isolation across
execution environments hosted on the same hardware platform.

In terms of memory access isolation, we provided a systematic ap-
proach to evaluate the actual regulation of black-box hardware controller
specialized for resource limitation, and we propose memory queue occu-
pancy as an observable metric to estimate the current degree of memory
access interference, useful for applying regulation only in case of interfer-
ence, improving memory bandwidth utilization. From our experiments,
we observed that the synthetic workloads we designed for the evaluation
of the Intel Memory Bandwidth Allocation can bypass over 50% the reg-
ulation shown by related works, and the memory queue occupancy can
detect the degree of interference within one-fifth of the regulation period.

Regarding failure isolation, we provided a new record and replay method
to test hypervisor robustness, the most privileged and shared software
layer on cloud platforms. We implemented IRIS, the first intrusive pro-
totype of this method in Xen, which requires instrumenting and modify-
ing the Xen code base. Our preliminary experiments showed that IRIS
can automatically reach valid hypervisor states, with a significant time
improvement (from 42.5% to 99,6%) and with high accuracy (with code
coverage fitting between 92.1% and 100%). This enables the application
of mutations in specific states to generate new test cases without manual
intervention. We further introduced HyRo, an extension of IRIS designed
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to operate transparently to the target, eliminating the need for code mod-
ifications. In the next section, we discuss the limitations and future direc-
tions of this thesis.

9.1 Memory Access Isolation

According to Mind Commerce (2020), over 70% of IoT applications in
industrial automation will depend on real-time operating systems (RTOS)
by 2025. However, Industrial Internet of Things (IIoT) deployments re-
quire both high performance and predictability to support the high con-
nectivity and integration demands of OT (Operational Technology) and
IT (Information Technology) systems. OT includes control and monitor-
ing features within industrial environments, while IT refers to information
management infrastructure. This dual demand is pushing hardware ven-
dors like Intel to enhance spatial and temporal isolation capabilities in
their processors, critical for meeting IIoT application requirements.

MBA evaluation. In this thesis, we evaluated MBA1.0 (Memory
Bandwidth Allocation), especially its ability to safeguard critical appli-
cations against performance degradation caused by memory access con-
tention. Future work will extend this evaluation to the newer MBA ver-
sions, focusing even on security vulnerabilities, such as contention-based
side channels, which represent a growing risk in multi-tenant environ-
ments.

New hardware features. Additionally, several emerging hardware
features were outside this thesis’s scope but require systematic evalua-
tion and support, including Time Coordinated Computing (TCC), time-
sensitive networking (TSN), and functional safety protocols, especially
because some of these features are already active on the field [140] in in-
dustrial automation and robotics. We aim to validate these platforms and
hardware features in future work, to build a fully-flagged real-time cloud
environment for IIoT.

9.2 Hypervisor Robustness
Despite positive results obtained by using the proposed record and

replay framework, we briefly discuss limitations and avenues of further
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improvement.
Replay Accuracy. Hyro framework does not replay accurately some

hypervisor behaviors as discussed in Section 7. Specifically, the recording
mechanism deliberately does not store guest VM memory areas touched
during VM exit handling. We plan to explore a way to both record and
replay efficiently these accesses of the hypervisor to the guest VM memory
areas during hypervisor intervention.

Code coverage. The code coverage is a paramount metric to guide
a fuzzer in interesting points of target source code. Our implementa-
tions at most leverage a software-based approach like gcov [131] to retrieve
such code coverage data independently of the CPU architecture. Other
hardware-based mechanisms, like Intel Processor Trace (Intel PT) [66], al-
low recording complete control flow with low-performance overhead while
not modifying the target hypervisor. We plan to experiment Intel PT (see
Chap. 35 in [66]) in HyRo to make feasible an efficient coverage-guided
fuzzer. However, Intel PT can not be used for a hypervisor that does not
target Intel VT-x extensions.

Fuzzing. In this study, we only provided a proof-of-concept fuzzer
based upon a record/replay framework, as an example of an assessment
solution that addresses hardware-assisted virtualization. However, the
simpler mutation rules adopted do not cover the complex fuzzing logic
that is adopted by current state-of-the-art fuzzers. We plan to perform
a thorough fuzzing experimentation, exploiting the findings provided in
this study, to develop a fuzzer aimed at discovering vulnerabilities for
hardware-assisted hypervisors.
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