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Abstract

With software systems becoming increasingly pervasive and autonomous,
our ability to test for their quality is severely challenged. Many modern sys-
tems operate in uncertain, highly-changing environments, often required
to make informed and intelligent decisions autonomously. This results in
an intractable state space to explore at testing time. The state-of-the-art
techniques try to keep pace, e.g., by augmenting the tester’s intuition with
some form of (explicit or implicit) learning from observations to search
this space efficiently. For instance, they exploit historical data to drive the
search (e.g., ML-driven testing) or test execution data itself (e.g., adap-
tive or search-based testing). Even these data-driven techniques fall short
when predicting system behavior in unobserved conditions. Despite clear
advances, the need for smarter search in such a vast space keeps pressing.

To overcome current software testing limitations, Reasoning-Based Soft-
ware Testing (RBST) is proposed, a testing methodology reformulating
software testing as causal reasoning tasks. RBST innovates software test-
ing by shifting to a reason-driven paradigm, thanks to Causal Reason-
ing, contributing to the “Causal Revolution” of Judea Pearl (2011 Turing
Award recipient). It constitutes a conceptual leap in how machines and
humans cooperate to explore the huge search space and derive tests intelli-
gently. Machines should support and enhance human reasoning far beyond
merely identifying patterns in past data. RBST aims to emulate human-
like decision-making to "intelligently" navigate the testing space. Lever-
aging advanced causal discovery and inference techniques, RBST moves
beyond traditional ML approaches, enabling more predictive, hypothesis-
driven testing. RBST is applied in both stateless and stateful testing
scenarios using autonomous driving systems as a case study. Results sug-
gest it has the potential to transform testing practices.

Keywords: Software Testing, Causal Reasoning





Sintesi in lingua italiana

Con i sistemi software sempre più pervasivi e autonomi, garantire la
loro qualità diventa una sfida complessa. Molti sistemi moderni operano
in ambienti incerti e in continua evoluzione, prendendo spesso decisioni
intelligenti in autonomia. Questo porta a spazi di stato estremamente
ampi e difficili da esplorare durante il test. Le tecniche di test attuali
cercano di affrontare questa sfida migliorando l’intuizione dei tester at-
traverso l’apprendimento dalle osservazioni, rendendo la ricerca più effi-
ciente. Ad esempio, si utilizzano dati storici (tramite Machine Learning)
o dati generati dai test stessi (come nell’adaptive o search-based testing).
Tuttavia, anche queste tecniche mostrano limiti nel prevedere il compor-
tamento del sistema in condizioni mai osservate. È necessario rendere la
ricerca ancora più “intelligente” per esplorare uno spazio così vasto.

Per superare questi limiti, questa tesi presenta Reasoning-Based Soft-
ware Testing (RBST), una metodologia che riformula il test del software
come attività di ragionamento causale. RBST propone uno shift dai metodi
basati sui dati a un paradigma basato sul ragionamento causale, con-
tribuendo alla “Rivoluzione Causale” avviata da Judea Pearl (Premio Tur-
ing 2011). Questa trasformazione mira a migliorare la cooperazione tra
macchine e umani nell’esplorazione intelligente dello spazio di ricerca, de-
finendo i test in modo più efficace. Le macchine diventano così un sup-
porto attivo al ragionamento umano, superando la semplice individuazione
di pattern nei dati passati. Grazie a tecniche avanzate di discovery e in-
ferenza causale, RBST supera i metodi dello stato dell’arte basati su ma-
chine learning, generando test più accurati e guidati da ipotesi. RBST
è valutato sia in scenari di testing stateless che stateful, con un caso di
studio sui sistemi di guida autonoma. I risultati dimostrano che RBST ha
il potenziale per trasformare le pratiche di testing.

Parole chiave: Software Testing, Ragionamento Causale
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Chapter 1
Introduction

Motivation Software engineering is an intellectually demanding and
creative activity involving complex interdependent tasks aimed at building
software products and ensuring their quality. The advancement of Machine
Learning (ML) fostered a human-machine co-design view to develop de-
pendable systems [5]: ML algorithms are able to search for significant
patterns in large historical datasets gathered throughout the system life
cycle, thus supporting several software engineering tasks, aimed for in-
stance at fault avoidance (e.g., testing), fault removal (e.g., debugging)
and prediction.

While recognizing patterns in data is a fundamental tool for decision-
making, well supported by ML, engineers do much more when building and
validating a system. They tend to infer cause-effect relationships among
the involved variables, and, based on that, infer hypotheses, simulate pos-
sible actions, and derive explanations to then support decisions – in other
words, they reason on what have learned. Researchers have been trying
to explain causality using statistical and ML methods for years. However,
these methods are able to identify connections between variables like corre-
lation and regression but fall short in detecting causality. Techniques that
merely recognize patterns in data only get us to what Pearl and Mackenzie
[141] call the first rung of the causation ladder (i.e., “association”). At this
level, we are limited to reason about what has been observed.

Currently, software engineering researchers are exploring the usage of
Causal Reasoning (CR) methodologies to go beyond a purely data-driven
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approach and to exploit the use of causality for finer-tuned strategies.
Through the years, researchers have designed a number of techniques able
to capture the essence of CR and provide mathematical frameworks for
it. This enables the replication of human reasoning on modern machines,
greatly enhancing it with computational power. While CR finds consoli-
dated ground in many domains (e.g., epidemiology, economics, social sci-
ences, etc.), it has recently raised interest in software engineering, partic-
ularly in the context of software quality assurance (SQA), mainly due to
the seminal work of the Turing award-winner Pearl [140].

Problem statement Software testing is a core activity in SQA. It
includes a wide range of methods that involve executing the code of the
System Under Test (SUT) with a set of inputs and execution conditions,
aiming at exposing faults that could potentially lead to system failures
[144]. In simple words, software testing is fundamentally about predic-
tion: the primary objective is to determine what input makes the system
fail. A tester typically envisions how the system will behave under specific
inputs or conditions and designs test cases to reveal failures. Tradition-
ally, testers rely on auxiliary information to generate failure-exposing tests,
such as using boundary inputs, exploring coverage metrics, or leveraging
historical data to predict the most likely points of failure. In recent years,
ML has become an integral part of this process: they learn failure patterns
and system behaviors from historical data and enable a more efficient and
cost-effective testing process through the automation of tasks like test gen-
eration, selection, prioritization, and execution.

Despite the indubitable advances, the current testing approaches are
limited. They either rely heavily on human intuition to “guess” the most
failure-prone inputs or depend on ML to learn from past observations.
While human reasoning excels at guessing and hypothesizing potential
failure causes, it does not scale when dealing with the vast input space
of modern software systems. On the other hand, ML-driven approaches,
though powerful, assumes that the future system behavior will resemble
the past, which is not always the case, especially in dynamic and con-
stantly evolving systems. This reliance on correlation rather than causa-
tion creates a conceptual gap in nowadays testing methodologies: instead
of answering the fundamental question, “What input causes the system to
fail? ”, they focus on the narrower question of “What input is more corre-
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lated with failure? ” This results in a situation where testing strategies may
fail to generalize beyond observed data and may overlook critical failure
scenarios. The ability to move beyond mere pattern recognition and search
for causality is essential for advancing the field of software testing.

Contribution This thesis supports the claim that a shift from purely
data-driven testing methods to a causality-driven paradigm is needed, in-
troducing Reasoning-Based Software Testing (RBST) as a methodology to
address these limitations. RBST leverages causal reasoning to identify the
cause-effect relationships among the variables (e.g., input and output) of
a SUT rather than merely recognizing correlations. With techniques from
causal inference, RBST enables testers to simulate interventions and coun-
terfactuals - i.e., What happens if I do/What would have happened if I did
- and explore how different inputs and conditions influence system behav-
ior, net of confounding. Specifically, it allows to actively set inputs and
estimate the effect on outcome variables of interest, similarly to how a hu-
man tester would do to search the input space. RBST is instantiated and
evaluated against state-of-the-art ML-based and search-based testing tech-
niques for both stateless and stateful testing scenarios using autonomous
driving systems as a case study. The results show that RBST provides
significant improvements in identifying safety-violating test cases.

Ultimately, this thesis proposes that automated causal reasoning is the
next frontier in software testing. By adopting a causal reasoning-driven
approach, RBST enhances our ability to infer causal knowledge about
system behavior, predict failures more accurately, and design more robust
testing strategies. This conceptual leap promises to significantly improve
software quality assurance practices, ensuring that modern systems are not
only tested thoroughly but also understood in terms of their underlying
causal dynamics. The rest of the thesis is structured as follows.

• Chapter 2 presents an overview of the evolution of software testing.

• Chapter 3 presents RBST.

• Chapter 4 evaluates RBST for stateless testing.

• Chapter 5 evaluates RBST for stateful testing.

• Chapter 6 summarizes the contributions and outlines future research
directions.





Chapter 2
Evolution of Software Testing
2.1 Software quality

2.1.1 Software quality fundamentals

Software quality is defined as the “capability of a software product to
conform to requirements" [75, 74]. The goal of Software Quality Assur-
ance (SQA) activities is to establish justified confidence that the software
product meets these established requirements [70].

The SQA process can be described as a “set of activities that assess
both the adherence to and adequacy of the software processes used to
develop and modify software products. Additionally, SQA evaluates the
extent to which the desired outcomes from software quality control are
being achieved" [74].

A system failure occurs when there is a deviation from its expected
service. Failures arise due to the presence of faults or defects, which, when
activated, corrupt the system state. If these faults reach the system’s
interface, they may provoke a failure. As the terminology around software
quality can vary across contexts, the definitions used throughout this thesis
align with those established by the IFIP Working Group (WG) 10.4 on
Dependable Computing and Fault Tolerance. This choice is rooted in the
foundational work on dependability by Avizienis, Laprie et al. [5], which
gives a good overview of the main concepts related to SQA.

Failure A failure is defined as the deviation of a system’s delivered service
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Dependability Performance Usability

ReliabilityMaintainability

Quality 
attributes

AvailabilityIntegrityConfidentiality

Security

Safety

Figure 2.1. Taxonomy of quality attributes.

from its correct service.

Error An error is that portion of the system state which can lead to a
failure. A failure happens when the error reaches the service inter-
face, causing the service to deviate from the correct service. 1

Fault A fault is the adjudged or hypothesized cause of an error. When a
fault is active, it generates an error; if it is not activated, it is con-
sidered dormant. Throughout this paper, unless specified otherwise,
fault refers implicitly to software faults. Furthermore, a fault intro-
duced by human error at some point in the software life cycle, which
has propagated into the code, is also known as a software defect [69]
or a bug. 2

2.1.2 Software quality attributes

The SQA process encompasses a range of activities throughout the
software life cycle, addressing both functional and non-functional require-
ments. To categorize these activities and the associated quality attributes,
let us use the taxonomy of dependability and security provided by Avizie-
nis, Laprie, et al. [5], extending it to include tasks and attributes beyond
dependability and security, as illustrated in Figure 2.1.

1In some literature, the term error also refers to the human mistake that introduced
a fault into the system ([68], [74]).

2Note that the IEEE definition of fault may differ, as it refers to a defect that has
been activated.
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For assuring quality, specifically concerning software faults, it is possi-
ble to consider the following categories:

Fault Avoidance/Prevention This category aims to minimize the in-
troduction of faults into the software. Fault avoidance is typically
achieved through good engineering practices, such as effective re-
quirements engineering, design modularity, encapsulation, informa-
tion hiding, and reuse.

Fault Removal This process seeks to reduce both the number and sever-
ity of faults. It includes activities such as fault detection (e.g., test-
ing), fault localization, and the subsequent correction of the code
(debugging).

Fault Tolerance Fault tolerance involves techniques that allow the sys-
tem to tolerate certain failures, usually through mechanisms like er-
ror detection and recovery.

(Fault) Forecasting This category involves estimating the current num-
ber of faults, predicting future occurrences, and assessing the po-
tential consequences of faults. Additionally, forecasting may include
predicting key performance indicators (KPIs) that are not necessar-
ily related to faults but that support quality improvement. This
expanded scope is reflected in the parentheses around “Fault,” as
forecasting here addresses broader quality concerns such as perfor-
mance and usability [5].

Some of the most common quality attributes that find solid and long-
established research communities are:

Dependability attributes. Dependability is the trustworthiness of a
computing system which allows reliance to be justifiably placed on the
service it delivers. It is an umbrella term encompassing concepts
such as reliability, safety, availability and security. We borrow from
Avizienis, Laprie et al. [5]the following definitions for dependability
quality attributes:

• Availability refers to the readiness for correct service, defined as “the
ability of a system to be in a state to perform a required function
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at a given instant of time” (recovery after failure is allowed). It is
expressed by the probability of failure-free operation at a given point
in time.

• Reliability refers to the continuity of a service, that is, for how long
it is provided without failures; precisely, it is “the ability of a system
to perform a required function under given conditions for a given time
interval”. Once the system fails, no recovery takes place (while there
can be recovery upon component failures). It is expressed by the
probability of failure-free operation in a time interval. Note that in
the ISO/IEC 25010 [76] standard reliability has a broader meaning,
encompassing concepts like availability and maturity.

• Safety refers to the absence of catastrophic consequences on the
user(s) and the environment; it is the probability of catastrophic-
failure-free operation during mission time interval.

• Maintainability is the ability to undergo modifications and repairs.

• Integrity is the absence of improper system alterations.

Security is a macroattribute encompassing Availability, Integrity and Con-
fidentiality.

• Confidentiality is the absence of unauthorized disclosure of infor-
mation.

This taxonomy provides quantitative (probability-based) definitions of de-
pendability attributes and suits the analysis of the papers regarding de-
pendability and security. For other attributes, the ISO-25010 [76] defini-
tions follow:

Performance is the degree to which (i) the response and processing times
and throughput rates, (ii) the amounts and types of resources used,
and (iii) the maximum limits of a product or system parameter, when
performing its functions, meet requirements.

Usability is the degree to which a product or system can be used by
specified users to achieve specified goals with effectiveness, efficiency,
and satisfaction in a specified context of use [76].
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2.2 Software testing

2.2.1 Software testing fundamentals

Software testing is a core activity within the fault removal category
of software quality assurance. It includes a wide range of methods that
involve executing the code to expose faults that could potentially lead to
system failures [144]. Although software testing cannot formally guarantee
the complete absence of faults [35], it serves the crucial purpose of demon-
strating that the System Under Test (SUT) adheres to its functional and
non-functional requirements, thereby providing a valuable indication of its
overall quality.

Software testing has the following taxonomy of the main terms [144]:

Test case: A test case is a set of inputs, execution conditions, and a
pass/fail criterion.

Test case specification: A test case specification is a requirement to be
satisfied by one or more actual test cases.

Test suite: A test suite is a set of test cases. Typically, a method for
functional testing is concerned with creating a test suite. A test suite
for a program, system, or individual unit may be made up of several
test suites for individual modules, subsystems, or features.

Test execution: The test execution refers to the activity of executing
test cases and evaluating their results. When we refer to “a test,” we
mean the execution of a single test case, except where the context
makes it clear that the reference is to the execution of a whole test
suite.

Oracle: An oracle is a description of the expected behavior, which is
applied to the execution of the program to evaluate, according to
the pass/fail criterion, if the observed behavior coincides with the
expected one.

With the above definitions, software testing can be defined as “the dy-
namic verification of the behavior of a program on a finite set of test cases,
suitably selected from the usually infinite execution domain, against the
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expected behavior” [15]. It is a dynamic activity since it always involves
the execution of a program under certain inputs (and initial program state
or execution conditions). It is considered an infinite activity because, in
most cases (even with the simplest programs), a very large number of test
cases can be hypothesized, potentially taking years to execute them all.
However, this is clearly not viable in practice, where a finite number of
test cases that fit within the available testing budget is required. Conse-
quently, techniques are needed to select test cases from the vast space of all
possible ones. They mainly differ in the selection of the “best” test cases,
namely those that have a higher probability of exposing an undiscovered
fault. Finally, there is a need to evaluate the results of the execution of
the selected test cases. Specifically, by building an oracle (e.g., from spec-
ifications, requirements, or user expectations), we have a means to decide
whether the observed outcomes of program execution are acceptable or
not, namely match with the expected behavior.

It can be very challenging to homogeneously classify the plethora of
activities and techniques employed to test software systems. However,
considering the above description as a common ground for all of them, a
very effective schema based on six main questions has been provided
by Bertolino [14]. The schema offers a structured way to explore the key
aspects of software testing and to comprehensively address the goals, meth-
ods, and scope of the testing efforts.

The first question is “why” are we testing? This question refers to
the objective, namely to the different properties of the software that we
aim to verify. Within this dimension, several objectives can be set, with
the most important differentiation being between functional and non-
functional testing, which respectively verify whether the software performs
its intended functions correctly and meets its non-functional requirements
like performance, reliability, and usability.

The second question is “how?” and refers to the strategy employed for
the selection of test cases to reach the set objectives. In this regard, many
testing techniques have been developed through the years, most of them
based on leveraging certain characteristics of the SUT - e.g., model-based
testing, or stateful testing, that aims at exploiting a dynamic description
of the possible states of the SUT, like control/data flow graphs - or, more
in general, of the inputs that are most likely to cause failures (based on
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the tester’s intuition, belief, and experience—Section 2.2.2). Other tech-
niques employ methods that have empirically proven to be effective, such
as random testing, search-based testing, or, more generally, by applying
some algorithmic or statistical technique. Finally, recent machine learning-
based techniques leverage observations gathered by monitoring the system
in operation and/or collecting historical testing session results to predict
the “best” test cases (based on observations—Section 2.2.3). These emerg-
ing approaches, driven by data, are particularly useful in large, complex
systems where manually determining test cases becomes infeasible.

The third question, “how much?”, is answered to set a limit on the
number of test cases in a test suite. Several criteria can be adopted, such
as reliability—i.e., the probability of failure-free operation for a specified
period in a specified environment—or code coverage—i.e., the percentage
of code that has been executed. Code coverage can include different levels,
such as statement coverage, branch coverage, or path coverage, each pro-
viding a different granularity of insight into the testing process. Although
many other criteria exist, this question is usually answered within a risk
management process, namely by identifying and quantifying the risks de-
rived from remaining (undiscovered) failures. This is especially important
in safety-critical domains like aerospace, medical devices, or autonomous
vehicles, where the potential consequences of undiscovered bugs can be
catastrophic. In such cases, it’s essential to balance the cost of additional
testing against the risk posed by undetected errors, using methods like
failure mode and effects analysis (FMEA) to quantify risks.

The fourth question, “what?”, refers to the level of the software devel-
opment and maintenance processes, or in other words, to what parts of the
SUT are being tested. For instance, unit testing is used to test a single
module (e.g., a method or a class in object-oriented programming); inte-
gration testing is carried out with the objective of finding faults in modules
integration and to assess that their interfaces communicate correctly; sys-
tem testing3 assess the quality of the system as a whole, considering its
architectural design.

The fifth question is “where?”. The answer is closely related to the
previous one and identifies in which environment we test the code. Specif-

3Often used interchangeably with acceptance testing that evaluate the SUT with
respect to requirements and business processes.
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ically, whether we test the software in-house, in a simulated environment,
or in-field. Testing environments vary significantly depending on the goals.
For instance, testing in-house during development is usually done to catch
early bugs, while a simulated environment can mimic complex scenarios
or external dependencies. On the other hand, field testing, sometimes re-
ferred to as production testing, can be performed online, in the production
environment of the actual system, or offline, in the production environment
but with a SUT separated from the actual system. It offers feedback on
real-world performance but also carries higher risks, especially when per-
formed online, in case failures affect actual users. However, techniques
like A/B testing or canary releases allow for testing in production in a
controlled way, by gradually rolling out new features to a subset of users
before full deployment [10].

The sixth question, “when?”, defines the phase in the software lifecy-
cle in which we are performing testing. Testing is typically conducted at
various stages: during development, at the end of development (i.e., be-
fore release), and after deployment (i.e., in the maintenance phase). Early
testing during development can help identify and resolve issues earlier in
the lifecycle, reducing the cost and effort of fixing bugs later. Continuous
testing, which integrates testing into the CI/CD (Continuous Integration/-
Continuous Deployment) pipeline, ensures that testing is ongoing as code
changes are made. Post-deployment testing, such as regression testing,
ensures that updates, patches, or new features do not break existing func-
tionality or degrade system performance.

This thesis proposes a novel methodology to answer the second question
(i.e., “how? ” we generate test cases).

2.2.2 Software testing guided by intuition and belief

Answering the “how? ” question is ultimately a prediction task. When
deriving test cases, a tester essentially asks themselves: What input would
make the system fail? They try to anticipate how the SUT would behave
for specific input in a given execution scenario. In some cases, their skill,
intuition, and experience with similar systems are used to prepare a few,
specific test cases that are expected to expose the system’s issues. In other
cases, the tester is required to dynamically design and execute test cases
while interacting with the system, leveraging their experience to update
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the test cases. These methods are usually referred to as “ad hoc” and
“exploratory” testing, respectively. While they may seem straightforward,
they are intellectually demanding, costly, and error-prone activities that
involve manual steps [38].

Automation is key to enabling the development of effective and efficient
software testing techniques [61, 14]. To enable automation and, at the
same time, bring rigor to the testing process, testers typically rely on
some form of auxiliary information. This information supports the tester’s
predictions in deriving failure-exposing tests and enables the design of
automated testing techniques that exploit the tester’s belief about what
information is expected to correlate with failures. This conceptually shifts
and complements the question “What input would make the system fail?”
to “What proxy information can I use to guess failure-causing input?”. In
other words, the “how” answer is translated into a guessing problem, where
testers are required to identify a failure-related auxiliary variable to use.

S/he may use the software specification and design what are called
specification-based techniques (often called black-box as they need only
the SUT specification, without taking into account its internal structure).
Here the belief is that some sort of information can be extracted from the
specification to drive the input generation. An example is “equivalence
partitioning”, where the input domain defined in the specification is sub-
divided into a set of equivalence classes (according to a certain relation
- e.g., range or type of the input) from each of which a representative
set of test cases is taken. The belief here is that maximizing the portion
of the input domain explored is expected to increase the probability of
finding issues and the confidence in the correct functioning of the system
under expected inputs. This technique is opposed to the “boundary-value
analysis” and the extension called “robustness testing” in which, respec-
tively, inputs are chosen near and out of the domain boundaries, under the
belief that many faults concentrate near the extreme values of inputs. An-
other specification-based technique is “random testing”, where inputs are
selected randomly within the input domain, without focusing on specific
boundaries or categories. The goal is to explore a wide range of input val-
ues in an unbiased manner, which can sometimes reveal unexpected bugs
that targeted techniques might miss. Although random testing offers sim-
plicity and can be easily automated, it lacks the precision of other methods
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like equivalence partitioning or boundary-value analysis. It is particularly
useful for finding errors in large or complex input spaces, but may not be
as efficient in detecting faults concentrated around boundary conditions or
specific equivalence classes. Other categories include but are not limited
to, model-based, code-based, fault-based, and usage-based testing tech-
niques.

Model-based testing consists of extracting a behavioral model (e.g.,
a sequence of input state transitions, as in finite state machines) of the
SUT, from specification, design, or code, and using it to produce test
case specifications that can reveal discrepancies between actual program
behavior and the model [144].

Similarly, Code-based techniques (often called white-box ) rely on the
assumption that higher coverage of the exercised SUT structures (e.g.,
paths, instructions, and branches) leads to greater confidence in the ab-
sence of faults. From this intuition, various sub-categories have been de-
veloped, each with a different level of granularity. For example, testers
may utilize a model-based approach and use information from the control-
flow or data-flow to compute coverage metrics. In the case of control-flow,
test requirements are based on the execution flow of the SUT. Statement
testing, branch testing, and condition/decision testing are examples of
techniques. They measure the coverage as a percentage so that, in the
example case of branch testing, when all branches have been executed at
least once by the test cases, 100% branch coverage is said to have been
achieved [15]. With the data-flow category, major focus is put on variables
definition and usage within a program. A number of coverage criteria can
be defined, like the coverage of the paths of variables from definition to
usage. Worth noting that code- and specification-based techniques, often
compared as structural and functional testing, are not necessarily alter-
natives but rather complementary, depending on the testing budget and
code availability.

Fault-based techniques design test cases specifically aimed at expos-
ing likely or predefined categories of faults, based on the belief that discov-
ering simple syntactic faults can lead to finding more complex, real faults
[15]. One of the most popular techniques in this category is mutation test-
ing, which involves creating “mutants”, or slightly modified versions of the
SUT with pre-defined faults (i.e., “mutation operators”). Test cases are
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executed on both the original SUT and the mutants, and the differences
between the results are analyzed. If a test case produces a different re-
sult for a mutant, the mutant is considered “killed.” The goal of mutation
testing is to generate test cases that can “kill” all surviving mutants or, in
other words, uncover all seeded faults.

Finally, usage-based techniques, such as operational testing, define
inputs based on a probability distribution or profile that reflects their like-
lihood of occurrence in the actual operation of the SUT. The assumption
behind this approach is that to maximize confidence in testing for reliabil-
ity, the test environment should closely mimic the operational environment.
By testing the system with inputs that match real-world usage patterns,
these techniques aim to identify failures that are more likely to occur in
practice, thereby improving the system’s reliability and robustness in real-
world conditions.

The mentioned techniques have proven to be highly effective in many
domains and with various SUT types, but they may not scale well with
modern software systems, which have become increasingly complex and
autonomous. On the other hand, due to the vast amount of data produced
by software systems (e.g., from monitoring tools and testing sessions), a
new wave of data-driven testing techniques has been proposed, leveraging
Artificial Intelligence (AI) and particularly Machine Learning (ML) [38].

2.2.3 Software testing guided by observations

AI techniques have been successfully employed to reduce the effort re-
quired for numerous software engineering activities [195, 38, 191]. Among
these techniques, ML, a research field that bridges AI, computer science,
and statistics, emerges as one of the most used to automate these activi-
ties. Specifically, many challenges in software testing can be formulated as
learning problems and addressed through ML algorithms. Consequently,
there is increasing interest in leveraging ML to automate and enhance the
efficiency of software testing.

As previously mentioned, one key aspect of software testing involves ac-
curately predicting the output that a system will produce for a given input.
This ability would enable testers to identify the most effective test cases,
which helps reduce testing costs and improve the process of test case gen-
eration, selection, and prioritization. Automating this prediction process
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is essential for developing scalable software testing techniques, especially
as software systems become more complex. Automation has been facili-
tated by the growing availability of data on software systems, coupled with
advancements in ML. These developments have fostered a human-machine
co-design approach, in which both humans and machines work together
to develop strategies that can detect significant patterns in large histori-
cal datasets gathered throughout the system’s life cycle. These strategies
support several software engineering tasks, including software testing.

Researchers and practitioners are increasingly exploring ML-based strate-
gies that involve learning from observational data to support the aforemen-
tioned prediction. The underlying assumption is that meaningful informa-
tion can be extracted from observational data to derive effective test cases.
As noted by Durelli et al. [38], learning from such data enables the au-
tomation of critical testing tasks.

In these learning-supported strategies, the tester’s belief about which
inputs might cause system failures is complemented by historical observa-
tions. These observations are typically employed in one of two ways: i)
they are used to train an ML model used to predict a certain output of
interest for the testing task, like to predict failure-causing inputs based
on learned patterns [6, 38, 135]; or by adaptively using them to exploit
feedback from test executions and improve subsequent tests(e.g., adaptive
testing [127] and search-based software testing [118, 59]).

In general, ML-based strategies are designed to automatically learn
patterns from the input data. This means determining which features are
most correlated with failures. This means further refining the question
“What proxy information can I use to guess failure-causing inputs?”, into
“What information is most correlated with failures?”

ML is widely used in both traditional and AI/ML-based systems, as it
naturally lends itself to a data-driven approach. Supervised and unsuper-
vised ML techniques are applied to test generation, selection, and prioriti-
zation [38, 17, 147, 135, 73, 180]. These techniques find applications also in
Learning-Enabled Autonomous Systems (e.g., autonomous driving cars),
where traditional pre-release testing is often impractical, field testing with
operational data becomes essential. In this context, ML plays a pivotal
role, enabling continuous system improvement through data-driven feed-
back loops. For instance, decision trees [13] and autoencoders [172] have
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been used, but also Reinforcement Learning (RL) is being explored, espe-
cially for implementing test agents in GUI application testing [2, 42, 117],
including Android apps [154] and Windows OS [60], as well as for test
selection and prioritization [165]. Though the potential of RL remains
largely untapped, recent work highlights a growing interest in RL for test
generation [7, 56]. The use of RL for test generation, often known as state-
ful testing, usually consists in modeling the testing problem as a markov
decision process, where sequences of inputs have to be selected, while ob-
serving the SUT state transitions. In general, the emerging AIOps trend
refers to the application of ML algorithms to drive quality assurance ac-
tivities, such as log management, code completion [101, 30, 21], and more.
In parallel, the MLOps trend emphasizes the use of field data to improve
ML models within systems through retraining [64].

Another significant approach within the domain of learning-based test-
ing involves leveraging state-machine inference to derive models from se-
quential observations. This line of work inherently incorporates causality,
as it accounts for how outputs are generated by specific input sequences.
One notable reference in this area is the tutorial by Meinke et al. [119],
which provides a comprehensive overview of learning-based testing. The
authors illustrate how learning algorithms and model checkers can collabo-
rate in a feedback loop to iteratively refine system models, optimizing test
case generation. This paradigm demonstrates how causal dependencies in
system behaviors can enhance automated, specification-based black-box
testing by improving test case relevance and efficiency.

In summary, these data-driven testing techniques—closely related to
the work in this thesis—have enabled a high degree of automation in soft-
ware testing. They have fundamentally shifted the focus from designing
individual test cases to framing testing challenges as automated prediction
problems. However, they still present several limitations, which are dis-
cussed in the next section, that this thesis aims to address.

2.3 Limitations of current software testing mind-
set

The current approach to testing has inherent limitations. It either re-
lies only on human intuition (expertise/experience) to “guess” the right
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failure-correlated information, and then searching for the failure-exposing
(test) cases from this information; or it is at most supported by ML models
to learn this correlation from past observations (e.g., both for testing/QA
like in AIOps, and for evolution, like in MLOps). Human reasoning is, in
principle, great at this guessing task, but it does not scale, especially with
the huge state space of modern complex and autonomous software systems:
it cannot systematically explore what auxiliary information is better corre-
lated with failures, and even if this information is given, cannot efficiently
draw test cases from it. ML can help reduce the search space, but it is just
a palliative: ML is a learning-from-association paradigm [141], in which
models learn patterns on observed occurrences in a certain context, and
make “predictions” based on what seen – it is said to be a “passive” pre-
diction approach and hardly generalize beyond what seen. In essence, ML
needs to wait for relevant knowledge to “come out” by passively looking at
what is happening [140]. In other words, learning correlation rather that
actual causation, inherently assume that the future context resembles the
past, which may be not the case in constantly evolving software systems.
This way, there is no possibility to implement a scalable quality-by-design
approach (wherein the potentially dangerous scenarios are automatically
foreseen during design/evolution before release); rather, ML is limited to
at most a tolerance-for-poor-quality strategy (e.g., trigger an action when
some deviation from the past is detected a dangerous behaviour is sus-
pected).

By looking at the presented evolution of software testing, clearly it has
experienced a substantial shift in the mindset. This shift hides a conceptual
glitch (summarized in Figure 2.2): with current learning-based techniques
such as ML-driven testing, we are implicitly turning the What input makes
the system fail? question into What information is more correlated to
failure? Clearly, this is not the kind of prediction a tester tries to do: with
the first question, s/he means: What input causes the system to fail? The
question based on correlation reads as: Given the same context in which I
learned the model (i.e., the same data distribution), what output Y do we
expect if the input X happens to be equal to x? On this basis, for instance,
we select or prioritize tests that are more similar to failure-causing tests
observed in the past, and ML is great at this task. On the other hand,
the causal question reads as: What output Y do we expect if the input
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Figure 2.2. Evolution of testing mindset and proposed shift.

X is actively set to x (hence, if we change X’s distribution)? The tester’s
question is inherently causal, but a learning-from-association paradigm like
ML cannot handle causality [140].

Besides the mentioned limitations, ML-driven approaches are exposed
to confounding bias. For instance, assume the activity of testing an Au-
tonomous Driving System (ADS) with the objective of finding violations of
the requirement by which the ADS (e.g., an autonomous driving car) must
stay in its lane. Consider a simplified example with two input variables:
Road Type R (e.g., straight road, right turn, left turn) and Vehicle Target
Speed V (e.g., the speed of the vehicle in km/h). The requirement is de-
scribed by one variable Distance from Center of the lane D (e.g., distance
in meters from the center). The tester objective is to find the combination
of inputs for which D exceeds a threshold, indicating that the vehicle went
out of its lane. Assume s/he has a set of observations of ADS driving and,
as shown with the arrows in Figure 2.3, that there is a correlation between
V and D but also between R with both V and D.4

4It is reasonable to assume that from observations of a vehicle in operation at high
speed, there is an higher chance to go out of lane. Similarly, at a turn we can assume
that the speed would be lower with respect to a straight road and there is a higher
probability of exceeding the lane boundaries.
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Figure 2.3. Confounding example.

In this case, R is said to be a confounder : in fact, if we observe a
correlation between V and D this may be well due to the influence of R on
both, and we may falsely conclude that the V causes D. The consequence
is that if tester generated test cases based just on this observed correlation
P (D|V ), s/he might fail to expose violations of the distance from the lane
center requirement by just changing the vehicle target speed and ignoring
the road type. This is also known as the Simpson Paradox : “Any sta-
tistical relationship between two variables may be reversed by including
additional factors in the analysis” [140]. In the above example, it would
mean that by solely increasing V does not increase D without considering
R. As detailed in the next chapter, randomized controlled trials - often
feasible in software testing - naturally account for the confounding bias.
However, reasoning techniques solve this issue more efficiently and without
requirements on data collection - i.e., even in the presence of observational
data like operational data gathered through system monitoring.

This thesis proposes a further shift in the conceptual approach to soft-
ware testing, with the use of causal reasoning. It aims to go beyond the
mentioned limitations of current testing techniques, by i) providing sup-
port to answer the (correct) question “What input causes the system to
fail? ” and ii) employ causal reasoning techniques to learn the generative
process of observations, and to account and adjust for confounding bias
and to make more accurate predictions.



Chapter 3
Reasoning-based Software
Testing (RBST)

3.1 Causal Reasoning (CR)

CR has its roots in the 20th century. It had its first applications in
a variety of domains, like epidemiology [63], economics [71], social and
medical sciences [126, 116], education [29, 92], with significant impact on
better understanding and explaining complex phenomena, making predic-
tions, and managing decision processes. CR mimic something natural in
human logic, namely the identification of causes and effects and the an-
swering of “what if ” (causal) questions. Pearl and Mackenzie [141] have
conceptualized a framework describing three levels of understanding and
reasoning about causation, called the “ladder of causation”. The first level
is association (correlation), based only on what we observe. It is a ba-
sic understanding that two variables tend to co-occur, making no claims
about causation. CR allows to stair up to the second and third rung of the
ladder, by performing, respectively, “interventions” (evaluating the impact
of actively manipulating one variable to observe the effect on another) and
“counterfactuals” (exploring hypothetical scenarios, that did not occur but
help understand what might have happened under different conditions).

Through the years a number of frameworks have been proposed to allow
machines to reason with causality, by modeling cause-effect relations and
quantifying the effects of causes through what is called “causal inference”.
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3.1.1 Causal frameworks

Causal frameworks are mathematical and/or graphical representations
of causal relationships within an individual system or population [132, 65].
They embed some form of external knowledge, like prior knowledge of the
data generation mechanism and assumptions about plausible causal mech-
anisms, that distinguishes them from associational methods [82]. They
are used to learn and estimate causal effects between involved variables
of a certain system, facilitating causal inference. One of the first con-
ceptual frameworks is the “potential outcome" by Neyman [168, 129] and
Rubin [157] (also called Neyman-Rubin Causal Model). It allows estimat-
ing counterfactuals, i.e., estimating the causal effect of a treatment on an
individual by comparing what happened (observed outcome) to what would
have happened in the absence of that treatment (potential outcome). The
formal definitions follow [140, 132, 53].

Definition 1 Potential Outcome (PO)
A potential outcome YT=t(u) of a variable Y is the value that Y would have
taken for individual u, had T (treatment variable) assumed the value t.

A potential outcome is fundamentally distinct from an actual outcome.
The first is a hypothetical outcome that, differently from the second, has
not been observed. For instance, in case of a binary treatment T = {0, 1},
if we observe an outcome YT=1(u), we cannot observe YT=0(u) at the same
time – e.g., if an individual took a medicine (T = 1), we cannot observe the
case in which (s)he did not take it (T = 0)). This is a potential outcome
(also called counterfactual outcome), and one retrospectively reasons about
“what would have happened if", as opposed to the observed outcome (or
factual outcome).

The PO framework, defined at the level of an individual, aims to es-
timate a potential outcome and then compute the treatment effect. An
example metric is the Individual Treatment Effect (ITE):

ITE(u) = YT=1(u)− YT=0(u) (3.1)

The impossibility of simultaneously observing both potential outcomes,
and consequently observing the effect of a treatment t on an individual u,
is the fundamental problem of causal inference [66]. However, statistical
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solutions allow to replace this impossible problem of observing the causal
effect of t on a specific individual with the feasible estimation of the average
causal effect of t over a population of individuals. At the population level,
we define the treated group, including all the treated individuals (T = 1),
and the control group (T = 0). For simplicity, we use a binary treatment;
otherwise multiple treated groups are formed. The ITE computed at pop-
ulation level is called Average Treatment Effect (ATE):

ATE = E[YT=1 − YT=0] (3.2)

ATE is also often called Average Causal Effect (ACE) in the coun-
terfactual literature [126]. In general, ACE refers to the estimation of the
effect of the change of value of a certain cause to a variable of interest [140].
More broadly average causal effects include a variety of metrics, such as
Average Treatment effect on the Treated group (ATT), and Conditional
Average Treatment Effect (CATE) [132].

To compute (when feasible) an unbiased estimation of these metrics,
randomized controlled trials (i.e., random assignment of control and treat-
ment groups) are performed. Otherwise, in presence of observational data,
a number of causal inference methods can be employed (introduced in the
next section). To ease the estimation of treatment effects, some assump-
tions are usually made, such as the Stable Unit Treatment Value Assump-
tion (SUTVA) [28, 158]. SUTVA specifies that the value of Y for unit u
when exposed to treatment t will be the same no matter what mechanism
is used to assign treatment t to unit u and no matter what treatments the
other units receive.

Another powerful way of dealing with causality is to use graphical mod-
els. For instance, the Bayesian Network is a graphical representation of
probabilistic relations among variables. It is characterized by a Direct
Acyclic Graph (DAG), where nodes represent the variables and edges rep-
resent conditional dependencies among variables [132].

Definition 2 Bayesian Network (BN)
A BN is a pair B = (G , P ) where P factorizes over the graph G and is
expressed as a product of conditional probability distributions associated
with G ’s nodes P (X1, ..., Xn) =

∏n
i=1 P (Xi|PaG

Xi
) where Xi are the nodes

of G and PaG
Xi

are their parents, namely the nodes with directed edges
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pointing to Xi.

BN embeds probabilistic knowledge, not necessarily causal knowledge.
Indeed, BN are primarily for estimating the likelihood of one event occur-
ring based on the observation of another (first level of the Pearl’s ladder
of causation).

In causal inference we are interested in the distribution of an outcome
variable Xi after actively setting another variable Xk to a certain value
x (i.e., doing an intervention, applying a treatment). Pearl introduced
the do-operator, a mathematical representation of physical intervention,
written as P (Xi|do(Xk = x)) [140, 139]. The do-calculus, along with esti-
mation methods [132], supports the inference of type P (Xi|do(Xk = x)).
An intervention do(Xk = x) changes the DAG (hence the distribution),
by removing the causal relations with its predecessors (i.e., deleting the
Pa(Xk)→ Xk edges), meaning that Xk is no longer affected by any other
variable. A do-intervention changes the data generative process, thus:
P (Xi|do(Xk = x)) ̸= P (Xi|(Xk = x)). To account for do-interventions,
and to go over the first level of the Pearl’s ladder of causation, a BN can
be interpreted as a Causal BN and the factorization formula in Definition
2 extended to give an interpretation of an intervention with a truncated
factorization : P (Xi|do(Xk = x)) =

∏
i ̸=k P (Xi|PaG

Xi
).

In any BN, the edges into Xi mean that the probability of Xi is gov-
erned by the conditional probability tables for Xi, given observations of its
parent variables. In Causal BN, the conditional probability tables specify
the probability of Xi given interventions on the parent variables [140, 141].
A Causal BN can also be defined as a Causal Direct Acyclic Graph where
nodes are variables and edges represent cause-effect relationships through
conditional probabilities. In general, a Causal Direct Acyclic Graph can
be defined as follows:

Definition 3 Causal Direct Acyclic Graph (CausalDAG)
A CausalDAG G = (X,E ) is a directed acyclic graph that describes the
causal effects between variables, where X is the node set and E the edge
set. In a CausalDAG, each node represents a random variable including
the treatment, the outcome, and other observed and unobserved variables.
A directed edge x→ y denotes a causal effect of x on y.
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Another important use case of a CausalDAG is the Functional Causal
Model (FCM). In FCMs the value of each variable Xi is assumed to be a
deterministic function of its parents Pa(Xi) and of the unmeasured distur-
bance Ui (Xi = f(Pa(Xi), Ui)) - the same idea of representing stochastic-
ity as in Variational Auto-Encoders with the reparametrization trick [84].
These are a non-linear non-parametric generalization of linear Structural
Equation Models (SEMs). A CausalDAG using an FCM for conditional
distributions is called a Structural Causal Model (SCM) [140].

Definition 4 Structural Causal Model (SCM)
A Structural Causal Model is a causalDAG G = (X,E ) where causal re-
lationships E are described as a collection of structural assignments Xi :=
fi(Pa(Xi), Ui) that define the (endogenous) random variables Xi as a func-
tion of their parents Pa(Xi) and of (exogenous) independent random noise
variables Ui.

An SCM enables the estimation of the effects of both interventions and
counterfactuals. Although modeling frameworks based on PO and SCM
are logically equivalent when addressing counterfactual questions [140],
they differ in their underlying assumptions and treatment of counterfactu-
als. In the PO framework, counterfactuals are treated as undefined prim-
itives. In contrast, SCMs derive counterfactuals from more fundamental
concepts, such as causal mechanisms and their structure [141].

In an SCM, there are no conditional probability tables as in BN, the
edges simply mean that Xi is a function of its parents, as well as the
exogenous variable UXi [141].

Figure 3.1a shows an example of an SCM from the example in Sec-
tion 2.3, where vehicle target speed causally affects the distance from lane
center, and road type affects both speed and lane center distance. An in-
tervention do(Xk = x) changes the SCM graph (hence the distribution),
by removing the causal relations with its predecessors (i.e., deleting the
Pa(Xk) → Xk arrows, see Figure 3.1b), meaning that Xk is no longer
affected by any other variable. Interventions are modeled as follows [143].

Definition 5 Intervention distribution. The probability P (Xi|do(Xk =
x)) over an SCM is the distribution entailed by the SCM obtained by re-
placing the definition Xk := fk(Pa(Xk), Uk) with Xk := x.
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Figure 3.1. Example of SCM and intervention

The confounding problem shown in Section 2.3 (also called back-door
pattern) is hereby solved by asking for the causal effect by doing an in-
tervention (obtaining the graph in Figure 3.1b), namely P (D|do(V )). By
doing so we obtain the real effect of V on D, net of R. Indeed, by the
do-calculus rules, we come to marginalizing over R to get the desired ef-
fect: P (D|do(V = v)) =

∑
r P (D|V = v,R = r) · P (R = r). Note that

back-door is the simplest case: more complex patterns can entail far longer
chains of transformations that are not easy to derive without do-calculus.
Its rules not only dramatically simplify the transformations, but have also
been shown to be complete [67]: if a causal effect is identifiable, there ex-
ists a sequence of applications of the three rules that transforms the causal
“do” formula into a formula containing only observational quantities (i.e.,
conditional probabilities).

A number of other models and frameworks to deal with causality have
been conceptualized through the years. Difference-in-Differences (DiD)
[94], a common framework in econometrics and health care for estimating
the ATE, compares the changes in outcomes over time between a treat-
ment group and a control group [132]. DiD is based on typical assumptions
made also for the PO framework, like SUTVA, but requires additional key
assumptions. For instance, it assumes that in the absence of treatment, the
average treatment and control groups would have followed parallel trends
and that in the pre-treatment period the treatment had no effect on the
pre-treatment population [94]. Fuzzy Cognitive Maps [89] are graph struc-
tures for representing causal relationships, with their strength encoded
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as fuzzy values. It is especially applicable to soft knowledge domains, in
presence of uncertain system concepts and relationships. It implements
a fuzzy causal algebra aiming at estimating, through backward and for-
ward chaining, direct and indirect effects between variables [89]. However,
differently from previous frameworks, its purpose is not to provide rigor-
ous and precise causal methods, but “semi-quantitative" (i.e. using and
producing indicative rather than predictive numerical values) [8]. Finally,
Causal trees [4] are types of decision tree structure that incorporate causal
modeling principles. They are based on the PO framework and estimate
treatment effects (usually Heterogeneous Treatment Effect [185]) with the
use of tree-based methods, like classification and regression trees [4, 181].

3.1.2 Causal Inference (CI)

CI aims to estimate the causal effect of a specific variable (referred to
as the treatment) on an outcome of interest [132]. There are two primary
strategies for quantifying causal effects: performing randomized experi-
ments, where treatment is randomly assigned, or using CI methods to
estimate the treatment effect from observational data. Randomized exper-
iments are the gold standard, they enable causal identification by design
but can be too costly, unethical or otherwise not feasible for certain sit-
uations [197]. In contrast, methods that rely on observational data have
gained popularity due to the abundance of available data.

Given a causal framework, the fundamental objective of CI is to esti-
mate how the outcome variable Y changes when we intervene to assign a
specific value t to the treatment variable T (i.e., P (Y |do(T = t))), net of
confounding.

Reaching this objective involves several steps. The first step is the
identification, which consists of distinguishing spurious correlations from
true causal effects and determining whether and how a causal effect can
be estimated from available data. It consists in finding the mathematical
formula that generates the answer to a causal query or, in other words, a
“statistical quantity to be estimated from the data that, once estimated,
can legitimately represent the answer to the query" [141]. However, it may
not always be possible to identify this quantity: for example, imagine an
unmeasured variable Z (“Road Type” in Figure 2.3) that affects both X
and Y (respectively “Vehicle Target Speed” and “Distance from Center of
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Figure 3.2. Taxonomy of Causal Inference methods [53].

the Lane”) with X also having a direct effect on Y. In this case, identifying
the causal effect P (Y |do(X)) is challenging due to the confounding intro-
duced by Z. To address this, model refinement or additional assumptions
(e.g., assuming Z ’s effect is negligible) may be necessary. In graphical
causal models, the do-calculus provides a set of rules that leverage the
structure of the causal graph to transform an interventional/counterfac-
tual query into an observational query. In general, a number of methods
can be exploited to control for confounding bias (e.g., the back-door, front-
door, mediators, instrumental variables [141, 140, 72]). The second step
is the estimation of a causal effect from observational data. Once identifi-
cation is established, a variety of statistical methods can be used for this
purpose [132], including propensity-based stratification [156], propensity
score matching [18], inverse propensity weighting [184], regression discon-
tinuity [177], two-stage least square [176], and generalized linear models
[132]. For our investigation, we consider the classification given by Guo
et al. [53] on methods to estimate causal effects starting from observa-
tional data1, shown in Figure 3.2. Depending on the assumptions of data,
CI methods are separated into two categories: observational data with
unconfoundness and with confounding (i.e, without and with unobserved
confounders).

Methods without unobserved confounders include three categories of
adjustment : regression adjustment, propensity score-based methods, and
covariate balancing. Adjustments eliminate the confounding bias based
on a set of observed features. In essence, these methods isolate the true

1In absence or impossibility to gain experimental data (e.g., randomized controlled
trials)
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causal effect of the treatment by statistically controlling the influence of
confounding variables, assuming that all confounder variables are among
the observed ones.

Methods with unobserved confounders relax the assumption of uncon-
foundness, making them more related to real-world scenarios where un-
observed confounders may play a role. In terms of SCM, the assumption
of unconfoundness implies that conditioning on a subset of observed vari-
ables blocks all back-door paths. These are indirect paths between the
treatment and outcome through confounders, which, if not blocked, intro-
duce bias into the causal effect estimation. Without the unconfoundness
assumption, conditioning is insufficient, and alternative information must
be utilized. These methods include instrumental variables, front-door cri-
terion, and regression discontinuity design.

With the increasing availability of Big Data, machine learning-based
methods have been designed for learning causal effects, mainly through
the use of neural networks and ensembles. To go beyond the uncon-
foundeness assumption, most of these methods learn representations of
confounders, under the assumption that they can be learned from observa-
tional data [53]. For instance, Louizos et al. [106] propose a Causal Effect
Variational Autoencoder (CEVAE), aiming at estimating a latent-variable
model where they simultaneously discover the hidden confounders and in-
fer how they affect treatment and outcome.

Finally, following the Pearlian inference methodology, recently Blöbaum
et al. [16] have proposed a simulation-based method called Do-Sampler,
based on sampling from post-intervention distribution of variables. Given
a set of interventional variables, Do-Sampler : i) cuts all their incoming
edges (they are intervened, hence no longer causally affected by any other),
ii) sets the values of these variables to their interventional quantities, and
iii) propagates those values through the causal graph to compute interven-
tional outcomes with a sampling procedure. Comprehensive discussions on
CI methods have been published by Guo et al. [53], Yao et al. [197], and
Nogueira et al. [132].

3.1.3 Causal Discovery (CD)

CD aims at learning causal relationships between variables [132] to
build a causal framework explicitly embedding cause-effect relationships,
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i.e., graphical models.2 These can be built in three main ways: by ran-
domized controlled experiments3, manually with domain knowledge, or by
employing CD algorithms on observational data [49]. Recently attention
has been put on the latter, which aims at extracting a graphical causal
structure from observational data, avoiding controlled experiments, which
may be too expensive or even technically infeasible [164]. To achieve this,
CD algorithms assume that causality can be derived from statistical de-
pendencies. These algorithms rely (to a different extent) on various subsets
of assumptions, the main ones being the Causal Markov, Faithfulness, and
Sufficiency assumptions [40, 49, 132, 187], to derive correspondences be-
tween the (conditional) independence in the probability distribution and
the causal connectivity relationships in the generated DAG [40]. The first
two conditions are the most important ones and respectively state that:
i) every vertex X in the graph G is probabilistically independent of its
non-descendants given its parents; ii) if a variable X is independent of Y
given a conditioning set Z in the probability distribution (i.e., X and Y
are independent conditional on a set of variables Z if knowledge about X
gives no extra information about Y once you have knowledge of Z) then X
is d -separated from Y given Z in the DAG (in other words, the statistical
dependence between variables estimated from the data does not violate the
independence defined by any causal graph that generates the data [53]).
To understand d -separation, let X,Y , and Z be disjoint subsets of all the
vertex in the DAG; then Z d-separates X and Y just in case every path
from a variable in X to a variable in Y contains at least one vertex Xi such
that either: i) Xi is a collider (i.e. the arrows converge on Xi in the path),
and no descendant of Xi (including Xi) is in Z; or ii) Xi is not a collider,
and Xi is in Z [65]. Markov and faithfulness conditions are sufficient to
define an equivalence structure over directed acyclic graphs, where graphs
that are in the same Markov equivalence class have the same (conditional)
independence structure. Sufficiency requires that, for a pair of observed
variables, all their common causes must also be observed in the data.

Wang et al. [187] provide a classification of CD methods, shown in
Figure 3.3. In particular, they are divided in contstraint-based, score-based,

2Non-graphical causal frameworks, such as PO, do not require CD.
3This can also be done with soft interventions, which influence the intervened vari-

ables distribution without setting it to a fixed value [41, 86].
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FCM-based (Functional Causal Models), Continuous Optimization-based,
and Hybrid or Prior Knowledge-based methods.

Constraint-based algorithms use conditional independence tests on ob-
served data to identify a set of edge constraints [166]. These algorithms
have the advantage of being generally applicable, despite being based on
the strong assumption of causal faithfulness, therefore often requiring large
sample sizes to perform well [49]. Typical (conditional independence)
constraint-based algorithms are PC, FCI [166] and its improvement RFCI
[25].

Score-based algorithms optimize a score assigned to candidate graphs,
exploiting adjustment techniques such as the Bayesian Information Crite-
rion, that approximates the posterior probability of the model given the
data (assuming a uniform prior probability distribution over the DAG
space) [115]. They relax the faithfulness assumption by replacing condi-
tional independence tests with the goodness-of-fit tests. They are compu-
tationally expensive, as they enumerate (and score) every possible graph
for the given variables. Well known score-based algorithms are GES [22]
and its successor FGES [150], that use parallelization to optimize perfor-
mance, and GFCI, that combines FCI and FGES [133].

FCM-based algorithms determine the causal direction of edges, iden-
tifying the true causal structure out of all the graphs within a Markov
equivalence class. The most noticeable example, working for continuous
variables, is LiNGAM, proposed by Shimizu et al. [163], where the model
is assumed to be linear and non-Gaussian. Under the causal Markov as-
sumption, acyclicity and a linear non-Gaussian parameterization (i.e., each
variable is determined by a linear function of the values of its parents and
an additive non-Gaussian noise term), it has been proved that the causal
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structure can be uniquely determined [167]. FCM-based algorithms have
the advantage of not relying on the faithfulness assumption and of learning
substantially more about the causal structure, sometimes even determin-
ing a unique model. However, to relax faithfulness, they introduce other
assumptions that can be controversial or difficult to test [115] and gener-
ally require a larger sample size to be accurate.

Continuous optimization-based algorithms combine the benefits of score-
based methods with gradient optimization by converting the discrete DAG
search space into a continuous and optimizable constraint space [187]. Usu-
ally, these methods are machine learning-based and the most representative
ones are NOTEARS [205] and DAG-GNN [198].

Many CD algorithms allow to specify some constraints (e.g., required
or forbidden causal relationships), based on prior human knowledge. The
category of Hybrid or Prior Knowledge-based methods like Joint Causal
Inference (JCI) [124] and Max-Min Hill-Climbing (MMHC) [182] aims to
build on top of these algorithms and incorporate specific domain knowledge
in addition to observational data in an effective way.
CD for time series. The conditional-based algorithms like PC, FCI,
LiNGAM, although applicable to extract causal relationships between time
series, are not specifically designed for this aim. Many extensions and
specialized algorithms have been developed to address this specific task
[125]. Among these, a strategy relying on Granger causality [51] and its
generalization based on (Multivariate) Transfer Entropy [9] are common
choices. Given two time series X and Y, the idea behind Granger causality
is to investigate whether the prediction of the current value of time series
X improves by incorporating Y’s past into its own past [125]. In this case,
we say that Y Granger causes X.

Extensive discussions on CD algorithms have been published by Gly-
mour et al. [49], Nogueira et al. [132], Guo et al. [53], Wang et al. [187],
and Moraffah et al. [125].

3.2 Causal Reasoning for Software Testing

CR is gaining increasing interest as an effective methodology to solve
many and diverse SQA tasks, like Fault and KPI prediction [54, 105],
Anomaly detection and Fault localization [199, 24, 123], and Threats mod-
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eling [159]. Besides these, the ability of CR to determine the causal rela-
tionships between variables makes it particularly suited to run testing and
analysis activities during the V&V phase of software systems life cycle. Ex-
ploiting causal relations can help execute tests more prone to spot defects
of the system under test, with reference to both traditional software sys-
tems and learning-enabled ones. This aspect has been also underlined by
Netflix, which included CR in their science-centric experimentation plat-
form [34]. For instance, Pietrantuono et al. [145] use transfer entropy
to uncover causal relationships between time series with the purpose of
testing security of Internet of Things systems. Ji et al. [80] introduce a
causality-aware coverage criterion for Deep Neural Networks with the aid
of CD and with the SCM framework; coverage is computed by comparing
the graph generated by different test suites to a ground truth graph. Ji
et al.[79] use causality analysis to explore trade-offs between fairness and
other key metrics in machine learning pipelines. They apply CD to reveal
how fairness-improving methods affect performance and robustness and
Double ML to compute the ATE. Rahman et al. [149] applies causality
in deep learning models for vulnerability detection by using do-calculus
to eliminate spurious features, like variable names and API names, which
can lead to incorrect predictions. CR has been used also in the context of
Autonomous Driving Systems: Maier et al. [113] employ SCM to predict
the outcome of the simulation of driving scenarios (e.g., based on driving
and/or environmental conditions) to expose critical scenarios; Zhong et al.
[206] use CausalDAG to test multi-sensor fusion systems and verify that
detected failures are caused by incorrect sensor fusion logic.

Regarding test generation, CR has been adopted by Oh et al. [134] to
generate mutants in mutation testing, and by Clark et al. [24] to generate
metamorphic relations in metamorphic testing. Additionally, CR is also
adopted to evaluate and to improve the testing quality. Specifically, Li et
al. [100] applies the natural experiment method to empirically investigate
the factors affecting testing quality. Clark et al. [23] presents a testing
framework incorporating a causal model into the testing process, enabling
the direct application of CI techniques to software testing problems. Liu et
al. [103] propose a technique concerning testing and analysis using causal
graphs for Pointer Analysis. Finally, while most of the papers at the inter-
section between software testing and CR are employed in the V&V phase
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of the software lifecycle, Fischbach et al. [44] concerns testing outside the
V&V phase. The authors extract causal relations from the requirements
to enable the automatic derivation of test cases and requirements depen-
dencies.

While CR is gaining increasing interest in the software testing commu-
nity, further research is required to enhance the maturity and readiness of
CR-based solutions for industrial applications. Key areas that require at-
tention include the development of scalable, robust tools and frameworks
that can be easily integrated into existing testing workflows.

3.3 RBST Strategy

Established that the tester’s question “What happens to the test output
Y if we fix the test input X = x?" is inherently causal, a learning-from-
association paradigm like ML cannot correctly answer it, as they do not
handle causality [140]. While ML largely amplifies our pattern search
ability, which is a great added-value, we can do much more, and rather
amplify our causal reasoning ability. The latter is not limited to learning
from observations, but it learns from hypothesizing interventions on vari-
ables of interest. Reformulating testing objectives as causal questions is
possible given the underlying causal structure of the SUT. Consider the
example context of test data generation, wherein the aim is to identify
input combinations that maximize/minimize the test output (e.g., per-
formance metrics or safety-related variables) or a metric of interest (e.g,
coverage). In this context, cause-effect relations among variables described
by a causal framework, explicitly give the possibility to query the model
with the same tester’s causal question and provide an accurate answer to
it. This allows effective exploration of the test space by using the model,
without executing any tests, so as to select and actually run only the most
promising tests. Besides this example, CR can assist testers in many other
tasks such as regression test selection and prioritization, test suite mini-
mization, and test planning, or even to analyze results of test execution
(and support debugging) with the use of counterfactuals (i.e.: as Would
have we still observed the failure if we had fixed X = x? ) This thesis will
mainly consider the task of test data generation.

Efficient test case generation requires the ability to search the input
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space intelligently, so as to identify combinations satisfying the testing
goal (e.g., maximize fault detection or coverage) with reasonable cost. This
exploration process can be redefined as a causal reasoning task. The envis-
aged Reasoning-Based Software Testing process is depicted in Figure 3.4).

The process starts from building a causal model 1○, which we will con-
sider as a graphical causal model (e.g., SCM) although any is suitable.
It encodes the causal structure knowledge enabling the inference and is
built initially and iteratively refined as more data becomes available. As
mentioned in Section 3.1.3, controlled (or soft) experiments, CD from data
(such as past executions of an initial bunch of tests), and the use of domain
knowledge are the available options. It is worth stressing that, as in the lat-
ter case, integrating CD with additional knowledge sources (e.g., human
expertise or architectural frameworks like service-dependency graphs in
service-based systems) could significantly enhance the extraction of causal
models that better align with the observed data. Additionally, this inte-
gration would allow for the validation of assumptions in certain application
contexts where there is a lack of knowledge about the data-generating pro-
cess (e.g., while two variables may be assumed causally independent, a
causal discovery algorithm might reveal dependencies based on the data)
[132].

Once the model is defined, it can be queried via a set of interventions
and/or counterfactuals 2○. They allow estimating the effect of a poten-
tial change and produce an answer to the query. The answer is actually
a future (i.e., intervention) or past (i.e., counterfactual) hypothetical test,
in which the value of one or more variables is actively set to a different
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value from those observed. In test generation, this means generating a
hypothesis for a test along with the expected effect if such test would be
executed (or would have been executed, under different conditions). The
RBST user here is required to develop a strategy for selecting the vari-
able(s) on which to intervene, and the values to assign. More formally,
let V = X ∪ Y = {x1, . . . , xm; y1, . . . yn} be the set of m + n variables
to define a test scenario, where X is the set of input variables and Y is
the set of output variables. A strategy consists of (iteratively) selecting a
variable xi ∈ X, a value for it, and then observing the hypothetical out-
put ŷj ∈ Y . In doing so, several strategies can be applied, depending on
the testing purpose. For instance, an option is to select the intervention
maximizing the information gained (i.e., minimize the uncertainty) about
the true graph – hence intervening to better learn the graph [169]. On
the other hand, testers might want to directly set an intervention max-
imizing/minimizing the desired test objective(s) (e.g., increase coverage,
produce critical outputs) or maximize diversity (e.g., impacting more ef-
fects together, helpful in multi/many-objective testing). A combination
thereof can be set up (also depending on the testing budget), e.g., to trade
model accuracy and reward: initially, uncertainty-driven interventions im-
proving the model could be better, gradually replaced by objective-driven
intervention.

Regardless of the chosen criterion, both the variable and value selec-
tion/assignment can be implemented in several ways, such as: via proba-
bilistic sampling (e.g., (non-)uniform random sampling), search-based or
learning-based techniques, adaptive strategies (i.e., using previous selec-
tions to drive the next ones), or even exhaustively (depending on the con-
text, the intervention computation time could be negligible compared to
real tests execution time). Each intervention produces an effect, which can
be seen as the outcome of the execution of the hypothetical scenario on
the output variables of interest. The effect is typically quantified by the
ATE, although other metrics can be of interest (e.g.: ATT, CATE) (Sec-
tion 3.1.2 [132]), by using libraries such as DoWhy [161], analytically or via
simulation, namely by sampling from the post-intervention distributions
and computing the desired effect estimate. In any case, by querying the
model via interventions/counterfactuals, a set of hypothetical test scenar-
ios H = {h1,h2, . . . ,hq, . . . } is generated, where q indexes the query, and
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the output of the query hq is an estimate of the expected value for each
output variable ŷq, quantified through causal metrics.

This process of generating hypothetical tests can be extended to state-
ful testing, where a test case consists of a sequence of inputs across multiple
steps. In stateful scenarios, each test case is defined as a sequence of steps
t1, t2, . . . , tk, . . ., where each step tk = (xk;yk) = (xk1 , . . . , xkm ; yk1 , . . . , ykn)
represents the k-th input-output pair in the sequence and includes the val-
ues of variables xk and corresponding outputs yk at that step. Here, the
user selects values for inputs in X at each step and may generate hy-
pothethical steps or even entire tests as sequences of interventions that
progressively update the test case state. The model’s response to each in-
tervention can then be observed through changes in the output variables in
Y , allowing the user to analyze cumulative effects over the entire sequence.

From the so-obtained set of hypothetical test suite, one (or more) actual
scenarios are selected 3○ to be used. The basic choice is to get maximum-
effect test(s), but alternatives are worth to be explored, e.g., to improve
diversity or exhaustively select all the tests.

Once the scenarios are selected, they can actually be executed on the
SUT 4○. In test generation, this would mean giving the SUT the se-
lected inputs and gaining the actual outcome, not the hypothetical given
by querying the causal model. Here, the difference between the predicted
outcome and the observed one (i.e., after the execution) gives the user a
measure of the accuracy of the causal model. A number of traditional
metrics can be used to quantify this estimate (e.g., distance metrics). In
any case, the information gained with the actual execution serves to enrich
the knowledge to update and refine the model 5○. Finally, the updated
knowledge can be used to double-check if the estimated effect is significant
or not (i.e., if are due to chance), via refutation tests and confidence inter-
val computation [161].

There is a wide range of possibilities to instantiate the process. Pos-
sible alternatives for the key steps of RBST are listed and summarized in
Table 3.1, with a non-exhaustive list of alternatives. The selection of a
combination of alternatives forms a test generation strategy.
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Table 3.1. Alternatives in instantiating the RBST process

Step Description Alternatives

Model
building

How to build the
causal model

Causal Discovery
Domain Knowledge
Controlled Experiments

Intervention
variable
selection

How to select the
variable(s) for the
intervention

Criteria:
Uncertainty, Confidence
Test objective(s)
Diversity

Intervention
value
assignment

How to set the
intervention value
for the selected
variable(s)

Strategies:
Sampling
Search-based
Adaptive
Learning-based
Exhaustive

Effect estimation
How to estimate
the effects of an
intervention

Analytic
Simulation-based



Chapter 4
Instantiating RBST for
stateless testing

4.1 Autonomous driving systems testing

Autonomous Driving Systems (ADS) for self-driving cars are learning-
enabled systems based on Deep Neural Networks (DNNs), able to sense
the environment and make decisions to drive the car safely with little
or no human driver input [170]. Their spread is expected to increase in
the upcoming years: a recent report projects the self-driving cars market
size to surpass USD 65 million by 2030, expanding growth at a rate of
13.38% over 2022 to 2030 [1]. For people to justifiably trust ADS (and for
companies to sustainably develop them), a fundamental challenge is how
to effectively and efficiently test their behavior.

A primary focus of researchers is on testing decision-making DNNs as
standalone components [152], based on datasets obtained without involv-
ing the DNNs under test. This is referred to as model-level testing [170]
or offline testing [58]. Several such strategies have been proposed, includ-
ing: DeepXplore [142], DeepRoad [204], DeepTest [178], DeepGauge [110].
Though important, model-level testing inherently misses the ability to spot
system-level misbehaviors; e.g., negligible DNN mispredictions can accrue
over time and expose failures despite high DNN accuracy [170], [58], [57].

For more realistic tests, system-level testing, also called online testing,
is applied rather than (or beside) model-level testing [46, 114, 183, 6, 55]. In
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this case, the DNNs are embedded into a simulated driving environment
and tested in a closed-loop mode in interaction with the environment.
System-level testing is able to account for the effect that the DNN predic-
tions have on the environment and on the behavior of the whole system.
However, despite recent efforts [170, 13, 12, 58, 55, 46, 153, 114, 183], it
remains challenging to generate safety-critical test scenarios in an efficient
way [55]. The space of all possible tests for the whole system, consider-
ing the input from all sensors such as cameras, LiDAR, and GPS, is very
large. In addition, the difficulty in exploring this space is exacerbated by
the need to test multiple safety requirements at the same time, such as
distance from objects, from pedestrians, and from the center of the lane,
which entails a multi- or many-objective search. Moreover, the evaluation
of every generated test scenario is expensive: the use of high-fidelity sim-
ulators indeed reduces the cost of a real-world large-scale testing process
(and is of course safer), but running a single test scenario takes several
minutes and is computationally expensive.

The combination of these challenges requires a testing strategy that
intelligently explores the space of all possible tests and generates only the
most promising ones to expose critical behaviors.

4.2 Stateless testing of autonomous driving sys-
tems

Model-level (or offline) testing of ADS has been used extensively for
testing the individual DNNs by either using adversarial examples (e.g.,
corrupted images) [142, 110, 204, 111, 207] and by using Generative Adver-
sarial Networks (GANs) to perturb the input [204, 87, 137, 196, 192]. This
type of testing is supported by coverage criteria such as neuron coverage
[142, 110], combinatorial coverage [112], “discrepancy” between training/-
validation data and test data [83, 194]. Besides exposing mispredictions, a
different goal is to sample a minimal subset from the operational inputs set
that, once manually labeled, can closely assess the accuracy [102, 52, 20].

Model-level testing does not test the whole system in its environment.
Recently, system-level (or online) testing has been more widely investi-
gated. On this line, researchers proposed solutions to generate scenarios
that cause the system to misbehave [6, 58, 170, 46, 153, 114, 183, 55]; sce-
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narios are generated in a stateless setting, meaning that the configuration
on the simulated environment is fully pre-selected and then the ADS is
left to drive through a certain route. In other words, the environment is
not dynamically manipulated during the execution of the scenario, making
test inputs independent of each other.

Gambi et al. present AsFAULT [46], a genetic algorithm combined with
procedural content generation – a technique employed in video games for
the automatic creation of virtual environments [179] - to generate virtual
roads causing the ego vehicle to depart from the center of the lane.

DeepJanus [153] is a search-based tool that generates frontier inputs,
i.e., similar input pairs that cause the ADS to mispredict for one input
and work fine for the other one.

Tuncali et al. present SIM-ATAV [183] that combines combinatorial
testing with requirements falsification; they use covering array as a combi-
natorial test generation approach for discrete variables, and a falsification
approach using uniform random search or, again, a search-based algorithm
(simulated annealing) to search over continuous variables.

Majumdar et al. propose Paracosm [114], a simulation-based testing
language, associated with a tool, that generates tests using random sam-
pling for discrete parameters, and deterministic quasi-Monte Carlo meth-
ods [130] for continuous parameters to achieve high diversity.

Klishat and Althoff [85] propose an approach for testing of motion
planning algorithms in ADS; it automatically generates critical scenarios
based on a minimization of the solution space of the vehicle under test via
evolutionary algorithms. Calò et al. [19] also use search-based techniques
aiming at finding avoidable collision scenarios (i.e., scenarios in which the
collision would not have occurred with a reconfiguration of the ADS). They
first search for a collision and then for an alternative configuration of the
ADS which avoids it.

Li et al. [99] present AV-FUZZER a framework aiming at finding single-
objective safety violations by perturbing driving maneuvers of traffic par-
ticipants (i.e., acceleration/deceleration, following lane, and making lane
change). Metamorphic testing is also used in combination with equivalent
partition testing for system-level ADS testing [138].

Other studies focus on system-level testing, but not with the objective
of generating test cases. Stocco et al. [170] compare virtual and physical-
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world system-level testing; in [172], the same authors propose an oracle
for mispredictions detection; in [171], the authors use knowledge inferred
from field execution to predict misbehaviors; Haq et al. compare online
and offline testing [58].

The above studies pursue testing efficiency by trying to tackle the large-
state-space challenge. None of them focuses on the additional challenges
brought by the need to consider many safety requirements at the same
time, which entails a many-objective search. Abdessalem et al. [6] use ML
models (decision trees) combined with the NSGA-II search-based multi-
objective algorithm to guide the search – three objectives are considered.
The same authors [13] are the first ones to formulate the ADS testing
problem as a many-objective search. Luo et al. propose EMOOD, an
approach that uses an evolutionary algorithm to generate test scenarios to
expose as many combinations of requirements violations as possible [109].
Haq et al. [55] adopt the same formulation, and address the expensive
test case evaluation challenge too. They propose SAMOTA, a technique
that uses surrogate models (based on regression and radial basis function
networks) to predict the outcome of a test case without actually executing
it. Similarly to SAMOTA but out of the ADS testing domain, the use
of surrogate models to address computationally expensive optimization
problems has been widely studied [81], with recent studies combining global
and local search [208] and also using the most uncertain candidates in
addition to the best predicted ones[186, 104].

A few of these works have the objective of exploiting some learned
relationships between test input and output, and using them to generate
only interesting (i.e., safety-violating) tests. However, none of them employ
causality to achieve this objective. An instance of RBST, called CART, is
presented in the following. The key advancement of CART is to inject CR
into the test generation process. For what was discussed, this is a more
versatile tool, since causation is more informative than correlation, and
learning cause-effect relations enables a tester to spot more precisely input
values more likely to cause a safety violation.
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4.3 Problem definition and notation

The goal of online testing of ADS is to generate a minimal set of driving
scenarios to be run on a simulator – called test scenario hereafter – that
causes the system to violate multiple safety requirements. This is a many-
objective optimization problem.

Usually, the ADS is embedded within a simulator, like CARLA [36],
which renders a realistic town environment including junctions, vehicles,
pedestrians, traffic lights, and traffic signs. The ADS that controls the
ego-vehicle (EV) has to drive it through a predefined route. At each
time step, the ADS receives and processes data from sensors (e.g., camera
and LIDAR) to generate driving commands (steering, throttle, and brak-
ing) to maximize the driving performance. The CARLA leaderboard [93]
measures the ADS performance with the driving score, a combination of
two metrics, namely route completion and infraction penalty. The for-
mer is the percentage of route completion; the latter measures the number
of infractions, including traffic rules violations (e.g., red lights and stop
signs) and detected collisions with other vehicles, pedestrians, and static
elements (e.g., road signs).

In this context, it is possible to define six functional and safety require-
ments [55] for the ADS (listed in Table 4.1): the EV must (r1) keep the
lane; it must not collide (r2) with the VIF, (r3) with the pedestrian, and
(r4) with static meshes (e.g., traffic lights/signs); it must (r5) complete
the route within the given time, and (r6) abide by traffic rules.

The simulator reports violations of the requirements, respectively: if
the distance from the center of the lane (DCL) exceeds a threshold
identifying the lane boundaries; if the distance from the VIF (DV),
or the distance from the pedestrian (DP), or distance from static

Table 4.1. Safety and functional requirements for the ADS under test.

Req. Description Metric
r1 EV must keep the lane EV distance from center of lane
r2 EV must not collide with other vehicles EV distance from other vehicles
r3 EV must not collide with pedestrians EV distance from other pedestrians
r4 EV must not collide with static meshes EV distance from static meshes
r5 EV must complete the route EV distance from destination
r6 EV must abide by traffic rules (i.e., red lights) Flag detecting red light violation
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meshes (DS) is less than or equal to zero (i.e., a collision occurs); if at
the end of the scenario the distance from the destination (DT) is
greater than zero, and if it detects that the EV has violated a traffic rule
(TR) (e.g., running a red light1). In the simplified example introduced
in previous chapters (i.e., Figure 3.1) with 2 input variables (i.e., “Vehicle
target speed” and “Road type”) and a single requirement (i.e., “Distance
from center of the lane”), the goal is to find the combinations of the two
inputs that cause a violation of the requirement.

More formally, consider the following notation:

• V = X ∪ Y = {x1, . . . , xm; y1, . . . yn} is the set of m+ n variables to
define a test scenario, where X is the set of input variables and Y is
the set of output variables.

• sk = (xk; yk) = (xk1 , . . . xkm ; yk1 , . . . ykn) is the k-th test scenario
(or test) where xk (input) and yk (output) are the values of the
corresponding variables in X and Y taken in the k-th test.2

• D is a database containing all the executed tests.

• Thr = (τ1, . . . , τn) is the set of thresholds associated to output vari-
ables in Y , which allows determining a safety violation occurred or
not.

• R = {r1, . . . , rn} is the set of safety requirements associated with
the n output variables and the corresponding thresholds.3 A safety
requirement rj is violated when yj < τj at any time during the
simulation. Without loss of generality, assume that the lower the
values of output variables, the closer the requirement violation (e.g.,
if a “distance from vehicles” output gets close to a threshold of 0.5

1Running a red light is the often the only violation considered for TR [55, 56].
2This is similar to, but not to be confused with, the stateful formulation of RBST

(Section 3.3). Here, there is not a dynamic sequence of states, each test case is assumed
to start from the same initial SUT state.

3For simplicity, assume that a safety requirement is associated with one measured
output variable; clearly, the notation can be extended to deal with safety requirements
defined on combinations of output variables. In this case |R| < |Y |, and a derived
output variable expressing the desired combination is considered in the output variables
set (e.g.: y′

j = f(y1, . . . , yn), with the associated threshold τ ′
j).
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meters, a safety requirement is close to being violated). When dealing
with variables that are more critical when their value increases (such
as “distance from the center of the lane”), its opposite is considered.

• C ⊆ R (U ⊆ R) is the subset of safety requirements that have been
covered (respectively: uncovered). Covering a requirement means
that at least one test violates it.

Testing can be targeted at covering as many requirements as possible
(i.e., maximize the proportion of covered safety requirements, |C|/|R|), or
at exposing as many safety violations as possible, regardless of require-
ments already covered. The latter is because testers might want to have
multiple diverse tests violating the same requirements that highlight dif-
ferent conditions in which the violation occurs.

4.4 The CART algorithm

Given the set of requirements to violate R, the CART algorithm (CAusal-
Reasoning-driven Testing) addresses the many-objective optimization prob-
lem by a classical weighted-sum approach [31, 32], namely combining the
many objectives into a single one, hereafter called fitness and expressed
by a fitness function Φ. From the two above-mentioned testing goals, it is
possible to consider two fitness functions. The former expresses the pro-
portion of covered safety requirements and is defined as:

ΦA(sk) =

∑|U |
j=1(1−mM(ykj ))

|U |
(4.1)

where mM(ykj ) is the min-Max normalized j-th output variable of the k-th
test – lower values are closer to a safety violation - and U is the set of still
uncovered safety requirements. This gives priority to tests more likely to
affect the output variables related to still-uncovered requirements. Since
the set of uncovered requirements changes during testing, this function is
called adaptive.

The second fitness function maximizes the number of safety violations.
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This is called fixed, and is defined as:

ΦF (sk) =

∑|R|
j=1(1−mM(ykj ))

|R|
(4.2)

where R is the set of safety requirements. In this case, the function gives
priority to tests more likely to cause a safety violation of any safety re-
quirement, even though some past tests already covered it.

Whenever possible, ϕk will refer to the value of any of the above fitness
functions, for test scenario sk.

At a high level, the CART algorithm acts in two phases. In the first
phase, CART extracts (and iteratively updates) a SCM from past data,
via CD. Such data needs to be in the same format used to define a test
case - one entry of the dataset consists of values of the input variables
(which correspond to a specific test scenario) and of the obtained output
variables in that scenario. In a testing process, this data would naturally
come from previous testing sessions; the very first time that CART is
executed, the initial set of tests can be obtained by random testing or any
other technique. These data could also come from driving data; in such a
case, the input and output variables for each scenario need to be extracted
from such data (depending on how historical data are gathered and stored)
and formatted as test scenarios. The resulting SCM describes the causal
relations between the input and output variables of a test scenario (cf.
with Definition 4). In the second phase, this model is queried by a CI
engine, which runs interventional queries such as: what is the effect on
the output variable of interest if we set the input to a given value? More
formally, the CI engine assesses the expected value of the output variable
of interest yj ∈ Y under a do-intervention on the input variable xi ∈ X:
E[yj |do(xi = x)], where x is the hypothesized input value (cf. with Section
3.1.2). For instance, with reference to the example in Figure 3.1, it means
generating queries such as: what is the effect on “Distance from center of
the lane if we set “Vehicle target speed” to 40km/h? These queries produce
a set of “hypothetical ” tests whose output is an estimate of the expected
effect on the output variables of interest under hypothetical inputs. No real
test is executed in this phase. Actual real tests to run are then generated
by selecting only the best tests from the hypothetical test set. The core
idea is to explore the test search space by causal queries to the model
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Algorithm 1 CART algorithm

Input: D: database of tests; f : boolean to select the adaptive (0) or
fixed (1) fitness function; R: safety requirements; Thr: error thresholds;
η0: CI sample size; ϵ: probability for input selection.
Output: S: Test suite, M : causal model, D: Updated database

1: S, P ← ∅
2: repeat
3: M ← buildCausalModel(D)
4: P ← updatePopulation(D,T )
5: T ← ∅
6: for k = 1 to |P | do
7: H̃ ← infer(M,η0, Pk, ϵ) Query to the model. H̃: set of hypo-

thetical tests
8: H ← estimateF itness(H̃, f, R, Thr)
9: t̃← select(H) t: best among |H| hypothetical tests

10: t← runOnSimulator(t̃, R, Thr) Compute actual fitness
11: T ← T ∪ t
12: end for
13: (S,D)← (S,D) ∪ T
14: until !terminatingCondition
15: return S,M,D

rather than by actually executing the tests (which in contexts like ADS
takes several minutes per test).

Algorithm 1 describes the CART steps for test generation. The al-
gorithm takes, as input, the set of safety requirements R to cover with
the associated thresholds E, the database D containing a set of already
executed scenarios (e.g., derived from past tests or from driving data),
the sample size parameter η0 used by the Causal Inference (CI) engine as
explained below, a flag to select the fitness function, and a parameter ϵ,
a probability value for inputs selection policy. It returns the generated
test suite S, the updated database D, and the final causal model M , re-
fined over successive iterations. The termination condition could be the
exhaustion of the budgeted testing time, or a convergence criterion (e.g.,
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violations no longer found after some iterations). The detailed CART steps
follow:

1. Causal model building. A SCM is inferred (line 3) from data con-
tained in D. The SCM is derived by first inferring the graph structure
via a CD algorithm (cf. with Section 3.1.3). In the proposed imple-
mentation, five CD algorithms are tested from the Pycausal library
based on Tetrad. Then, the stochastic models and FCMs for, respec-
tively, root and non-root nodes are assigned to each variable based on
data. Specifically, by using the CI library DoWhy, CART assigns the
best-fitting stochastic model among linear, polynomial, and gradient
boost, and the best-fitting FCMs among linear and non-linear addi-
tive noise models [162]. DoWhy supports a variety of other models,
also from the Sklearn and Scipy libraries; the default configuration
is adopted.

The so-derived model is refined at every iteration with the updated
database D including the scenarios executed in the previous iteration
(line 13).

It is worth stressing that domain knowledge can be leveraged to build
or refine the graph – one of the advantages of causal models. This
would however require human intervention and domain expertise; for
the sake of full automation, this possibility is ignored.

2. CI and test generation. Lines 6-12 generate tests starting from
the population of current tests P and the (updated) causal model M .
Tests are derived according to an evolutionary strategy, namely by
trying to improve the current population of tests. The population
contains at every iteration the top-|P | tests from D ∪ T , where T
is the set of tests selected and executed in the previous iteration
(initially empty). The population size is fixed, with |P |=|R| as in
previous studies [13], [55]. For every test sk in P , denoted as Pk, the
causal model M is queried in order to generate multiple hypothetical
tests, estimate their expected fitness (line 7-8), and take the best one
(line 9-10). The following steps are carried out:

• Input variable selection. A query is an intervention on an in-
put variable xi ∈ X that changes its value to assess the ef-
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fect on output variables. Therefore, an input variable needs to
be selected first. This means, with reference to the simplified
example shown in Figure 3.1, to select one of the two input
variables (i.e. “Vehicle target speed” and “Road type”). CART
selects with probability ϵ, the input variable in the SCM with
the greatest out-degree (counting only edges toward the output
variables yj ∈ Y ), with ties broken randomly, since it is the vari-
able expected to impact more safety requirements together (in
the example the two input variables have the same out-degree,
resulting in a random choice); with probability 1 − ϵ, the in-
put variable is selected randomly (all the variables having the
same probability) so as to promote diversity. Thus, a low value
of ϵ gives higher diversity, since the input variable on which
to intervene would be chosen randomly, scarcely exploiting the
knowledge encoded into the model, in favor of exploration. Con-
trarily, a high value of ϵ leads to choosing, with higher probabil-
ity, the input variable expected to causally impact more safety
requirements together. In the evaluation, ϵ = 0.5 to balance ex-
ploration and exploitation and avoid bias toward one of them.

• Intervention value assignment. For each Pk, a set of hypothet-
ical test scenarios H̃ = {h̃1, h̃2, . . . , h̃q, . . . } is generated by
querying the model via interventions on the selected xi (with
q indexing the intervention). The intervention (i.e., setting a
value for the selected variable) causes a change in the other vari-
ables’ distributions directly or indirectly related to it. CART
uses the simulation-based inference (cf. with Section 3.1.2) to
estimate the expected effect of the intervention on the output
variables, using the DoWhy-GCM library [16]. Simulation-based
inference draws samples from the post-intervention distribu-
tions, namely it uses the SCM after the intervention with the
associated distributions, and draws samples from it. Specifi-
cally, it i) sorts the nodes in topological order, ii) sample values
from root nodes according to their distribution, and then iii)
use the structural equations with randomly sampled noise to
compute the values for downstream nodes. The values for those
variables not present in the SCM (i.e., with no cause-effect re-
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lation with any other variable) are kept with the same value of
the Pk test, given as input to the method infer. With reference
to Figure 3.1b, the variable “Vehicle Target Speed” is selected
for the intervention; thus the inferential engine fixes the value
of this variable, samples from the distribution of “Road type”
(since it is a root node), and propagate the sampled values
to the only downstream node, which is “Distance from Center
of the Lane”, computing new data with the structural equa-
tion. The engine draws, for every intervention, samples of size
η = η0 (η0 = 1, 000 is the default value of DoWhy-GCM), from
which the expected values of the output variables are taken as
post-intervention estimates (denoted as ŷq for the q-th inter-
vention). It is worth stressing that these hypothetical tests are
queries done to the causal model, and are not scenarios actually
executed on the simulator. The output of the query, ŷq, are es-
timate of the expected value for each output variable.
As for the value to assign to the intervention variable, several
policies are possible (e.g., uniform or non-uniform random sam-
pling, adaptive strategies, learning-based or search-based crite-
ria), also depending on the type of variables, which could be
continuous, discrete, or mixed. Since, in this case study, there
are only discrete input variables, a query (i.e., do an interven-
tion) is run for each value of the selected variable. The final
number of hypothetical tests (H̃) equals the number of inter-
ventions. This number can be reduced if needed (for instance,
in the presence of continuous variables) by the mentioned poli-
cies. In the evaluation, its impact turned out to be negligible
compared to test execution time (see Section 4.6.5).

• Fitness estimation and scenario selection. The fitness for each
hypothetical test h̃q ∈ H̃ is estimated by applying the fitness
function (which requires the set of requirements and thresh-
olds, see Eq. 4.1 and 4.2) to the generated samples, hence to
the output variable estimates, ŷq, as computed by the CI query.
Thus, the estimateFitness() at line 8 uses ŷq to compute an
estimate of the fitness, using one of the two fitness functions
(fixed or adaptive, Eq. 4.1 and 4.2, selected via the boolean f).
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Table 4.2. RBST instantiation for CART

Step Choices
Model building CD
Intervention variable
selection

Node out-degree
Random

Intervention value
assignment Exhaustive

Effect estimation Simulation-based

This gives the set H = {h1,h2, . . . ,hq, . . . }, with the hypo-
thetical tests h̃q along with their fitness estimate ϕ̂q (namely:
hq = h̃q ∪ ϕ̂q), line 8. Only the hypothetical test with the high-
est ϕ̂q is selected (line 9) and then executed on the simulator
to compute its actual fitness ϕq (line 10), producing the actual
test scenario t. This is added to the set of tests generated in
that iteration, T .

The set of so-generated tests is added to both the test suite S and
the database D. Note that both S and D are updated in the same
way (i.e., by adding T ), therefore S can be obtained by simply taking
D at the end of the algorithm and removing tests in the initial D
given as input. However, for the sake of clarity, both are kept in the
pseudo-code. The output also includes the causal model M , which
is a valuable tool for future tests or even other engineering tasks.

The CART formulation constitutes a RBST instance, summarized in
Table 5.2. The base criteria is to find tests maximizing the testing ob-
jectives, while the strategies for model building, variable selection, value
assignment, and effect estimation are, respectively, CD, Node out-degree,
or random (depending on ϵ), exhaustive, and simulation.
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4.5 Evaluation

4.5.1 Compared techniques

CART is compared to random search and to the following state-of-art
techniques for many-objective search-based testing: MOSA [136], FITEST
[13] and SAMOTA, all used to test ADS in the recent study presenting
SAMOTA [55]. Like CART in the adaptive-fitness configuration, these
techniques generate a population of solutions aiming to cover a higher
proportion of safety requirements. CART, however, addresses the many-
objective optimization problem by a classical weighted-sum approach [31,
32], with the normalized objectives having equal weights – cf. with Section
4.4. The combined single objective is used in the test generation process.

MOSA was first used to formulate branch coverage as a many-objective
optimization problem. FITEST later extended it, by progressively updat-
ing the fitness function marking the already covered requirements as test-
ing progresses, thus reducing the population size and improving efficiency.
SAMOTA holds the features of FITEST, but exploits surrogate models to
estimate the fitness function without actually executing tests. SAMOTA
is the technique closest to CART, as its surrogate models are meant to
avoid non-promising simulator runs. However, CART uses causal models
to this aim in order to support the generation of effective test scenarios.

The mutation and crossover parameters of SAMOTA, FITEST and
MOSA are set at the default values used in [55] and in [136] (they all have
mutation rate 1

psize ; crossover rate is 0.75 for MOSA and SAMOTA, 0.60
for FITEST). Both SAMOTA configurations are used (SAMOTA-I with
the initial database, and SAMOTA-E with the empty database). The
implementation of SAMOTA, FITEST and MOSA are taken from the
replication package4 provided by Haq et al. [55]. The random algorithm
(called RANDOM hereafter) samples inputs uniformly within their lower-
upper bounds.

4.5.2 Research Questions

• RQ1 (Usefulness). Does CR support the generation of test scenar-
ios?

4https://doi.org/10.6084/m9.figshare.16468530.

https://doi.org/10.6084/m9.figshare.16468530.
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– RQ1.1. How does CI perform in generating representative test
scenarios?

– RQ1.2. How do different CD algorithms perform?

• RQ2 (Coverage of safety requirements). How do techniques perform
in covering safety requirements?

– RQ2.1. How effective are the techniques in covering safety re-
quirements?

– RQ2.2. How efficient are the techniques in covering safety re-
quirements?

• RQ3 (Detection of safety violations). How do techniques perform in
detecting safety violations?

– RQ3.1. How effective are the techniques in exposing safety vi-
olations?

– RQ3.2. How efficient are the techniques in exposing safety vi-
olations?

• RQ4 (Test suite quality) What are the fitness and diversity of the
generated test suites?

In CART, the CI engine generates what was called “hypothetical” test
scenarios, i.e., a combination of test inputs that are not actually run on
the simulator to get the output, but are instead used to query the causal
model (i.e., to do an intervention) and get an estimate of the expected
output. Therefore, before assessing CART against the baselines, RQ1 first
aims to assess to what extent the expected output of such hypothetical test
scenarios are close to the actual test output obtained by running the same
test on the simulator. This ability would, by itself, pave the ground to
new opportunities in testing, e.g., by exploiting the possibility of running
what happens if queries to a model (i.e., what is the expected output if
given a certain input) and predict tests outcome without actually running
them. Furthermore, as different CD algorithms can provide different mod-
els, hence potentially different results, RQ1 compares 5 algorithms: PC,
FGES, FCI, GFCI, RFCI.
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RQ2 first investigates the proportion of safety requirements violated by
at least one test scenario, given a fixed testing budget (RQ2.1); the goal
is to have a minimal test suite that covers as many safety requirements as
possible. Then, RQ2.2 evaluates the performance over testing time, so as
to see which algorithm achieves the goal earlier.

RQ3 evaluates the ability of the compared techniques of generating
critical (i.e., safety-violating) tests. The fitness function used in RQ2 is
what we called the adaptive function ΦA; this tracks the safety require-
ments that get covered during testing, so as to orient the test generation
toward scenarios more likely to cover the remaining requirements.

Besides requirements coverage, testers might be interested in the num-
ber of safety-violating test cases (possibly with more different tests violat-
ing a requirement). In fact, having only one example for a violated safety
requirement could be not satisfying for engineers; multiple diverse tests
violating the same requirements highlight possible different conditions un-
der which the violation occurs, each of which could trigger different faults
leading to that violation. Thus, a richer set of safety-violating tests can
support the root cause analysis and debugging task. This is pursued by
what was called the fixed fitness function ΦF , adopted in RQ3, which
pushes toward safety-violating scenarios without looking at the already-
covered safety requirements. To this aim, ΦF have been implemented in
CART and SAMOTA, FITEST and MOSA have been modified to make
them ignore the set of still-uncovered requirements in their fitness function.
These modified versions never update the set of covered requirements, al-
ways generating tests that try to cover all requirements.

RQ4 investigates the quality of the generated tests, considering their
fitness and diversity. As for fitness, the interest here is toward in those test
scenarios that, even though not causing a violation of the safety thresholds,
push the variables of interest (e.g., distance from pedestrians) very close
to a violation (i.e., “near-violating” test scenarios). Such tests highlight
suspicious behaviours and potentially dangerous situations. For instance,
a scenario in which the car stops very close to a pedestrian might be not
desirable even though it is not a collision, and testers may wish to check
them. Moreover, since all the compared techniques follow an evolution-
ary approach (which gradually improves solutions), it is also of interest
to check which technique produces higher-fitness tests, as tests with high
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fitness are more likely to evolve into safety-violating tests if more testing
time is available. Finally, multiple similar tests can trigger the same vi-
olation or near-violation (especially under the fixed fitness function that
can generates more tests for a requirement), while a typical desideratum
of test suites is to have diverse tests – hence diversity of the test scenarios
is also checked.

4.5.3 Experiment design

The case study used for the evaluation is Pylot [50], a well-known ADS
with state-of-the-art techniques based on pre-trained DNNs. It has a nat-
ural compatibility with CARLA [36], and it scored as a top submission for
CARLA Autonomous Driving Challenge. Pylot is also chosen because of
its high adaptability to customized techniques. A test case is character-
ized by sixteen input variables, describing the road type, the presence of
(possibly two-wheeled) vehicles in front, in adjacent or in opposite lane,
weather conditions, presence of pedestrians, of trees, of buildings, speed
(full list available in the replication package). Tests are generated with
input within the boundaries of the simulator’s domain, thus the scenarios
are as required by the simulator.

As output, the six requirements in Table 4.1 are considered. Informa-
tion about the output metrics is retrieved from the simulator. In particular,
the distance from the center of the lane is computed as the distance be-
tween the center of the vehicle and waypoints that are typically placed in
the center of the lane (when multiple lanes are available, the waypoints
follow, in case of lane changes, the trajectory that crosses the lane, pre-
venting a safety violation at each change); collisions are detected both by
collision events and by collected distances (from vehicles, pedestrians, and
static objects).

Three different experiments are run to answer RQ1, RQ2, and RQ3.
The comparison done in RQ4 uses the test suites produced in RQ2 and
RQ3 (with the adaptive and fixed fitness functions, respectively). For
RQ1, 1,000 random test scenarios are executed to investigate causal mod-
els and causal inference performance. For RQ2, each compared technique
is run 20 times to get statistically significant results (at significance value
α = .05). Every execution has a fixed time budget, which is 2 hours, in
line with Haq et al. [55]. Moreover, for the techniques that use a database
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of initial solutions (i.e., CART and SAMOTA-I), two databases of different
size are considered: one with exactly the same 39 test scenarios used in the
SAMOTA work [55], for a fair comparison, and one with 100 randomly gen-
erated test scenarios (called hereafter CART100 and SAMOTA-I100). The
39 tests used by SAMOTA are obtained by a 4-way combinatorial coverage
testing based on all the attributes used to define the test input space to gen-
erate diverse test cases. This results in eight techniques (CART100, CART,
SAMOTA-I100, SAMOTA-I, SAMOTA-E, FITEST, MOSA, RANDOM).
For RQ3, further 20 repetitions per technique are run, except RANDOM,
with the changed fitness function (the fixed one), again with a time budget
of 2 hours and with both databases of initial solutions. In fact, the RAN-
DOM technique does not distinguish fixed form adaptive function; for it
the same tests used in RQ2 are employed.

Overall, with 676 computing hours, the total number of tests is 4,457:
1,000 random generated tests for RQ1, plus 1,909 tests for RQ2 and 1,548
tests for RQ3 resulting from the 40 (20 + 20) runs for every techniques.
All experiments were run on a virtual machine built on Google Cloud
Compute Engine platform5. It was configured with Ubuntu 18.04 running
on Intel Haswell CPU (4 cores) with NVIDIA Tesla T4 (16 GB) and 16
GB memory.6 Further settings and RQ-dependent details are presented in
the following Section.

4.6 Results

4.6.1 RQ1: Usefulness of causal models

RQ1 uses a set of S = 1, 000 test scenarios generated by the RANDOM
technique and executed on the simulator. The procedure is as follows:
5% of these tests are used to train the causal model (training size ztr =
50 randomly-sampled tests); then, from the remaining 950 test scenarios,
further zts = 50 tests are randomly sampled as test set. 50 tests can be
considered as a “relatively small” test set (i.e., implicitly assuming that,
in a realistic environment, the number of tests easily gets to 50), so as to
show that causal models can be useful even with few entries.

5https://cloud.google.com/compute.
6Google LLC, 2020. G Suite, Available at: https://gsuite.google.com.

https://cloud.google.com/compute.
https://gsuite.google.com
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Training and test sets are denoted as TrS and TS, respectively. The
aim is to compare, for each of the 50 tests in the testing set, the real
observed outputs (specifically, the fitness ϕ(sk) of the test) against the
prediction done by the causal inference engine querying the causal model:
specifically, for each test sk = (xk;yk) ∈ TS, the CI engine queries the
causal model to predict what is the output under the input xk, thus getting
an estimate ŷk. The fitness is computed on the real observed output, yk,
and on the estimated one, ŷk (getting ϕk and ϕ̂k, which are then compared
to each other). In causal inference terms, this means predicting the effect
of applying an intervention. To account for randomness, this process is
repeated 20 times, with different training and test sets. The sample size
for simulating the intervention is set to η = 1, 000, which is the default
value in the used library, DoWhy.

To compare the predicted vs the actual output, the following two met-
rics are used: the percentage Root Mean Squared Error (%RMSE) and
the Rank Biased Overlap (RBO) for rankings comparison. The former is a
well-known metric to compare different models’ prediction, corresponding
to the RMSE normalized by the RMS value of the predicted value:

%RMSE =

√√√√ 1
n

∑n
k=1(ϕk − ϕ̂k)2∑n

k=1 ϕ̂
2
k

· 100 (4.3)

where ϕk and ϕ̂k are the actual and predicted fitness value of the k-th
test, respectively. This metric measures the accuracy of the fitness value
prediction – the lower, the better.

A tester may be interested just in the ability of the model to dis-
tinguish critical tests, rather than in predicting the exact output value.
Therefore the RBO is reported, a well-known metric to compute rank-
ings similarity that, unlike Spearman’s or Kendall’s correlation, weighs
the (dis)agreements on the top positions more than the ones at the bot-
tom. The t = 50 tests are ranked by their actual fitness from more to less
critical ones (list T ), and by their predicted fitness (list P ). The extrapo-
lated RBO bounded at t is [190]:

RBO(A,P, q, t) = At · qt +
1− q

q

t∑
d=1

Ad · qd (4.4)
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Table 4.3. RQ1 - CSD algorithms configuration

Algorithm Parameters and values
FGES scoreId = cg-bic-score, dataType = mixed, numCate-

goriesToDiscretize = 7, maxDegree = 3, faithfulnessAssumed
= True, numberResampling = 5, resamplingEnsemble = 1, ad-
dOriginalDataset = True

PC testId = fisher-z-test, fasRule = 2, depth = 2, conflictRule = 1,
concurrentFAS = True, useMaxPOrientationHeuristic = True

GFCI testId = cg-lr-test, scoreId = cg-bic-score, dataType = mixed,
numCategoriesToDiscretize = 7, maxDegree = 3, maxPath-
Length = -1, completeRuleSetUsed = False, faithfulnessAs-
sumed = True

FCI testId = fisher-z-test, depth = -1, maxPathLength = -1, com-
pleteRuleSetUsed = False

RFCI testId = cg-lr-test, dataType = mixed, numCategoriesToDis-
cretize = 7, depth = -1, maxPathLength = -1, discretize =
False, completeRuleSetUsed = False, numberResampling = 5,
resamplingEnsemble = 1, addOriginalDataset = True

where: At = |T1:t ∩ P1:t|/t is the proportion of the overlap of the T1:t and
P1:t lists (with elements from position 1 to t) of the ranking to be examined;
q is a parameter in (0, 1) that determines how steep the decline in weights
is, given to the positions in the list – a smaller q gives more weight to
the overlaps in top positions. q = 0.98 is used, giving the t = 50 ranks a
weight of 86% [190]. In order to build the causal model with the ztr = 50
randomly sample tests, five different CD algorithms are employed: PC,
FGES, FCI, GFCI, RFCI. Their configuration (Table 4.3) is the default
configuration in Tetrad [151] (and pycausal), used in various studies on
CD [193], [205].

The violin plots in Figure 4.1 show the distribution of %RMSE and
RBO. The %RMSE plot indicates that the prediction error done by query-
ing the causal model is between 5% and 6%, regardless the adopted CSD
algorithm. The good result is confirmed by the RBO metric, which is ap-
proximately between 0.6 and 0.7: this roughly means the two lists of tests
(made by ranking the real observed vs predicted fitness) have 60%-70% of
their ranks in common [190]. Also in this case, the CSD algorithm seems
to not have an impact. To confirm this statistically, the Friedman test [45]
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Figure 4.1. RQ1 - %RMSE and RBO of the 5 CSD algorithms

is run, a non-parametric hypothesis test for Analysis of Variance, which
assesses if there is at least one technique that significantly differs from
others.

For both %RMSE and RBO the null hypothesis of no significant differ-
ence between CD algorithms cannot be rejected (p-value equals 0.9655 for
%RMSE and 0.2177 for RBO). Thus, the CD algorithms turned out to be
statistically equivalent, any of them can be adopted in CART. In the next
RQs, CART is configured with GFCI, since it has slightly smaller %RMSE
and similar RBO to the others.

RQ1 answer
Causal inference is a useful tool for engineers to predict the effect of
hypothetical inputs on target outputs; the observed error in the case study
ranges from 5% to 6%.
The model predictions are also useful to rank the highest-fitness test first
(e.g., for prioritizing tests), as the ranking similarity is between 0.6 and
0.7. This can enable the design of new testing techniques based on causal
inference.
The CSD algorithm had no significant impact on the performance of the
prediction, as both the prediction error and ranking on the give models
built by the algorithms are statistically equivalent.
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Figure 4.2. RQ1.1 - %RMSE and RBO: CART causal models and SAMOTA
ML-based models

Comparing CART causal models against SAMOTA ML-based
models

In the following, a comparison is made between the prediction made
by causal models vs the prediction made by ML-based surrogate models
used by SAMOTA. For this comparison, the same configuration used for
the CD algorithms is considered, training SAMOTA from scratch. The
CD algorithm used is GFCI, the one used in CART. Figure 4.2 reports
the violin plots. The prediction made by using the causal model via inter-
ventions has considerably better (i.e., smaller) %RMSE (5% vs 15%), and
with much smaller variance (1.8 E-05 vs 1.5 E-03), meaning that it yields
estimates of the expected test output (hence of the fitness) much closer to
the real values and more stable. As a consequence, SAMOTA is expected
to generate worse tests (in terms of fitness). The next RQs will investigate
this hypothesis. Interestingly, SAMOTA has a slightly better (i.e., bigger)
RBO (about 0.68 vs 0.64). This means that SAMOTA surrogates could
rank a set of tests slightly better, even though their predicted fitness is far
from the real one; this can still be useful for prioritizing existing tests.
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4.6.2 RQ2: Coverage of safety requirements

For RQ2, all the testing techniques are run 20 times for 2 hours. For
SAMOTA and CART, which use an initial database D, |D| = 39 and |D| =
100 test scenarios are considered. CART uses GFCI as CD algorithm: in
the inference step, the sample size for simulating the intervention is kept as
η = 1, 000. The comparison is in terms of coverage, namely the proportion
of safety requirements violated, computed as:

coverage(S) =
|C(S)|
|R|

× 100 (4.5)

where S = {s1, s2, . . . sk} is the testing session executing k tests scenarios,
C(S) denotes the set of requirements violated by at least one test case in
S, and R is the set of safety requirements under consideration (6 in our
case).

To answer RQ2.1 the coverage after the 2-hours testing session is eval-
uated. Figure 4.3 shows the distribution of the coverage values over 20
repetitions. Except for CART100, all the techniques have a comparable
median (white dots) around 33%, namely, all are able to cover 2 out
of 6 requirements. None of them covers all requirements. CART and
SAMOTA-I cover 4 requirements in 2 and 1 cases respectively, achieving
a coverage of 36.67%. With a larger database, CART violates consistently
more than 2 requirements: CART100 has a median coverage of 50% (33.3%
for SAMOTA-I100) and violates 4 requirements (i.e., 66.7%) in 6 repeti-
tions (SAMOTA100 violates 4 requirements in 2 repetitions).

0% 20% 40% 60% 80%
Coverage

CART100
CART

SAMOTA-I100
SAMOTA-I

SAMOTA-E
FITEST
MOSA

RANDOM

Figure 4.3. RQ2.1 - Coverage effectiveness
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Table 4.4. RQ2.1 - Pairwise comparison

vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E FITEST MOSA RANDOM
CART100 7.40E-03 5.51E-02 1.65E-02 1.40E-03 1.00E-03 <1.00E-04 5.00E-04
CART - 1.00E+00 1.00E+00 1.00E+00 1.00E+00 1.00E+00 1.00E+00

SAMOTA-I100 - - 1.00E+00 1.00E+00 1.00E+00 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00 1.00E+00 1.00E+00 1.00E+00
SAMOTA-E - - - - 1.00E+00 1.00E+00 1.00E+00

FITEST - - - - - 1.00E+00 1.00E+00
MOSA - - - - - - 1.00E+00

The Friedman test detects a significant difference for at least one pair
(p-value = 2.66E-04). The Dunn test [37] is run for post hoc analysis
(that protects against the multiple comparison problem) to detect which
pair of techniques differ significantly. It confirms that CART100 is sig-
nificantly better than all the others (p-values are: 0.0165, 0.0074, 0.0014,
0.0010, 0.0005, and <0.0001 for CART100 against, respectively: SAMOTA-
I, CART, SAMOTA-E, FITEST, RANDOM, and MOSA) except against
SAMOTA-I100 but with a p-value slightly above 0.05 (0.0551). In all the
other pairs, differences are not significant – the p-values for all the pairs
are in the Table 4.4.

Table 4.5 reports, for each technique, the number of repetitions (out of
20) that covered the safety requirement. The two requirements DV and DT
are clearly the easiest to cover as all the techniques are able to consistently
find the respective violations with at least one scenario per repetition, and,
in some cases, even in every repetition (CART100, CART39, SAMOTA-
I39, SAMOTA-E). On the other hand, DCL and DS are more difficult to
cover, with techniques covering them in less (or equal for CART100 on the
latter requirement) than half of the repetitions; TR is covered only once
by CART100, SAMOTA-E, and MOSA. DP turned out to the hardest to
cover in our setting; no technique succeeds in covering it.

The superiority of CART100 shows that a bigger dataset has led to
higher-quality models and consequently to better test suites. Although
a small improvement is noticed also in SAMOTA-I100 compared to the
other SAMOTA versions, the impact of a bigger archive size is not so
pronounced as in CART. This suggests that causal models can benefit
more from greater archive size. In Section 4.6.5 this hypothesis is further
investigated.

An important advantage of causal models is their interpretability. They
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Table 4.5. RQ2.1 - Number of repetitions (out of 20) that violate require-
ments

Technique DCL DV DP DS DT TR
CART100 7 20 0 10 20 1
CART39 2 20 0 2 20 0
SAMOTA-I100 5 19 0 2 20 0
SAMOTA-I39 3 20 0 1 20 0
SAMOTA-E 0 20 0 0 20 1
FITEST 5 13 0 2 18 0
MOSA 2 15 0 0 19 1
RANDOM 2 18 0 0 20 0

Legend : DCL: distance from the center of the lane, DV: distance from
other vehicles, DP: distance from pedestrians, DS: distance from static

obstacles, DT: distance traveled, TR: traffic rules

are human-readable and allow a quick identification of inputs causally re-
lated to outputs, and consequently to safety violations. In particular, in-
specting the results and looking at the model, some input-output relations
can be spotted. For instance, it is possible to note that collisions with
other vehicles were mainly caused by the target speed of the ego vehicle,
the weather conditions, and the variables specifying the presence of other
vehicles (mainly the presence of a vehicle ahead of the ego vehicle in the
same lane). When the speed is too high in rainy conditions, the ego ve-
hicle hardly manages to avoid a collision with a vehicle on the same lane
that slows down. Similarly, the collisions with pedestrians/static objects
were heavily impacted by the roads the ego vehicle was spawned to (e.g.,
junction, straight road, highway).

More in general, engineers can get different types of insights from a
causal model in a relatively simple way compared to ML models. Figure 4.4
reports an excerpt of causal graph obtained, along with the weights from
the structural equation coefficients representing how much, on average, the
effect is expected to change for a change in the cause.

It is possible to get some insights from the model:
i) from the graph, note that Road ID (i.e., the part of the CARLA’s map
where the scenario takes place), Vehicle target speed, Road type (e.g.,
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Figure 4.4. Excerpt of causal model

“cross road”, “left/right turn”, “straight”) and Driving task (“follow road”,
“take 1st/2nd/3rd exit”) are all causally related to DCL. Furthermore, it is
possible to note that there are important differences between the mentioned
causes for the DCL effect. In fact, Vehicle target speed is also impacted by
Road type. This means that an even strong correlation between Vehicle
target speed and DCL can be well due to Road type that can cause both
Vehicle target speed and DCL, namely Road type is a confounder. Any
prediction based on that correlation without accounting (i.e.,controlling
for) Road type would fail. With causal inference, one can predict the causal
effect of Vehicle target speed, net of confounders and correctly attribute
the cause for an observed effect.
ii) The graph highlights that the violations of DS and DCL can be caused
by multiple variables together, and the underlying equations express the
strength of the causal effect of the causes. Also, common causes are also
of interest; for instance Road type is a common cause of both DCL and
DS.
iii) Several other patterns can be inspected. For instance, the chains of
causality connecting multiple inputs can be investigated, and assess the
direct and indirect effect (i.e., through other input variables) of an input
variable on the output. Other patterns can be identified [141], such as the
front-door criterion, highlighting situations in which it is not immediate
to derive a causal effect of an input of interest to the output.

The second sub-question of RQ2 (RQ2.2) was about the efficiency in
covering safety requirement.s To answer RQ2.2, the coverage over testing
time every 20 minutes is measured. Figure 4.5 shows that CART-100
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Figure 4.5. RQ2.2 - Coverage efficiency

achieves by far the highest coverage, with a rapid increase in the first 20
minutes. Also CART is better than the baselines in the first 20 minutes.
After 40 minutes, CART and SAMOTA-I100 are equivalent and slightly
better than the other baselines, and keep this superiority along the whole
test duration.

RQ2 answer
CART covers a proportion of safety requirements comparable to the other
techniques, but more efficiently, as it covers a higher proportion than
SAMOTA-I, SAMOTA-E, MOSA and FITEST in the first 40 minutes.
When fed with a larger knowledge (CART100, using 100 tests to build the
model), it markedly outperforms the other techniques, in terms of both
proportion of violated requirements and of efficiency.

4.6.3 RQ3: Detection of safety violations

With RQ3, the aim is to evaluate techniques in their ability to ex-
pose multiple violation of (possibly the same) safety requirements. Indeed,
while RQ2 already shows that CART covers more safety requirements than
competitors and earlier, having only one example for a violated safety re-
quirement could be not satisfying for a tester. Multiple diverse violating
tests highlight possible different conditions under which a violation occurs,
each of which could trigger different faults leading to that violation. This
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Table 4.6. Example of multiple safety-violating tests for DV requirement

Road Type Road ID Vehicle in
Adjacent Lane

Two-wheeled
Vehicle in Front

Two-wheeled Vehicle
in Adjacent Lane

Two-wheeled Vehicle
in Opposite Lane Weather Vehicle

Target Speed DV

Cross Road 0 0 1 1 1 Cloudy 40 Violated
Cross Road 1 0 1 0 0 Cloudy 40 Violated
Straight 3 0 1 0 0 Wet/cloudy 30 Violated
Right Turn 2 0 1 1 1 Cloudy 40 Violated
Cross Road 2 0 1 0 1 Cloudy 40 Violated
Cross Road 2 0 1 0 0 Cloudy 40 Violated
Cross Road 2 0 1 0 1 Cloudy 40 Violated
Straight 3 0 1 1 0 Clear 40 Violated
Right Turn 2 0 0 0 0 Wet 40 Violated
Cross Road 1 1 0 1 1 Wet/cloudy 40 Violated
Cross Road 2 0 0 1 0 Wet 40 Not violated
Cross Road 2 0 0 0 0 Wet 40 Not violated

supports the root cause analysis and debugging task.
For instance, let us assume to have a same safety violation of the DV

safety requirement exposed by multiple failing tests, as shown in Table
4.6. The Table shows that the DV violation is present in quite differ-
ent scenarios (with different values of the “Road ID”, i.e., the part of the
CARLA’s map where the scenario takes place, and “Weather” conditions),
which can be due to different faults, activated by different combinations
of (possibly a subset) of the variables. Except for one test (red cells), the
failed tests have at least one input among “Two-wheeled Vehicle in Front”,
“Two-wheeled Vehicle in Adjacent Lane” and “Two-wheeled Vehicle in Op-
posite Lane” equal to 1 (yellow cells). This suggests that the presence of
a two-wheeled vehicle is a possible fault trigger, hence providing insight
into the root cause of the violation - e.g., the autopilot’s DNN for obstacle
detection could be inaccurate in detecting two-wheeled vehicles. Having
multiple violations (i.e., multiple manifestations of the fault) helps to spot
the problem. In addition, the Table shows that the violation is present
also when no two-wheeled vehicle is present (the red row). The red-cells
test has two input values, “Road Type” and “Road ID” that are the same
as another failing test (orange cells). Therefore, this can suggest an addi-
tional fault, or at least a more complex activation pattern not depending
solely on the “two-wheeled” input variables.

If engineers had just one of the above tests, it would be much harder to
derive some conclusion about possible causes of the safety violation. The
implications are therefore for the root cause analysis and debugging phase.

To assess the ability of the techniques of finding multiple violations,
all the techniques are run again 20 times for 2 hours, but with a fixed
fitness function. The comparison is in terms of number of violations of
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Figure 4.6. RQ3.1 - Number of violations

safety requirements exposed by a testing session S, denoted as v(S). vi(S)
denote the number of violations of the i-th safety requirement.

Results for RQ3.1 (how many violations are found) are in Figure 4.6.
The Friedman test detects a significant difference for at least one pair (p-
value = 2.2E-16). Table 4.7 reports the p-values for pairwise comparisons,
again with the Dunn test. CART100 is confirmed to significantly outper-
form all the algorithms. CART significantly outperforms FITEST, MOSA
and RANDOM, while, despite the greater average value, cannot be claimed
to be different from all SAMOTA variants.

Figure 4.7 shows the average number of tests violating at least one
safety requirement, and the average number of executed tests. Since a test
can violate more than one requirement, this is different from the number
of violations. Besides exposing more violations, CART100 generates more
safety-violating tests (as well as a higher ratio of safety-violating tests over

Table 4.7. RQ3.1 - Number of violations, pairwise comparison

vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E FITEST MOSA RANDOM
CART100 5.25E-01 4.00E-04 4.90E-03 1.50E-03 <1.00E-04 <1.00E-04 <1.00E-04
CART - 2.02E-01 8.18E-01 4.56E-01 <1.00E-04 <1.00E-04 <1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00 5.70E-03 5.40E-03 1.12E-01
SAMOTA-I - - - 1.00E+00 4.00E-04 4.00E-04 1.33E-02
SAMOTA-E - - - - 1.50E-03 1.40E-03 3.62E-02

FITEST - - - - - 1.00E+00 1.00E+00
MOSA - - - - - - 1.00E+00
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Figure 4.7. RQ3.1 - Number of tests and safety-violating tests

the executed ones).
Figure 4.8 shows the analysis on the ability of tests to violate more

than one requirement, representing very critical scenarios. The Figure
shows the number of tests violating 1, 2, and 3 safety requirements to-
gether (no test violates more than 3 requirements). CART100 with the
fixed fitness function is the only technique generating more tests that vi-
olate two requirements than those violating a single requirement. It also
finds a test violating 3 requirements together (DV, DS, TR). CART is the
second technique generating tests violating two requirements, followed by
SAMOTA-I and SAMOTA-I100.

Table 4.8 reports the average violations of each requirement. The DP
and TR requirements are violated by no technique in this fixed-fitness
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Figure 4.8. RQ3.1 - Number of tests with one or more violations
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Table 4.8. RQ3.1 - Average number of violations

qi qTechnique DCL DV DP DS DT TR
CART100 0.00 6.10 0.00 0.05 7.50 0.00 13.65
CART 0.05 5.25 0.00 0.00 5.65 0.00 10.95
SAMOTA-I100 0.15 3.20 0.00 0.00 5.45 0.00 8.80
SAMOTA-I 0.05 3.50 0.00 0.00 5.90 0.00 9.45
SAMOTA-E 0.10 2.45 0.00 0.00 6.55 0.00 9.10
FITEST 0.15 1.70 0.00 0.00 3.05 0.00 4.90
MOSA 0.25 2.10 0.00 0.00 2.15 0.00 4.50
RANDOM 0.10 2.65 0.00 0.00 3.20 0.00 5.25

Legend : DCL: distance from the center of the lane, DV: distance from
other vehicles, DP: distance from pedestrians, DS: distance from static

obstacles, DT: distance traveled, TR: traffic rules

configuration. DT and DV are the most frequently violated, followed by
DCL, which is however never violated by CART100. Except CART100, no
other technique violates DS. It is worth noting that, while the adaptive
function (used in RQ2) tends, when a requirement is already covered, to
target other requirements, the fixed function tends to violate more often
some specific, more failure-prone, requirements (e.g., many violations to
DV and DT are generated). For instance, in the adaptive case, CART100

was able to cover 5 different requirements in 6 out of 20 repetitions, which
never happened in this configuration, but of course detecting a lower av-
erage number of total violations (9.4 vs 13.65).

Finally, Figure 4.9 plots the efficiency comparison (RQ3.2). It clearly
shows that both CART100 and CART detect more safety violations since
the beginning, thus supporting the early identification of critical scenarios.

RQ3 answer
CART100 and CART detect the greatest number of violations after the en-
tire testing session, expose more violations earlier, generate more safety-
violating tests and with a better ratio of safety-violating tests over total
tests.
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Figure 4.9. RQ3.2 - Efficiency

4.6.4 RQ4: fitness and diversity

RQ4 investigates the fitness values and diversity of the generated tests.
This comparison is done on the test suites produced in RQ2 and RQ3
(with the adaptive and fixed fitness functions, respectively) by the best-
performing techniques, which are: CART100, CART, SAMOTA-I100, SAMOTA-
I and SAMOTA-E.

Fitness evaluation

To evaluate the fitness of tests, the values of the output variables of
each test are considered (i.e., DT, DP, DV, DS, DCL). The TR output is
excluded, since it is not a continuous but a binary variable (all other 5 are
distances).

Figures 4.10 and 4.11 report the (min-max) normalized values for each
output variable, averaged over all the test scenarios generated in the 20
repetitions, split in two groups: failing (i.e., safety-violating) and non-
failing tests. For all of them but DCL, the smaller the better; for DCL,
(1−DCL) is reported. The plots show that CART and CART100 achieve
better values for almost all the 10 output variables (5 for the adaptive
fitness function, RQ2, and 5 for the fixed one, RQ3), except for DT, in both
the datasets. The results are confirmed for both groups, with, expectedly,
a more pronounced advantage of CART in failing tests.
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Figure 4.10. RQ4 - test suite fitness per requirement (failing tests)
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Figure 4.11. RQ4 - test suite fitness per requirement (not failing tests)

Considering the whole test set, the Friedman hypothesis test rejects
the null hypothesis of no difference between the techniques (p-value <
0.05) in all the cases but two: DT and DV in the adaptive case (p-values:
0.949, 0.9578, respectively). Table 4.9 reports the p-values for the pairwise
comparison with the Dunn test for the adaptive case. The comparison
highlights that CART and CART100 are significantly better (p-value <
0.05) than all SAMOTA variants for three outputs (DP, DCL, DS). While
the difference is confirmed to be not significant for DT and DV (p-values
for DV are not reported as they were all 1.00E + 00).

In the fixed case, the Friedman test rejects the null hypothesis of no
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Table 4.9. RQ4 - p-values for pairwise comparison. Adaptive fitness

(a) Distance from the Center of the Lane
(DCL)

vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E
CART100 1.00E+00 1.14E-02 <1.00E-04 1.00E-04
CART - 2.50E-03 <1.00E-04 <1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(b) Distance with Pedestrians (DP)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 4.00E-01 <1.00E-04 1.68E-02 3.20E-03
CART - <1.00E-04 <1.00E-04 <1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(c) Distance with Static obstacles (DS)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 1.00E+00 1.03E-02 5.00E-04 5.00E-04
CART - 1.00E-04 <1.00E-04 <1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(d) Distance Traveled (DT)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 1.00E+00 1.00E+00 6.20E-02 2.85E-01
CART - 1.00E+00 6.20E-02 2.85E-01

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

difference between in all the cases. Table 4.10 reports the p-values for the
pairwise comparison. In this case, CART100 and CART are significantly
better than SAMOTA in the DP, DV and DS output (with the exception
of SAMOTA-I vs CART100 for DS, p-value = 0.1435). For DCL, the sig-
nificant differences are CART vs SAMOTA-I and CART vs SAMOTA-E
(the others, although in favour of CART, are not significant). For DT, the
only significant difference is SAMOTA-I100 vs CART100, in favour of the
former.

Overall, the results indicate that CART100 and CART generate tests
that push almost all the output variables closer to the thresholds, gen-
erating near-violating scenarios, especially with the fixed fitness. These
could better highlight critical behaviours (e.g., the car stops very close to
a pedestrian, which might be not desirable even though not a collision),
and can make it easier to manually derive violating scenarios by tuning the
obtained near-critical ones. Moreover, since CART follows an evolutionary
approach, these high-fitness tests would more likely evolve into violating
tests with more testing time available for the algorithm.

Diversity evaluation

As for diversity of the test suites, the Test Set Diameter (TSD) is used,
a well-known metric for black-box test suite diversity used in test priori-
tization [43, 120, 62], computed on the 20 repetitions for both test suites
(generated in RQ2 and RQ3). The TSD is computed via the Normalized
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Table 4.10. RQ4 - p-values for pairwise comparison. Fixed fitness

(a) Distance from the Center of the Lane
(DCL)

vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E
CART100 9.20E-02 1.00E+00 1.00E+00 6.23E-01
CART - 7.40E-02 2.00E-03 <1.00E-04

SAMOTA-I100 - - 1.00E+00 7.34E-01
SAMOTA-I - - - 1.00E+00

(b) Distance with other Vehicles (DV)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 1.00E+00 <1.00E-04 <1.00E-04 <1.00E-04
CART - <1.00E-04 1.00E-03 1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(c) Distance with Pedestrians (DP)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 1.00E+00 <1.00E-04 <1.00E-04 <1.00E-04
CART - <1.00E-04 <1.00E-04 <1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(d) Distance with Static obstacles (DS)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 3.77E-01 4.50E-02 1.43E-01 5.50E-03
CART - <1.00E-04 <1.00E-04 <1.00E-04

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(e) Distance Traveled (DT)
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 5.85E-02 3.17E-02 1.00E+00 1.00E+00
CART - 1.00E+00 3.54E-01 1.41E-01

SAMOTA-I100 - - 2.16E-01 8.08E-02
SAMOTA-I - - - 1.00E+00

Compression Distance (NCD1):

NCD1(X) =
C(X)−minx∈X{C(x)}
maxx∈X{C(X\{x})}

(4.6)

TSD(X) = max{NCD1(X),maxY⊂X{TSD(Y )}} (4.7)

where x ∈ X denotes a test, X the whole test suite, and C(X) is the length
of compressing X with the bzip2 compression program. [43]
Figure 4.12 shows that CART with the adaptive fitness function produces
test suites with more diverse inputs and outputs. For the inputs (Fig.
4.12a), the difference is however significant only for CART vs SAMOTA-
I100 (p-value: 0.0157), while for the outputs (Fig. 4.12b) the p-values
are: 0.0013, <0.0001, and 0.0006 vs, respectively, SAMOTA-I, SAMOTA-
I100, SAMOTA-E). The second one is CART100. With the fixed fitness,
the test suites, especially those by CART100, have (statistically) worse
diversity than SAMOTA in both inputs and outputs (Fig. 4.12c, 4.12d),
while CART is statistically equivalent to SAMOTA for outputs and worse
for inputs. Tables 4.11 and 4.12 report the p-values for all the pairwise
comparisons.

The observed smaller diversity in the fixed fitness function is a side
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Figure 4.12. RQ4 - test suite diversity

effect: the focus of the fixed fitness function on exposing critical tests is
exploited by the CART’s causal models more than the SAMOTA’s surro-
gate models to learn input-output relations, giving higher fitness but also
more similar tests. Improving diversity with the fixed function too is an
interesting future step worth investigating.

RQ4 answer
With the adaptive fitness function, CART and CART100 produce test
suites that have higher fitness values for 4 out of 5 requirements and have
a better diversity than the compared algorithms. With the fixed fitness
function, they produce test suites with (even) higher fitness values for 4
out of 5 requirements, but with worse diversity.

4.6.5 Additional remarks

Like SAMOTA-I, CART requires an initial database of executed sce-
narios to build the model, which can be taken from historical driving data
or from past tests data. When unavailable, the database generation entails
a start-up cost. This is, however, paid off not only by a more effective and
efficient testing, but also by yielding a causal model characterising the sys-

Table 4.11. RQ4 - p-values for pairwise comparison. Adaptive fitness

(a) TSD on input
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 5.54E-01 1.00E+00 1.00E+00 1.00E+00
CART - 1.57E-02 1.00E+00 1.00E+00

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

(b) TSD on output
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 9.01E-01 1.10E-03 3.38E-01 2.01E-01
CART - <1.00E-04 1.30E-03 6.00E-04

SAMOTA-I100 - - 8.11E-01 1.00E+00
SAMOTA-I - - - 1.00E+00
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Table 4.12. RQ4 - p-values for pairwise comparison. Fixed fitness

(a) TSD on input
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 4.34E-01 <1.00E-04 <1.00E-04 <1.00E-04
CART - <1.00E-04 2.60E-03 2.62E-02

SAMOTA-I100 - - 1.00E+00 9.21E-01
SAMOTA-I - - - 1.00E+00

(b) TSD on output
vs CART SAMOTA-I100 SAMOTA-I SAMOTA-E

CART100 9.70E-03 5.00E-04 <1.00E-04 4.00E-03
CART - 1.00E+00 1.00E+00 1.00E+00

SAMOTA-I100 - - 1.00E+00 1.00E+00
SAMOTA-I - - - 1.00E+00

Table 4.13. Coverage of safety requirements of CART with different initial
database size

Technique Mean Std.Dev
CART150 0.48 0.06
CART100 0.48 0.14
CART 0.37 0.10

tem under test – a useful asset to support other quality-related activities
besides testing. Also, with a causal model, it is relatively easy to embed
domain knowledge by engineers, which would further boost performance.
Specifically, adding knowledge requires specifying known (or forbidden)
cause-effect edges in the graph. In the evaluation, this option has been left
out for the sake of full automation, but also to avoid human intervention
that could have biased the result (in favour of CART). Indeed, in a real
setting known cause-effect relations would be added to the model so as to
fine-tune CART for a certain context.

Related to this, the results suggest that having a larger database could
be beneficial. To assess this hypothesis, an additional experiment has been
performed with CART, setting an initial dataset of 150 random tests, 20
repetitions. Results are reported in Table 4.13. They show that both
CART100 and CART150 improve over CART with 39 initial tests. On the
other hand, no significant difference can be noticed between CART150 and
CART100, except a better standard deviation for the former – hence more
stable results. By inspecting the causal graph generated by the causal
structure discovery algorithms in the two cases, they turned out to be the
same. It is possible to conclude that 100 test cases were enough in this
scenario to learn a close approximation of the “true” causal model, and
further tests add little.

Finally, the CI queries to derive a test impact the test generation time.
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The impact is however negligible, as the average generation time for a test
case over all the CART (and CART100) executions turned out to be 7.25
seconds per test, which is 1.3% of the average test execution time (that
is ≈ 9 minutes). As shown by the efficiency plots (Fig. 4.5 and 4.9), this
has not undermined the gain of our solution. If needed, this time can be
reduced by implementing policies for sampling values for the intervention
(i.e., for the CI queries). The literature proposes some strategies in this
regard. For instance, an option is to select the intervention maximizing the
information gained (i.e., minimize the uncertainty) about the true graph
– hence intervene to better learn the “true” graph [169]. A different path
can be to set an intervention trying to maximize/minimize the desired
test objective(s) (e.g., increase coverage or fitness), or maximize diversity.
These criteria can be implemented in several ways, e.g., via probabilistic
sampling (e.g., (non-)uniform random sampling), search- or learning-based
techniques, adaptive strategies (using previous selections to drive the next
ones).

4.7 Threats to validity

The time budget for each technique is set at 120 minutes (according
to [55]). This is both to limit the experimentation (almost 700 computing
hours) and to fairly compare with previous experiments. Giving more or
less time to each technique could lead to different results. Even if the
input variables (16 input variables) constitute a large input space, it can
be worth considering more variables in a real-world system. This could
affect the performance of causal discovery, for which scalability is an open
challenge. However, CSD algorithms have shown tractable running time
on datasets with up to 500 variables [148], which is indeed a remarkable
upper bound for setting up effective testing sessions.

The use of a simulator can be a further threat to validity. For instance,
it may rarely generate scenarios physically impossible. However, manual
inspection of the executed scenarios did not reveal any such case. The
use of simulators is widespread in ADS, as testing in the real world is
costly, and this has pushed toward the development of high-fidelity sim-
ulators like CARLA. Indeed, challenges are still open about simulators’
representativeness [170], but they are increasingly trustable and are often
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an obliged path [57], [58].
The initial database of tests provided to CART and SAMOTA-I can af-

fect performance; two databases have been used, one provided by SAMOTA’s
authors and one of the randomly generated tests, to mitigate the impact.
Replicating with different databases would enforce the results. Also, the
results are obtained under default setting of Tetrad and DoWhy; a fine-
tuning of CSD algorithms and CI estimation methods is left to future
work.

Despite the efforts to ensure defect-free code – the CART prototype
and the infrastructure code interfacing to CARLA, partially borrowed from
[55] - their presence cannot be excluded. Last but not least, experiments
are on one specific ADS and simulator. Although Pylot and CARLA are
representative widely-used choices [131, 39], replicating the experiments
with other subjects is needed to improve external validity. Finally, CART
is evaluated on the same six safety requirements used by SAMOTA; how-
ever, CART is not tied to these specific requirements, it can be used with
any other safety requirement of interest, provided that their violation can
be checked (i.e., there is an oracle).



Chapter 5
Instantiating RBST for
stateful testing

5.1 Preliminaries

In many environments, it can be beneficial to exploit dynamic factors
and formulate the testing tasks in a stateful manner, where a test case
consists of a sequence of inputs. This approach can be particularly useful
when testing dynamic systems that evolve over time in response to input
sequences. When the dynamic behavior of the SUT is described through
control- or data-flow graphs, various model-based testing techniques can
be applied (Section 2.2.2). These techniques, by exploring diverse input
sequences, are especially effective for systems with smaller, more controlled
state spaces.

On the other hand, in complex, black-box environments with large,
uncertain state and input spaces — such as in online ADS testing — it
can be challenging to predetermine the effects of specific input sequences
on the SUT. Here, RL is often employed to automate testing tasks: by al-
lowing an RL agent to interact with the environment using a well-defined
objective function, it can autonomously learn sequences of inputs that are
likely to lead to failures. RL has an inherently causal aspect, as it learns
a policy for selecting actions — i.e., inputs — by actively intervening in
the environment. In other words, RL learns from interventional data and
not observational data. In the literature, the connections and synergies
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between CR (i.e., with causal frameworks and CI, starting from observa-
tional data) and RL have been exploited, giving rise to Causal Reinforce-
ment Learning (CRL). In CRL, actual physical interventions done in an
environment are combined with causal modeling where interventions are
simulated on a causal model of the environment. Its exploitation for soft-
ware testing can be helpful in dealing with sequential tasks (e.g., stateful
testing). As discussed in the following of this Chapter, the same synergies
can be employed to instantiate RBST for CRL.

5.1.1 Reinforcement Learning

Reinforcement Learning (RL) is the process of learning what to do
(i.e., how to relate circumstances to actions) in order to maximize a re-
ward [174]. The learner (a.k.a. agent) is not instructed on actions to take,
but, interacting with its environment, explores which actions produce the
highest reward.

The RL process can be formalized through a Markov Decision Process
(MDP), a classical model for sequential decision-making, where actions do
not influence just immediate reward, but also the following states. An
MDP is defined by a tuple (S,A, P,R, γ), where: S and A are respectively
the sets of states and actions; P is the state transition probability function
P (st+1|st, at), assigning the probability of state st+1 at time step t+1, given
state st and action at at time step t; the reward function R : S × A → R
maps a state-action pair to the set of real values; γ ∈ [0, 1] is the discount
factor controlling the trade-off between future and immediate rewards.

At time step t, the agent observes the state of the environment st,
and selects an action at based on its policy π. The policy is generally a
stochastic function π : S → A that yields the probability of selecting action
at ∈ A in state st ∈ S at step t. At step t+1 the environment outputs the
next state st+1 and a scalar value rt+1, rewarding the goodness of action
at. The reward is the learning signal, that the agent aims to maximize.
Through the interactions with the environment, the agent learns an op-
timal policy π∗, that maximizes the total expected reward the agent gets
in its lifetime (the expectation accounts for the randomness of both the
transition probability function of the environment and the policy). The
RL methods in the literature differ in how they update the agent’s policy
as further experience becomes available.
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The most common RL algorithms are model-free (not equipped with
a model of the environment). Within this family, RL algorithms can be
categorized into value-based, policy-based, or a combination of the two.
Value-based algorithms learn a value function giving an estimate of “how
promising” a state (or a state-action pair) is. The estimate is computed
as the total expected reward through a state-value function V (s) (or an
action-value function Q(s, a)). The policy is then built by choosing in
each state the action that maximizes the value function. Policy-based
methods (e.g., policy-gradient) maximize the total expected reward by
finding a policy through stochastic gradient ascent with respect to the
policy parameters (e.g., the parameters of a neural network).

One of the most important value-based algorithms is Q-learning, pro-
posed in 1989 by Watkins [189]. It learns an action-value function Q(s, a),
updated as new data becomes available. The agent’s knowledge is rep-
resented as a table (named Q-table) mapping states and actions to the
expected reward. At each time step, the agent starts from state st, selects
the action with the highest Q-value (max

a∈A
Q(st, a)), enters next state st+1,

and collects the reward rt+1. Finally, it updates the Q-value of the starting
state-action pair (st, at) as:

Q(st, at)← Q(st, at) + α

[
rt+1 + γmax

a∈A
Q(st+1, a)−Q(st, at)

]
where: γ is the discount factor and α ∈ [0, 1] is the learning rate, control-
ling the step size at which the Q-values are updated.

Advances in deep learning have led to the development of deep RL
(DRL) algorithms like Deep Q-Network (DQN) [121]. DQN combines the
Q-learning paradigm with a neural network that receives a state as input
and approximates the Q-values for each potential action as output. The
neural network replaces the Q-table and concisely stores the agent’s expe-
rience, handling large state spaces such as continuous ones. To enhance
stability during training, DQN typically utilizes a buffer of past experi-
ences. During training, it randomly samples batches of experiences to
update the weights of the neural network. Additionally, for stabilization,
DQN uses an auxiliary network (also called target network), a copy of the
network being trained. The weights of such network are kept frozen for
a certain number of training steps so that the original network is trained
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with a fixed target. DQN handles continuous state spaces, but still re-
quires actions to be discrete, as its update rule requires a maximization
over all the actions for a particular state.

Both Q-learning and DQN use a behavior policy in training to explore
the environment and look for actions that lead to high rewards. A common
policy is ϵ-greedy, the parameter ϵ representing the probability of choosing
a random action instead of relying on the Q-value function (respectively
a table and a neural network). Typically, ϵ is set to 1 at the beginning of
training, so the agent starts choosing a random action. As training pro-
gresses and the agent acquires knowledge of the environment, ϵ gradually
decreases, and the agent starts selecting actions greedily with higher prob-
ability. The annealing schedule, i.e., the rate at which ϵ decreases over
time, is problem-specific, as it depends on the rate of exploration that is
required to effectively learn a task.

5.1.2 Model-based RL

RL systems may use a model of the environment to infer about its
behavior and, for instance, predict the next state (and reward) given the
current one and an action. The use of the model opens the possibility for
planning activities (in addition to learning), namely deciding the actions to
perform by considering possible future circumstances without actually ex-
periencing them. Methods that integrate learning and planning are called
model-based and differ from model-free ones that are explicitly trial-and-
error.

Figure 5.1 shows an overview of possible connections between planning
and learning. The base functioning of an RL agent includes only steps
f○ (i.e., use the observations to update the Policy/Value function) and e○

(i.e., use the Policy/value function to decide the action, given a certain
state). On the other hand, the design of model-based methods can be
decomposed into two steps additional steps [122]: the first is dynamic
model learning, namely learning a model of the environment; the second is
planning over the model to recommend an action and/or improve a learned
policy or value function. Specifically, the step g○ includes the training of
a model based on real agent experience (i.e., observations) and then use
the model for the planning phase a○. The planning phase could consist,
for instance, in using the model as a “surrogate” of the environment, to
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Figure 5.1. Model-based RL overview [122].

generate hypothetical trajectories (or sequences) of state-action pairs. The
outcome of the planning phase can be used to directly decide the action d○;
here, a number of strategies to combine the decisions from the Policy/Value
function and the planning phase can be set up. On the other hand, the
planning phase can be used with respect to the Policy/Value function.
Specifically, in step c○ the outcome of the planning is used as training
targets for the policy/value, while in step b○ the information from the
policy/value is used to improve the planning procedure (e.g., by generating
trajectories based on the actual policy/value function).

It is worth stressing that subsets of these steps, and not necessarily all,
can be employed to formulate a model-based RL strategy. For example,
the model can be learned from experience but, in some environments like
the games Go or chess, it can be fully predefined at the beginning (i.e., step
g○ is not needed). Another example of integrated planning and learning
has been presented by Sutton [173] with an architecture called Dyna. Here
the model is employed to make one-step predictions St,a → St+1 to update
the policy (i.e., step c○).
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5.2 RBST for Causal Reinforcement Learning

Causal Reinforcement Learning. RL is inherently causal. By de-
sign, it is an interactive learning process where the agent learns from data
generated through experimentation, or more specifically, by intervening in
the environment. This interaction can be modeled as a decision-making
process using a MDP. The actions taken by the agent directly correspond
to do-operations in causal inference [47], where each action leads to a spe-
cific effect. Therefore, every action taken, given the current state, has a
causal relationship not only with the reward but also with the subsequent
state.

With the advancements in the CR literature, the connections between
RL and causality have been exploited, giving rise to CRL. It can be defined
as “a suite of algorithms which aim at embedding causal knowledge into RL
for more efficient and effective model learning, policy evaluation, or policy
optimization” [200]. It is formalized through two main components: i) an
RL model setting, e.g., MDP, POMDP, MAB, etc., and ii) causal-based
information (e.g., an SCM) regarding an environment or task.

Although there is no work so far that applies CRL in software test-
ing, there are works studying causal RL in the model-based RL settings
[200, 33]. For instance, Lu et al. [107] propose a model-based RL method
that estimates an SCM from observational data with the time-invariant
confounder between the action and reward based on the latent-variable
model proposed by Louizos et al. [106]. Gasse et al. [47] combine interven-
tional data with observational data to estimate the latent-based transition
model, which can be used for model-based RL. Wang et al. [188] focus on
how to improve the sample efficiency of the online algorithm by incorpo-
rating large amounts of observational data in the model-free RL settings.
They follow the assumption that the transition kernels and reward func-
tions are linear so that the corresponding SCMs are also linear [143]. In
general, in an online tutorial1, Bareinboim divides the CRL activities into
six tasks: 1) Generalized policy learning, how to learn policy by system-
atically combining offline and online modes of interaction [201, 128]; 2)
deciding when and where to intervene, to refine the policy space [203, 96];
3) Counterfactual decision-making, defining optimization criterion based

1https://crl.causalai.net

https://crl.causalai.net
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on counterfactuals rather than interventions [202]; 4) Generalizability and
robustness of causal claims, to study the transportability of policies [26];
5) Learning causal models, how to discover the causal structure combining
both observational and interventional experience [77]; and 6) Causal Imita-
tion Learning, policy learning with unobserved rewards [90]. An important
research effort is required in a better exploitation of the advances in the
CRL literature, as several of the techniques developed for the mentioned
tasks find large application in the software testing domain.

RBST instatiation An MDP can be naturally mapped onto a causal
model, as depicted in Figure 5.2. Specifically, the model captures a single
transition from time step tn to tn+1, where each state variable S1, . . . , Sn

at tn potentially influences all state variables at tn+1. Although in certain
cases, the relationships among state variables might be more constrained,
this model assumes no prior knowledge of such dependencies. Therefore, it
allows for any variable at tn to affect all others at tn+1. The action taken
at time step tn affects the subsequent state Stn+1 and the reward, and in
turn, the state at tn+1 influences the reward.

Under this setting, CRL extends traditional model-based RL by inte-
grating causal models that distinguish between observed transitions, coun-
terfactual transitions, and potential transitions. For example, CRL can
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leverage interventions and counterfactual reasoning to generate unobserved
transitions, which can be used to update the policy of the RL agent. This
allows the agent to learn not only from direct experience but also by rea-
soning about hypothetical scenarios — e.g., what would have happened
had a different action been taken in a given state.

Figure 5.3 illustrates this process using the Dyna architecture [173].
In this setup, the causal model is used to complement the standard RL
components — policy/value functions, actions, and data collection — by
adding a causal “Model” and a “Planning” phase. Real experience, rep-
resented as transitions of the form ⟨statetn , action, statetn+1 , reward⟩, is
used to fit a SCM such as the one in Figure 5.2. Then, starting from ob-
served transitions such as ⟨s0, a1, s1, r1⟩, the causal model is used to infer
a number of potential transitions ⟨s0, a2, s2, r2⟩, representing hypothetical
outcomes in case a different action had been taken. Counterfactuals on the
SCM allow the agent to explore these unobserved, hypothetical transitions.
This enables the agent to plan more effectively by simulating potential out-
comes based on hypothetical interventions, thus leveraging both observed
and inferred data to improve decision-making.

Although the mentioned process is potentially applicable to every RL
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Algorithm 2 DQN with CRL
1: Initialize Replay Buffer B, Planning Buffer P, and DQN agent
2: while not termination condition do
3: Initialize environment and set initial state s0
4: while episode not done do
5: Select action at based on ϵ-greedy policy from Q(st, at)
6: Execute action at, observe reward rt and next state st+1

7: Store transition tt = (st, at, rt, st+1) in B
8: if B size > mini-batch size then
9: Sample a mini-batch from B and train DQN

10: end if
11: if P size > mini-batch size then
12: Sample a mini-batch from P and train DQN
13: end if
14: if number of steps ≥ target update interval then
15: Update target policy
16: end if
17: end while
18: Planning Phase:
19: Select observed transitions T from B
20: for each transition t in T do
21: Compute counterfactual transition tc
22: Store tc in P
23: end for
24: end while

agent, let DQN be the guiding example to explain the functioning. As
explained in Section 5.1.1, DQN uses a buffer of past experience (i.e.,
observed transitions in Figure 5.3) from which, at each timestep, it samples
a mini-batch and uses it to train the neural network that approximates the
Q-value function. With CRL, this buffer is complemented by a buffer of
counterfactual transitions, so that the agent can sample and train from
both. More formally, Algorithm 2 illustrates this basic functioning, where
the lines due to CRL are highlighted in green. The major addition is
the planning phase (lines 18-23). In particular, it requires the selection
of a number of transitions from B (e.g., a predefined number or all the
transitions of the last episode) and then for each of them, with the use of
the SCM, a counterfactual is computed. In this case, the RBST user is
required to select the rationale of the counterfactual. Specifically, both the
variable(s) on which to intervene and also the value to assign have to be
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chosen. For instance, testers may want to ask what would have happened
if a different action was performed in the same state, or the same action
was performed but in a different initial state. In any case, the results are
stored in P, from which a mini-batch is sampled after each step to train
the DQN agent (lines 11-13).

By integrating causal reasoning with model-based planning, CRL can
produce more robust policy updates, as it can predict the effects of un-
seen actions and handle uncertainty in environments where actions exhibit
complex interdependencies. Furthermore, this integration holds significant
potential for improving the efficiency of the learning process. By reasoning
about both observed and hypothetical transitions, especially in complex
environments, an agent can significantly boost the exploration of the tran-
sition space, thus speeding up the learning.

5.2.1 Motivation study

To validate and evaluate the proposal, the CartPole environment is
used as a case study [91], a simple, well-known, RL environment. In this
environment, a pole is fixed at one end on top of a moving cart, and the
goal is to prevent the pole from falling over by controlling the cart’s move-
ment. The state space is a set of four continuous variables representing the
position and velocity of the cart, as well as the angle and angular velocity
of the pole. The action space is discrete, allowing two possible actions:
moving the cart left or right. The reward function is simple — each time
step that the pole remains upright, a reward of +1 is given, encouraging
the agent to balance the pole for as long as possible. The episode ends
when the pole falls beyond a certain angle or the cart moves out of bounds,
making it a standard problem for testing control algorithms in RL.

For the experiments, DQN is used as it is a more powerful RL agent
compared to Q-learning, and inherently handles continuous state spaces.
Conversely, to prevent state explosion usually other agents, like simple Q-
learning, require "binning" (i.e., discretization of the state space) which
increases the complexity of the problem by introducing additional hyper-
parameters. DQN is compared against CRL (the model-based version of
DQN utilizing CR) and a RANDOM baseline. Specifically, CRL represents
the RBST instance depicted in Table 5.2: the causal model is defined by
prior/domain knowledge (i.e., the mapping with the MDP, Figure 5.2), the
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Table 5.1. Motivation study hyperparameters

Parameter Value
Learning Rate 0.001

Discount 0.99
Batch size 32
Buffer size 10,000

Plan Buffer size (CRL) 10,000
Target update interval 50

intervention variable is fixed to the action as the aim is to compute coun-
terfactual transitions with different actions, the value is randomly chosen
among all possible actions not observed for a given state, and the effect
estimation is simulation-based. The hyperparameters used in the experi-
ments are listed in Table 5.1. Since the cartpole environment has only two
possible actions, the counterfactual action is limited to the one not taken
in the actual observed transition. An ϵ-greedy policy is employed with
an exploration budget of 250 episodes, where ϵ linearly decreases from 1
(purely random actions) to 0.1. The maximum cumulative reward for a
given episode is capped at 500 (i.e., 500 steps), after which the episode is
truncated.

Figure 5.4 presents the training phase results for the three techniques,
showing the average reward per episode over 10 repetitions within a to-
tal budget of 450 episodes. The results demonstrate that both RL agents
(DQN and CRL) can converge to a suboptimal policy within the given bud-
get: compared to the RANDOM baseline, both agents show an increasing

Table 5.2. RBST instantiation for CRL.

Step Choices
Model building Domain knowledge
Intervention variable
selection Fixed (action)

Intervention value
assignment Random

Effect estimation Simulation-based
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Figure 5.4. Average reward cartpole.

trend in average rewards over time. Moreover, CRL outperforms DQN in
terms of efficiency, namely the average reward over time (episodes). CRL
reaches the maximum average reward value of DQN in almost half budget
and almost achieves a stable maximum average reward of 500 by the end of
the exploration phase (i.e., ϵ decay completion). Although both RL agents
show a slight performance drop during the exploitation phase, CRL stabi-
lizes at a higher average reward (around 300) compared to DQN (around
200).

The results of this motivation study show that CRL can be a valid
solution to improve the efficiency of the training phase of RL agents. It
indeed boosts the exploration phase performance with the computation of
counterfactual transitions. These findings can be very valuable in more
complex environments like ADS testing where the state-action space can
be impractical to efficiently explore.
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5.3 Stateful testing of autonomous driving sys-
tems

In the literature, a common way to test ADSs is to manipulate the sim-
ulation environment where they operates [175]. As explained in Section
4.1 and Section 4.2, usually the objective of such techniques is to perturb
the environment to try to cause misbehavior of the ADS, e.g., a collision
with another vehicle or a traffic rule violation. Tests are generated au-
tomatically by solving an optimization problem, which consists of finding
the optimal static configurations of the objects in the environment that
challenge the ADS under test and optimize an objective function (usually
the distance of the ADS from misbehavior). However, these techniques
struggle to deal at runtime with sequential interactions, required to ma-
nipulate dynamic objects in the environment (e.g., another vehicle). On
the other hand, the RL paradigm requires the agent to dynamically in-
teract with the environment, learning from the effects of its actions. This
offers an alternative way to test ADSs, by formulating the testing problem
as an RL problem. The testing technique needs to choose a suitable RL
algorithm to learn the actions that maximize the reward.

In this context, the use of RL for online testing of ADSs is gaining
increasing interest. For instance, Haq et al. [56] proposed Many-Objective
Reinforcement Learning for Online Testing (MORLOT), an online test-
ing technique that combines RL and many-objective search to test the
ADS module of an autonomous vehicle. MORLOT was evaluated in the
CARLA simulation environment [36], a widely used high-fidelity driving
simulator [175]. The ADS under test was the TransFuser model [146], the
highest ranked ADS in the CARLA leaderboard [93] at the time of that
study. The evaluation shows that MORLOT outperforms random testing
as well as state-of-the-art search-based techniques, in terms of safety re-
quirements violations exposed in a given time budget. However, in a own
study [48] where these experiments were replicated, results pointed out
no significant difference between MORLOT and the RANDOM baseline.
Their extension study showed that further research is needed to fully ad-
dress testing ADS with the use of RL. Besides Haq et al. [56], a relevant
work is the one by Lu et al. [108]. Similarly to MORLOT, they propose a
learning technique (DeepCollision) that dynamically changes the environ-
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mental conditions to find collisions with vehicles, pedestrians, and static
obstacles (corresponding to violations of requirements r2, r3, and r4 in
Section 4.3). DeepCollision uses DQN as RL agent to select actions from
a set of 52 options to control the weather, time of the day, and behavior
of actors (e.g., pedestrian crossing the road and vehicle switching lane).
The state is defined by a set of 12 variables including traffic lights color,
EV kinematics (position, speed, and rotation), and weather conditions.
The authors employ the Apollo ADS [3] and the LGSVL simulator [155].
Unfortunately, LGSVL has been unmaintained since 2022, and the cloud
servers are no longer operational.

Other techniques use Adaptive Stress Testing (AST), a method initially
employed by Lee et al. [95] to test an aircraft collision avoidance system.
AST formulates the problem of finding the most likely failure scenarios
as a Markov decision process, which can be solved by RL agents. Koren
et al. [88] explore the application of AST to find collisions in pedestrian
crossing scenarios by extending it with deep RL. Corso et al. [27] also use
AST, focusing on the reward formulation to find diverse and avoidable
scenarios2 as failing scenarios.

Sharif and Marijan [160] define a multi-agent environment in which
a set of deep RL agents are trained with adversarial inputs. The goal
is to find ADS failure states in which the EV goes off road or collides
with obstacles. ADS robustness is then improved by retraining it with
adversarial inputs.

The advances in applying reinforcement learning for online testing of
ADSs are undeniable. However, the proposed techniques involve highly
intricate and varied simulators, defining complex RL environments that
require thorough study for drawing accurate conclusions.

5.4 Problem definition and notation

Similarly to the stateless formulation (Chapter 4) the ADS is embedded
within the CARLA simulator [36], which renders a realistic town environ-
ment including junctions, vehicles, pedestrians, traffic lights, and traffic
signs. The ADS that controls the EV has to drive it through a predefined

2They consider some scenarios to be unavoidable (e.g., a pedestrian causing a col-
lision with a stopped ADS).
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route (i.e., a scenario). However, in a stateful formulation, the scenario is
not pre-defined at the start with all the settings kept static during execu-
tion. Instead, to allow a mapping to an RL problem, the scenario execu-
tion is divided into time steps. At each time step, the ADS receives and
processes data from sensors (e.g., camera and LIDAR) to generate driving
commands (steering, throttle, and braking) to maximize the driving perfor-
mance. The route used for the evaluation consists of a 4-way intersection,
governed by traffic lights, where multiple vehicles and pedestrians, which
are driven by the embedded CARLA’s autopilot3, can approach from each
direction.

The requirements definitions are the same as defined in Section 4.3.
However, in this study, the focus is on a single objective problem, namely
to find violations of (r2) (i.e., the EV must not collide with the other
vehicles). The formulation of the testing as an RL problem follows the
findings of own work [48]. Specifically, the state space has 23 variables
consisting of the EV heading (radians), its speed on axes x and y, and the
heading, relative distance and speed on axes x and y of the four closest
vehicles to the EV. Relative ego-centric state variables can increase the
generalization capabilities of the RL agent in those similar situations that
require the same behavior [48, 98]. The action space of the RL agent is
discrete: the agent can choose in a set of six meta-actions for each of the
three vehicles closest to the EV, which change the behavior of their au-
topilots. Additionally, the agent has the option of “doing nothing”, for a
total of 19 actions. For each autopilot vehicle, the action set consists of: i)
increment or decrement the target speed of the vehicle; ii) change lane, to
the right/left; and iii) changing the offset from the center of the lane again,
to the right/left. Furthermore, an Observation Time Period (OTP) [108]
(also called frame skipping in the RL literature [11, 121]) is used. It con-
sists of applying an action and waiting for it to produce an effect on the
environment, by pausing the RL agent for a number of simulation steps
(in the current setting, the RL agent acts at each simulator step). This
way, the reward computed for a certain action comprises multiple simula-
tion steps, giving more precise feedback to the agent. The OTP is set to

3These are not the same as the ADS under test, as their behavior is hardcoded
depending on the state of the simulator. Differently from ADS, they do not rely solely
on sensors.
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skip 15 simulator ticks for every agent action. Worth stressing that the
selected meta-actions are meant to provide a more effective convergence
of the agent [98]. They create a layer of abstraction between the decision-
making policy of the agent, and the low-level actions needed to control
dynamic actors in the environment (i.e., low-level controls of throttle and
steering angle for the vehicle) [97]. The low-level controller, running at a
higher frame rate than the RL policy, takes care of translating the meta-
actions to the actual commands, leaving the RL agent the responsibility
to make only the most important and relevant decisions.

Finally, similarly to the one defined by Lu et al. [108], the reward
function is based on the collision probability between EV and another
vehicle (V). Specifically, the reward is computed on both the longitudinal
and lateral safety distances. The Longitudinal Safety Distance (LoSD)
measures the distance required to avoid a rear-end collision with the vehicle
ahead V. It is computed using the following formula:

LoSD(vEV, vV) =
1

2

(
v2EV
aEV

−
v2V
aV

)
+ vEVt+Rmin

Where vEV is the speed of the EV, vV is the speed of the leading vehicle
V, respectively, with default values aEV = aV = −6m/s2, t is the reaction
time of the EV (set to 0 for autonomous driving), Rmin is the minimum
safe distance, set to 5 meters.

The Lateral Safety Distance (LaSD) measures the minimum lateral
distance to avoid a side collision and is calculated as:

LaSD(vEV) =
(vEV · sinβ)2

aEV · sinβ
Where vEV is the velocity of the EV, β is the angle between the EV’s

direction and the other vehicle’s position on the road, aEV is the deceler-
ation of the EV (set to −6m/s2).

Using the computed safety distances, the Collision Probability (ProC)
is determined by comparing the current distance (CD) between the EV
and obstacles with the corresponding safety distance (SD):

ProC =

{
SD−CD

SD if CD < SD

0.0 otherwise
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Where SD can be either LoSD or LaSD depending on the situation
(i.e., whether the vehicle V is in the same lane of the EV (LoSD) or not
(LaSD), CD is the current distance between the EV and V, computed
using the Euclidean distance:

CD =
√

(xEV − xV)2 + (yEV − yV)2 + (zEV − zV)2

The reward Rt at each time step is calculated based on the collision
probability ProC and designed to guide the RL agent towards actions that
increase the likelihood of collisions. Specifically:

Rt =


−1.0 if ProC < 0.2

ProC if 0.2 ≤ ProC < 1.0

1.0 if a collision occurred

Where a reward of −1.0 penalizes low collision probability, a reward of
ProC incentivizes increasing collision probability, a reward of 1.0 is given
when a collision occurs.

The ADS under test is TransFuser++ [78], an evolution of Transfuser[146].
This ADS recently received one of the highest scores on the CARLA leader-
board and is expected to be much more reliable compared to its previous
version. The TransFuser++ environment was configured following the in-
structions by the authors. The local configuration of the ADS was vali-
dated by running the agent in the intersection scenario and checking that
no violation occurred (i.e., the ADS drives well in nominal conditions).

5.5 Preliminary Results

5.5.1 Evaluation criteria

As in the motivation study, the compared techniques are CRL, DQN,
and RANDOM. The evaluation is based on effectiveness and efficiency.
Effectiveness is computed as the total number of violations of the r2/DV
requirement (collisions with other vehicles) after the entire testing bud-
get, efficiency is computed as the average number of violations over time.
Similarly to previous works by Haq et al., the testing budget is set to 4
hours (240 minutes), with an ϵ-greedy policy with an exploration budget
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Figure 5.5. Effectiveness.

of 48 minutes. For each technique, 5 repetitions are run on the same 4-way
intersection route, for a total of 60 computing hours.

5.5.2 Effectiveness

Figure 5.5 shows the box plots of the number of violations found by
the three techniques after the entire 4 hours testing budget. It can be
noticed that both RL agents, DQN and CRL, can converge to suboptimal
policies, as they exhibit higher performance compared to the RANDOM
baseline. Although DQN and CRL do not significantly differ in terms of
the total number of violations, the second achieves a slightly higher median
(14) compared to the first (13). Additionally, CRL shows a higher mean
of 14 compared to the 11.2 of DQN, and with a lower standard deviation
(respectively, ±1.89 and ±4.35).

5.5.3 Efficiency

Figure 5.5 shows the average number of violations found by the three
techniques over time in the 5 repetitions. Similarly to the effectiveness
investigation, both CRL and DQN achieve higher performance compared
to the RANDOM baseline. This confirms the usefulness of RL in this
problem formulation, as they achieve the same number of violations of
RANDOM, on average, with half the budget. By comparing CRL and
DQN, results confirm the superiority of the first, although less markedly
than the difference found in the motivation study. CRL can achieve the
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Table 5.3. Area under the curve: Normalized Mean and Std.

Technique Mean (±Std)
CRL 0.40 (±0.13)
DQN 0.29 (±0.10)

RANDOM 0.16 (±0.09)

same average number of violations of DQN in 40 minutes of budget less.
Furthermore, at half-budget (i.e., 120 minutes) CRL obtained almost two
times the number of violations compared to DQN.

To quantitatively evaluate the efficiency, the AUC of the average num-
ber of violations over time is measured. Table 5.3 reports the (min-max)
normalized AUC mean and standard deviation per technique, in all routes.
CRL covers 40% of the area, compared to 29% of DQN and 16% of RAN-
DOM.

To further investigate the convergence capabilities of the RL agents, the
distribution of the actions selected by each technique across the 5 repeti-
tions has been extracted. In particular, in Figure 5.7 can be observed that,
as expected, the actions selected by RANDOM follow a uniform distribu-
tion. On the other hand, CRL and DQN tend to privilege certain sets of
actions given by the learned policy, despite the distributions including the
exploration phase, when both sample actions uniformly at random. The
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two techniques mostly have the same distribution, by controlling the clos-
est and the farthest vehicles (respectively, actions sets 0—5 and 12—17).
However, they also focus on different actions, in these sets. Specifically,
while DQN mainly focuses on accelerating/decelerating (actions 0—1 and
12—13), CRL prefers to control the lane changes and the lane offsets (ac-
tions 2—5 and 14—17).

5.5.4 Discussion

The instantiation of RBST for CRL in this study has demonstrated
both advantages and limitations. One notable advantage is the method’s
enhanced efficiency during the exploration phase, where the CRL approach
leverages counterfactual computations to improve and extend the RL agent
body of knowledge. The ability to use hypothetical experience in CRL
enables a focused search for critical states, although it can introduce a
degree of bias due to reliance on simulated experiences rather than real-
world data. This factor can be critical in notably unstable RL agents
like DQN. For this reason, other solutions to improve stability and/or
instantiate RBST with other RL agents are worth to be explored.

In general, while the proposed approach achieved higher performance
in effectiveness and efficiency, particularly in simpler scenarios like the
cartpole motivation study, it may benefit from further refinement in com-
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plex, high-dimensional environments such as ADS, where the improvement
is less marked and the study still at a preliminary stage. In this context,
more time budget, additional RL agents, driving routes, and RBST in-
stances would give a more comprehensive view of the benefits and limita-
tions. Furthermore, currently, the causal model used assumes that each
state variable has a potential effect on all others. This design choice, while
conservative, introduces a level of generality that may not optimally suit
all contexts. Future investigations could explore more domain-specific and
tailored causal models or CD algorithms. Such refinements would reduce
unnecessary connections between variables and align more closely with re-
alistic dynamics. Moreover, the model-based planning approach applied,
specifically through the Dyna architecture, was selected for its simplicity.
It involves the generation of a single transition for each starting state,
though longer rollouts - or even entire trajectories - can yield higher per-
formance. While this choice facilitated the study’s initial exploration, al-
ternative model-based RL strategies could provide enhanced robustness
and performance.

In summary, preliminary results suggest that RBST for CRL shows
significant potential in enhancing stateful testing of ADS. However, opti-
mizing causal models and exploring more advanced model-based planning
methods are promising directions for future work.

5.6 Threats to validity

One significant concern is the dependency on simulated environments
for experimentation: they may not fully reflect the complexity and vari-
ability of real-world ADS scenarios. This potential gap between the ex-
perimental environment and practical application could impact the gener-
alizability of the findings.

The performance of the stateful RBST methodology is also closely tied
to the reinforcement learning framework employed. The sensitivity of the
model to hyperparameter tuning, exploration strategies, and learning rates
introduces an inherent variability to the results. Differences in the rein-
forcement learning setup could lead to discrepancies in observed outcomes.

Moreover, the metrics used to evaluate the effectiveness and efficiency
of the proposed approach are inherently limited in scope. While metrics
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such as average reward, violation detection, and efficiency provide valuable
insights, they may not capture the full spectrum of the system’s behavior
or its robustness under varying conditions.

Statistical limitations also pose a risk to the reliability of the findings.
Limited test repetitions, variability in the test case generation, and the
potential for noise in the results could undermine the robustness of the
experimental outcomes. This could lead to challenges in confidently as-
serting the superiority or specific advantages of the RBST approach.

Despite these potential threats, efforts have been made to design the
experiments rigorously, including the adoption of standardized evaluation
criteria and detailed reporting of configurations and outcomes. However,
further studies involving a broader range of software systems and varied
testing environments are necessary to validate the approach and ensure its
applicability to diverse contexts.



Chapter 6
Conclusions

The landscape of software testing has undergone a significant evolution,
driven by the rapid growth of software complexity and autonomy.

Traditional testing approaches, based primarily on human intuition and
exhaustive test case design, increasingly struggle to cope with the vast and
dynamic input spaces of complex software systems. Scalability through
automation has been enabled by data-driven testing methods, where ML
plays a pivotal role. By reformulating testing as predictive tasks, these
methods learn failure patterns and system behaviors from historical data,
enabling a more efficient and cost-effective testing process. However, they
are inherently limited: correlations learned on observations in a certain
context are exploitable to make “predictions” solely based on what seen.
Data-driven methods are limited to the first rung of the ladder of causation
and fail to answer the fundamental question “What input causes the system
to fail?”

This thesis presents a comprehensive exploration of RBST, a novel
methodology that reformulates software testing as a causal reasoning task.
By leveraging causal reasoning principles, RBST advances beyond tradi-
tional data-driven testing paradigms, enabling predictive and hypothesis-
driven approaches. The methodology has been instantiated and evaluated
for both stateless and stateful testing scenarios, with autonomous driv-
ing systems serving as the primary case study. The results underscore
RBST’s potential to transform software testing practices by enhancing the
detection of safety violations and improving the coverage of safety-critical
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scenarios compared to state-of-the-art machine learning and search-based
techniques. In the stateful testing domain, the integration of causal rea-
soning with reinforcement learning frameworks demonstrated increased ef-
ficiency and effectiveness.

The contributions of this work address a critical limitation in current
software testing practices: the reliance on correlation rather than causa-
tion. By reorienting the testing paradigm towards causality, RBST bridges
this conceptual gap, enabling testers to ask and answer more fundamen-
tal questions about cause-effect relationships underlying system behavior.
Moreover, the thesis provides a rigorous methodological framework for ap-
plying causal reasoning techniques in diverse testing contexts, supported by
theoretical grounding and empirical evidence. The adaptability of RBST,
as shown through its application to stateless and stateful scenarios, lays
the groundwork for broader applicability across various domains of soft-
ware systems. These achievements highlight RBST’s role as a foundational
methodology for advancing software testing in an increasingly complex and
autonomous technological landscape.

Several open questions and research opportunities remain for future
exploration. For example, one important research area concerns the scal-
ability of RBST. While the proposed methodology has shown promising
results, its performance and practicality in highly complex, real-world sys-
tems with vast state spaces require further investigation. Similarly, the
dependency on high-quality causal models raises questions about RBST’s
robustness in scenarios where causal discovery processes are difficult and
noisy. Future research could explore hybrid approaches that integrate do-
main knowledge to mitigate such challenges. Another concern lies in the
computational overhead associated with causal reasoning. Although RBST
has shown efficiency gains in generating targeted test cases, the compu-
tational cost of building and maintaining causal models, particularly in
dynamic environments, could limit its adoption. Investigating methods
for incremental or adaptive causal modeling might address this limitation.
Additionally, the experiments in this thesis are mainly based on simulated
environments. Although these controlled and reproducible settings provide
valuable insights, they do not fully capture the complexity of real-world
deployments. Validating RBST in operational environments, where fac-
tors such as unexpected interactions, unobserved variables, and emergent
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behaviors play a significant role, is a critical next step. Furthermore, while
autonomous driving systems were selected as the primary case study due
to their complexity and relevance, this focus limits the generalizability of
the findings. Extending RBST to other domains with different operational
characteristics and testing requirements will be crucial in establishing its
broader applicability.

Nevertheless, the insights gained from this thesis open exciting oppor-
tunities for advancing software testing methodologies. RBST’s potential to
address long-standing challenges in testing complex systems positions it as
a foundational approach for future innovations. For instance, integrating
RBST with explainable AI could enhance its applicability in safety-critical
systems by providing transparent rationales for test outcomes. Combin-
ing RBST with continuous testing frameworks and real-time monitoring
systems offers a pathway to fully adaptive testing solutions that evolve
alongside the systems they assess. The emergence of learning-enabled sys-
tems and autonomous systems highlights a fertile ground for RBST ap-
plications, as these domains require an understanding of causal dynamics
to ensure safety and reliability. Future work could explore the integration
of RBST with cutting-edge machine-learning techniques, including meta-
learning and transfer learning.

In conclusion, this thesis lays the foundation for a causality-driven
revolution in software testing. By reframing testing as a reasoning task
and equipping testers with tools to navigate the complex causal dynam-
ics of modern software systems, RBST holds the potential to significantly
enhance the quality, safety, and robustness of software systems in an in-
creasingly autonomous and interconnected world. Further research and
development will be key to realizing this vision, addressing open ques-
tions, mitigating limitations, and seizing opportunities.
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