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Abstract

The future, if not the upcoming present, of traffic mobility is and
will be cooperative and connected. Each and every road actor, from
vehicles, to infrastructure sensors and vulnerable road users, will be
able to share information between each other to simplify the driv-
ing task, smoothen traffic queues, and reduce accidents rate as well
as their effects on traffic. This information sharing is granted by
Vehicle-To-Everything (V2X) communication, which in turn allows
for a plethora of services related to the paradigm of Cooperative,
Connected and Automated Mobility (CCAM) to spread.

However, the deployment of such services is still hindered by the
lack of definitive solutions allowing for efficient testing and valida-
tion: indeed, not only these strategies have to be deployed, but there
also needs to be an extensive validation campaign to evaluate their
impact of the whole traffic system. This statement is corroborated
by a detailed literature analysis regarding testing and validation
of Cooperative-Intelligent Transportation Systems (C-ITS), which
also highlights the major gaps on the matter; a nonexhaustive list of
these include the definitive absence of widespread and open-source
Hardware-in-Loop (HiL) applications for testing and development
of C-ITS, the absence of related software implementations of the
aforementioned services, the inability to offer realistic simulations
to shorten development and deployment time, and the lack of thor-

ough testing of these applications from a cybersecurity point of view.
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The literature analysis also sheds the light on the most promising
co-simulation platforms, which are able to capture some of the het-
erogeneous aspects of the traffic environment, as well as to partially
fill some of the described gaps, as well as possible open-source solu-
tions which can be suitable for valuable extensions.

With this ample discussion in mind, the goal set for this thesis
is to design, deploy and validate a co-simulation framework able
of capturing all the heterogeneous aspects of traffic and cover the
aforementioned gaps. Starting from a suitable open-source solution
in the Eclipse MOSAIC software, we describe all the functional re-
quirements of this platform and the necessary features, as well as the
carried advancements to enable both C-ITS and HiL testing. Sub-
sequently, the platform is challenged against different applications
which exemplify various use cases: this includes the synthetization
of real-world communication facilities on a real hardware board, Hil,
algorithm testing, and evaluating C-ITS against conventional detec-
tion strategies. Moreover, the framework also enabled cybersecurity
testing of vehicular applications, including testing the application
timeliness and ground truth testing for realism purposes.
Moreover, the co-simulation platform is also employed to evaluate
the C-ITS in their intended environment with the full message ex-
change pipeline enabled by enabling a Public Key Infrastructure
(PKI) platform. Finally, the advancement tested within the plat-
form have been ported to a real-world use case related to a highway
application in Italy.

Ultimately, the goal is to offer this platform as a valuable starting
point to speed up rapid prototyping and deployment of C-ITS ap-
plication in the near future, while also providing a scalable, portable
and modular framework which can simulate various traffic environ-

ments in an integrated and realistic way.
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Chapter 1

Introduction

1.1 Cooperative-Intelligent Transportation Sys-

tems

Over the last two decades, we have witnessed a drastic surge in the
technological advancement of all sorts of road vehicles. Features
which began as optionals, such as Lane Keeping Assistants (LKAs)
or Intelligent Speed advisors (ISAs) are now mandatory in all newly
manufactured vehicles in Europe [138]. Moreover, the advancements
in communication technologies are pushing road vehicles to become
more interconnected, to share all sorts of data between each other
to contribute to a common goal: make roads safer, less polluted,
and decrease accident rates. This goal is totally in line with the
various declinations of the Vision Zero road safety project [137].
Such objectives call for the development of tailored measures in
the form of Cooperative-Intelligent Transportation Systems
(C-ITSs), involving all the road actors, ranging from vehicles to
infrastructure components.

In itself, the concept of Intelligent Transportation Systems (ITSs)
is not new. The need for more complex traffic regulations traces

back to the 80s, even though the technology was not yet ready

1
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nor adequate for more advanced solutions. However, it was the

Chapter 1. Introduction

advent of the smartphone which “gave the broad public a means
of envisioning technologies such as connected vehicles or automated
vehicles becoming a reality [..]”, effectively allowing for new services
to be developed including actual cooperative features [65].

Clearly, the addition of the cooperative features is a big deal when
referring to road transport: vehicles need to be more digitalized
and able to continuously share real-time data; a road infrastructure
needs to be put in place, further enhancing this cooperation through
camera sensors, detectors, and other infrastructure-based utilities;
the continuous data flow has to be analysed and further actuations
deployed by a Traffic Management Centers (TMCs) structure. All in
all, these interactions involve heterogeneous stakeholders, including

car manufacturers, road operators, technical partners, and so on.

1.1.1 A brief example

To better envision the C-ITS landscape in the coming decades, the
following example, visualized in figure regarding traffic intersec-
tion is particularly exemplary:

traffic intersection are a particularly hazardous spot, especially in
crowded cities with narrow roads; this is often the case for Euro-
pean cities, where the historical centres, clearly not built with cars
in mind, further exacerbate this issue. As if it was not enough,
double-parked cars, the presence of bus stops, the ever-increasing
number of electric scooters and bikes along the road and the oc-
casional inattentive user can pose a severe threat to road safety,
especially linked to Vulnerable Road Users (VRUs) such as pedes-

trians or bikers.

Within this landscape, let us imagine that a pedestrian happens
to cross the intersection while having the red light, and a vehicle is

crossing at the same time. Since the driver’s field of view is partly
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Figure 1.1: Depiction of hazardous traffic intersections

occluded, as explained before, this could lead to a potential collision,
with more or less dangerous outcomes depending on the situation,
from an emergency brake to a fatal accident. In the coming future,
there is a lot that can be done by cooperative services to prevent
such outcome.

For example, a camera-equipped Road-Side Unit (RSU) could share
relevant information regarding the crossing pedestrian to the con-
nected (and possibly automated) vehicle. Hence, despite the vision
impairment, the latter is able to slow in time, perhaps even avoiding

the slightest of emergency brakes. This is all delivered through one

3
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of the latest devised C-ITS services, standardized by the European

Chapter 1. Introduction

Telecommunications Standards Institute (ETSI), called Collective
Perception Service (CPS) [55], which exactly serves the described
use case. Thus, what seemed like a vision for a distant future is
much closer to reality than what the reader might expect. Re-
gardless, there are several other C-ITS services which are either in
standardization phase or in deployment phase, and thus ready for

actual road testing and usage.

1.2 The European agenda for C-ITS

As hinted before, the process of making vehicles and infrastructures
cooperate for traffic services cannot happen without a solid com-
mon ground; indeed, road actors have to agree on communication
standards, protocols, operations, and the likes. Thus, it is impossi-
ble to talk about C-ITS without describing all the efforts that the
European Community (EC) is doing towards standardizing services,

protocols, and cooperation between Union states.

1.2.1 Cooperative, Connected and Automated Mobil-
ity (CCAM)

One of the pillars of the EC is the definition of the paradigm of Co-
operative, Connected and Automated Mobility (CCAM) [33], which
is further explicited in an association with the same name. The goal
of CCAM is ”to create a more user-centered and inclusive mobility
system, increasing road safety while reducing congestion and envi-
ronmental footprint” [26]. The CCAM project is divided into seven
clusters with dedicated working groups, as shown in figure
The importance of both the association and the paradigm lies
on the focus on interoperation posed by the acronym itself. Not
only the heterogeneity of the cooperative task is explicitly stated,

but also there is an entire organization aimed at coordinating all of

4
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Figure 1.2: CCAM clusters of interest

them towards the common goal.

Since the inception of CCAM, the European Union has founded
several related projects through the Horizon Europe program 2021-
2027. Each of the projects has a reference cluster, and thus different
lesson learned or outputs depending on it. For example, the Syn-
ergies project [59], funded in 2024, is part of the validation cluster,
thus has set its goal on creating a Furopean platform to share and
make interoperable scenario databases. Plus, the platform will im-
plement the Safety Assurance Framework which was instead the

goal of a previous project called Sunrise [58], which has recently

5
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ended in August 2025. Sunrise set its goal in creating the aforemen-

Chapter 1. Introduction

tioned framework, as well as a method and toolchain for evaluation
and a safety assurance handbook for all the interested partners. An-
other example is the soon ending AI4CCAM project [56]: as part
of the key enabling technologies cluster, this project has investi-
gated the trustworthiness of Al-driven systems in Urban scenarios,
stepping forward in complex matters such as scenario explaining
and understanding or VRU trajectory prediction, with the ultimate
goal of making roads safer through CCAM. Finally, the coordina-
tion project called FAME has greatly contributed to the creation
of a common, shared knowledge base [57] regarding research and
innovation projects, regulations, standards, evaluation guidelines,
data sharing and even a map of all the CCAM test sites spread all

across Europe.

1.2.2 The C-ITS act and C-ROADS

Given the increasing relevance of C-ITS services, the European
Commission decided on November 30, 2016 to adopt an European
Strategy aimed at normalizing and investing in such services with
the goal of supporting and speeding up their availability in Europe.
The idea was to create an attractive platform on both a legal and
economic point of view [35].

The main step the European Commission took toward C-ITS ser-
vices was the C-Roads Platform, which consists of two major phases:
[101]

o Phase I (2014-2016): during this phase the participating na-
tions of the commission started this platform and agreed on
a shared development of C-ITS services within the European
Union borders. The idea was that the different C-ITS services,
developed by each member state, could interact seamlessly be-

tween each other.
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o Phase IT (2016-2017): during the second phase the aim of this
project shifted to the deployment of these services. It was
based on taking into account essential information such as

road safety and privacy.

The C-Roads platform adopts a holistic approach, aiming to cover
all areas involved in the development of C-ITS services. It includes
sharing the acquired knowledge and the occurred problems, but also
it promotes the exchange of the ideas and solutions among all the
users. Moreover, this platform incentivises a bottom-up approach,
starting with national developments and solutions and scaling up to
cover the entire European landscape. Given that this projects starts
with national solutions, testing becomes of primary importance to
ensure that these services can be utilized across Europe and comply

with agreed European principles [20].

1.2.3 C-ITS taxonomy

C-ITS services are categorized depending on various aspects, such as
the degree of technological maturity as well as their market readi-
ness. Starting from 2016, the European Union has given a first

taxonomy of C-ITS services, as published in [35]:

e Day 1 services, which are considered technologically mature
for end-users. Plus, they're already being deployed in some
degree or form (e.g. in-vehicle speed limit, infotainment ser-

vices, traffic jam ahead warning, weather conditions)

e Day 1.5 services, considered technologically mature but whose
full specifications or standards are not production-grade (e.g.
fueling & charging stations information, on street parking in-

formation, traffic and smart routing)

Some of the already established use-cases are showcased in a report
made by the C-Roads platform, showcased in figure

7
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Figure 1.3: All verified Day 1, Dayl.5/2 C-ITS services, as per [2]]

However, a further vision is provided by organizations such as
the Car2Car consortium, one of the European initiatives on road
The con-

sortium, including vehicles manufacturers, equipment suppliers, en-

technologies with a specific focus on road safety [23].

gineering companies, road operators and research institutions, also
defines Day 3 services, which will “add further sophisticated services
like sharing intentions, supporting negotiation and cooperation that
paves the way towards cooperative accident free automated driving”.
For this reason, they distinguish three deployment phases, as de-
scribed in figure

e Awareness driving: “The exchange of status data via cooper-
ative V2X communication, e. g. the position, speed, driving
direction or special incidents like a vehicle defect, enables a
set of information and warning services”, such as emergency

vehicle, traffic jam or stationary vehicle warnings.
e Sensing driving: “On top of status data, cooperative V2X ca-

8
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Figure 1.4: ca2car day 3 services deployment towards Vision Zero

pable road users can share observations gained by sensors,
and advanced environmental information”. Examples of these
services are overtaking driving or cooperative adaptive cruise

control.

o Cooperative driving: finally, ”in addition to status and sensor
data, cooperative V2X road users can also provide intention
data, allowing them to interact intelligently and to coordinate
their behaviour even in complex traffic situations.”. This cate-
gory befalls to platooning or cooperative merging services, for

example.

Further information on the most known standardized C-ITS ser-
vices, as well as on the related C-ITS messages, can be found in
Appendixes [B] and [A] respectively

1.2.4 Italian Directives for C-ITS

In recent years, the Italian government has been paying great at-
tention to the issue of Smart Roads, promoting a policy aimed at
standardizing and unifying practices and being first and foremost

the guarantor of the creation and optimal management of the Ital-
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ian road network. For this reason, 2018 saw the release of the so-
called Smart Road Decree [63] by the Italian Ministry of Infras-
tructure and Transport (MIT); this decree, aimed at fostering the

Chapter 1. Introduction

digital transformation process, introduced the concepts of traffic
observation and monitoring platforms as well as data and infor-
mation processing models; moreover, it provides advanced services
to infrastructure managers, public administration and road users,
so to create a technological ecosystem able to guarantee the inter-
operability between new infrastructures and vehicles generation. In
summary, this digital transformation process is finalized to enhance
traffic management systems by exploiting real-time traffic conges-
tion conditions; enhance road safety and security by introducing
innovative services enabled by new technologies; and ensure inter-
operability with new generation vehicles and the commissioning of
C-ITS services, starting with the day-1 services identified by the
EC.

1.3 C-ITS deployment challenges

Bringing these systems to actual road usage is a rather complicated
task. First of all, the heterogeneity of the involved stakeholders is
a double-edged sword: while on one hand creates a heavily inter-
connected environment, on the other hand it is difficult to merge
all the heterogeneous necessities. As a basic example, the needs of
a road operator are completely different from a car manufacturer
ones. In turn, this leads to impactful integration costs and major
development challenges. Despite these difficulties, it is mandatory
to assess the impacts of any cooperative solution on the road envi-
ronment taken as a whole: can a truck platoon formation form in
conditions of heavy traffic ahead? Will a slow down policy enforce-
ment due to a subsequent traffic jam impact nearby entrances on

the studied highway? Plus, this issue is further exacerbated by the

10
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further spreading of automated vehicles in the coming years.
Another major obstacle towards the diffusion of C-ITS is the se-
curity and privacy concerns. All in all, connecting thousands of
devices together means sharing an enormous amount of data, with
a clear threat to security. In cybersecurity terms, it is mandatory
to also assess the impacts on this extended attack surface, evalu-
ating the privacy risks, such as position and identity spoofing, and
ensuring that that the Public Key Infrastructure (PKI) is working
correctly.

Therefore, the combination of standard compliance, security risks,
and heterogeneous stakeholders are still open challenges towards C-
ITS design and deployment. In order to sort these problems and
address them correctly, it is important to understand what are the
current strategies, as well as the limitations, regarding the whole

process.
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Chapter 2

State of the art:
C-ITS development and
deployment

Following the briefly described challenges towards C-ITS develop-
ment and deployment, this chapter serves as an overview of the

major trends on the subject.

2.1 The role of Testing and Validation

One of the most debated aspects of C-ITS and automated vehicles
is related to testing and validation strategies. After all, the growing
sophistication of Cooperative Intelligent Transport Systems (C-ITS)
calls for robust and efficient evaluation approaches. These meth-
ods must ensure safety, quantify the benefits, and identify potential
challenges. Moreover, the validation processes should demonstrate
the soundness of the operations of automated and autonomous ve-
hicles, including routine performance, crash avoidance, and fallback
mechanisms. Among the most common testing strategies we can

include Field Operational Testing (including Real- World and Closed
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Area testing) as well as various degrees of Virtual Testing [111].

2.1.1 Field Operational Testing

Field Operational Tests (FOTs) represent the most authentic val-
idation approach, as they involve prototype vehicles in public or
closed environments. While highly realistic, FOTs demand signifi-
cant effort and resources. Historically, manufacturers have sought
to minimize FOT usage due to the high costs. FOTs are further

categorized into real-world and closed-area testing.

Real-World Traffic Testing

Real-world traffic tests are conducted on public roads to assess the
safety and functionality of automated or autonomous vehicles [85].
Since this method offers the advantage of natural, real-world con-

ditions, it offers several benefits:

« High environmental validity:, enabling the assessment of
the vehicle within its intended Operational Design Domain
(ODD) and diverse conditions.

e Scenario diversity: allows testing of elements such as weather
and infrastructure (e.g., bridges, tunnels) that are rather im-

possible to replicate on test tracks.

e Validation of simulations and track tests: facilitates
comparison of Advanced Driver Assistance Systems (ADASs)

performance in simulated, track, and real-world environments.

o Interaction assessment: evaluates ADAS performance in
relation to other road users, such as maintaining traffic flow

and correct behaviour.

¢ Comprehensive validation: supports the validation of mod-

els, individual software components, and toolchains.

14
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However, this approach also has notable limitations:

Limited controllability: Public roads offer minimal control

over ODD conditions.

Low reproducibility: Scenarios are difficult to replicate pre-

cisely in different locations.

Restricted repeatability: Iterative testing of identical sce-

narios is challenging.

Limited scalability: Public road scenarios may not scale

effectively.

Resource-intensive: Requires substantial resources and time,

though less costly than track testing.

Safety risks: Poses potential hazards to test personnel and
the public.

Closed Area Testing

Closed area testing involves conducting tests in specially designed,

controlled environments [I49]. This method allows for the evalua-

tion of physical vehicles through a defined set of realistic scenarios,

with controllable external inputs and conditions. While safer than

real-world testing, it remains resource-intensive and is typically used

for critical, pre-selected scenarios. Advantages include:

e Controllability: Enables management of many test elements,

including certain ODD aspects.

e Fidelity: Involves functional, physical vehicles, real obsta-

cles, and environmental conditions.

e Reproducibility: Scenarios can be replicated across differ-

ent locations and testing entities.
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e Repeatability: Allows for multiple test iterations under iden-

tical conditions.

o Efficiency: Accelerates exposure to rare or safety-critical

events compared to real-world testing.

e Simulation validation: Supports comparison of ADAS per-

formance in simulation and test track environments.
Disadvantages are:

e Time and cost: Requires significant setup time and special-

ized equipment.

e Limited variability: Infrastructure and conditions may be

difficult to modify for diverse test elements.

o Safety risks: Physical vehicles and obstacles can create haz-

ardous environments.

e Representativeness: Cannot fully replicate the complexity

of real-world environments.

Artificial cities Within this landscape, an interesting use case
is brought by Artificial cities, which are environments built for the
exact purpos of testing Autonomous Vehicles (AVs) for testing au-
tonomous driving (AD) systems. Examples include the K-city in
South Korea and the Mcity in the USA. For example, Mcity fea-
tures building facades, a tunnel, a bridge, a four-lane highway, me-
chanical pedestrians, road markings, and traffic lights. Testing in

such environments offers several benefits:
e Safety: Minimizes risk to other road users.

¢ Reproducibility: Test conditions are highly reproducible,

except for weather.
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o Environmental configuration: Allows for flexible adjust-

ments, such as changing signs or traffic lights.
However, drawbacks include:

e Danger to drivers: Some risk remains for test drivers.

e« High cost and time: Construction and maintenance are

expensive and time-consuming.

¢ Vehicle functionality: The vehicle must be fully operational

for testing.

Test track testing Test track testing is a cost-effective alterna-
tive, often used as an initial phase before real-world trials. Indi-
vidual obstacles are placed on the track to validate specific safety
systems, such as emergency braking. This method is popular due
to its affordability and rapid implementation; however, it still re-
tains all the drawbacks related to closed area tests, plus the possible
complications due to the low degree of realism offered by the track

layout.

Semi-Virtual Tests Semi-virtual tests combine virtual and real
elements. Initially, a real track is mapped into a simulation. A
test vehicle equipped with high-accuracy Differential GPS (DGPS)
sends its location to the simulator, which returns environmental
data. This data is fed to the vehicle’s Electronic Control Unit
(ECU), triggering the active safety system. The test is conducted
on an empty track, but the vehicle perceives virtual traffic. Drivers
may use augmented reality goggles to enhance the experience. An-
other approach involves driving on an empty track while wearing
VR goggles that display a fully virtual environment. The main ad-
vantage is the driver’s experience of relevant forces during a virtual
test. However, the presence of a driver in a prototype vehicle can be

hazardous, a risk mitigated by using remotely controlled actuators.
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2.1.2 Virtual Testing

Virtual testing is a powerful method for evaluating automated/au-
tonomous systems under conditions that are impractical for physi-
cal testing. It involves replacing physical elements with simulation
models to replicate real-world interactions. Virtual testing expands
the scope of physical tests, enabling cost-effective assessment across
a wide range of variables and scenarios. It also allows for the safe
verification of system requirements in uncertain conditions, without
the risk of real accidents [82] 14, [135].

Virtual testing is particularly useful for evaluating C-ITS services
in safety-critical scenarios that are difficult or unsafe to reproduce
on test tracks or public roads. This approach allows evaluating the
system performance through agile, controllable, repeatable, and ef-
ficient validation. The simulation toolchain for virtual testing can
be categorized based on the interaction between the system under

test and the environment:

e Open-loop virtual tests: Virtual object actions are data-

driven and not self-corrected based on system feedback.

e Closed-loop virtual tests: A feedback loop continuously
sends information from the controller to the C-ITS service,

allowing digital objects to react dynamically.

Model-in-the-Loop (MiL) In the Model-in-Loop (MIL) approach,
the system is modeled using tools such as MATLAB/Simulink. This
high-level model allows for system design without delving into im-
plementation details. Testing involves providing simulated inputs

and analyzing the model’s response.

Software-in-the-Loop (SiL) Software-In-Loop (SIL) testing eval-

uates the software implementation on general-purpose computing
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systems. It uses executable code, such as algorithms or entire con-
troller strategies, within a modeling environment. Risks include po-
tential differences in machine code due to compiler variations and

behavioral discrepancies when executed on final hardware.

Hardware-in-the-Loop (HiL) Hardare-In-Loop (HIL) testing
involves the final hardware of a vehicle subsystem running the final
software, with inputs and outputs connected to a simulation envi-
ronment. This method replicates sensors, actuators, and mechanical
components, testing Electronic Control Units (ECUs) before final
integration. The main limitation is the lack of real-world interaction
with other ECUs and power supplies, which may affect real-world

performance.

Vehicle-in-the-Loop Vehicle-In-Loop (VIL) combines a real ve-
hicle with virtual objects, reflecting real-world vehicle dynamics. It
can be conducted on a vehicle test bed or track and supports both

open and closed-loop testing.

Driver-in-the-Loop (DiL) Driver-in-Loop (DIL) testing, typi-
cally conducted in driving simulators, evaluates human-automation
interaction. It uses physical hardware and must operate in real-
time, which can limit scalability.

All in all, the advantages introduced by virtual testing can be listed

as:
e Controllability: offers unparalleled control over test aspects.
o Agility: allows for immediate reevaluation of system changes.
o Efficiency: enables concurrent testing in a short timeframe.

¢ Cost-effectiveness: lower running costs compared to physi-

cal testing.
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e Scenario coverage: facilitates exploration of a wide range

of safety-critical scenarios.

e Data analysis: provides a convenient platform for data gath-

ering and performance analysis.

« Repeatability: ensures identical re-execution of virtual tests,

aiding fault identification.
However, the clear disadvantages are:

e Lower environmental fidelity: models may not fully repli-

cate real-world environments and behaviors.

e Risk of over-reliance: overemphasis on virtual results with-

out sufficient physical validation.

o Expensive software lifecycle: simulation models may re-

quire ongoing, costly maintenance.

Despite the recognized drawbacks of virtual testing [134], the
continuous development of new pieces of software makes its usage
much more common and widespread. Thus, over time, more and
more simulation platforms for C-ITS and AV have been deployed

and showcased to the public.
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2.2 Simulation - and Co-simulation - plat-

forms

2.2.1 Traffic environment components

Given the importance and usefulness of virtual testing approaches,

over the years we saw an increasing number of platforms, focused

on one or more aspects of the traffic environment components. Fol-

lowing the schema shown in figure we can identify the following

components:

Road Infrastructure: consist in the entirety of the road lay-
out, including number of lanes, crossroads, emergency lanes,
and the likes.

Traffic, of any kind of road user, from passenger vehicles, to

trucks, to bicycles and pedestrians

Communication System, including realistic protocols as

well as standardized messages

Monitoring System, capable of detecting all kinds of road

actors

Traffic Management Center: also called Traffic Control
Room in a real scenario, it is necessary to validate any actu-
ation proposed by the system. For example, it is the driving
factor behind traffic policies activation, such as a dynamic

speed limit

Actuation System: the set of enforced road policies and
actuations made on the road, both by the operator and the

involved vehicles

Controlled Vehicles: differently from all the involved traffic,
it comprises the connected and/or automated vehicles which

are part of the simulation, and actively studied during it
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Environment
Components

Management
Center

Figure 2.1: Depiction of all the possible traffic environment compo-
nents

depending on the different focus of the specific developer, many
are the efforts towards representing one or more of the underlined

components.

2.2.2 Most employed standalone simulators in AV

Given the strategic context and traction towards connected vehi-
cles, it should not come as a surprise that the majority of stand-
alone simulators are heavily focused on vehicle dynamics. A non
exhaustive list include Webots, Prescan, CARLA, DYNA4, rFpro,
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or dSPACE simulators. Not only most of these are commercial
products, but they are also often employed by car manufactur-
ers in production, other than in various third-party applications.
Nonetheless, several of them have already been proven a good fit for
connected and automated applications [128]. For example, a study
concerning autonomous vehicles interactions with bicycles is tackled
using DYNAA4 [116]. Or, there are various applications of Prescan
towards simulating traffic accidents or cooperative driving ap-
plications [83]. Multiple are the examples of employing the open-
source Webots simulator in vehicular applications [103], [113] [61].
Probably, the most notable and well known software is the open-
source CARLA simulator.

Ever since its inception in 2017 [43], CARLA, acronym for CAR
Learn to Act, has rapidly become one of the most prominent tools
in autonomous driving testing. At the time, it was one of the first
photorealistic tools for autonomous vehicles training and testing
[133]144]. Later on, it became a versatile and widespread tool for AV
development, employed among other usages for generating scenarios
datasets [40], testing against physical adversarial attacks [148], mod-
elling non linear control strategies [25] or evaluating more advanced
deep learning methods [69, [105]. As previously hinted, this simula-

Name vehicle dynamics | sensors v2x traffic modeling graphics engine | 3d License
Veins - - Omnet++ SUMO - - GPL
Webots X X sSuMOo OpenGL - GPL
CARLA X X SuMo Unreal X GPL
Prescan CarSim X Vissim Unreal X | Commercial
DYNA4 Simulink X SuMo X X | Commercial
dSpace ASM X X X X | Commercial
rFpro X X SumMo X X | Commercial
IPG Carmaker X X X X X | Commercial

Table 2.1: Non-exhaustive list of commonly employed standalone simu-
lators. the ”-” symbol stands for a missing feature, while "X” means the
resource is present, albeit either proprietary or unspecified
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tor has also been extended to enable Hardware-In-Loop strategies
[18], including applications for teleoperated driving research [74] or
innovative ways to overcome the potential pitfalls in timeliness and
real-time dependability [37, [110].

Crucially, all of these tools share a decisive weakness: none of them
is directly designed to include C-ITS development and deployment
within their core loop. This lack basically remarks the heterogeneity
underlined in chapter |1} prompting the development of newfound
solutions which can incorporate the different aspects of the road

environment.

2.2.3 Co-simulation platforms

The increasing need of testing and validation of C-ITS has pushed
the research efforts towards many different tools, each one trying to
incorporate one or more aspects of the connected mobility landscape
[132]. These are commonly referred as Co-simulation platforms as
they usually integrate one or more tools together, or extend pre-
existing ones; nonetheless, despite the heavy focus on AVs, there
already are established tools for microtraffic simulation, such as the
open-source Simulation of Urban MObility (SUMO) software, as
well as network simulators, OMNeT++ and ns3l] to name a cou-
ple. As a first example of co-simulation software, the decisive need
of testing V2X technologies has already pushed the development of
two tools which couple the aforementioned software, namely Artery
[119] and Veins [130]; they were created as an extension of one an-
other, and served the purpose of allowing simulated traffic to enable
V2X communication. Since they have been used in a multitude of
tests and simulations [71l [77, [107, [87], they stand as a notable ex-
ample of how a co-simulation platform can, albeit only for just two
of the identified traffic environment components, being Traffic and
Communication System (see Table [2.1)), enable realistic testing of

'see OMNeT+-+ [108] and [ns3 [106] website for further info
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V2X based communications.

Other than that, there are many different efforts towards co-simulation
strategies, which are summarized in table and discussed below.
Cui et al. develop a universal Cooperative Adaptive Cruise Control
(CACC) evaluation platform, which targets compatibility with mul-
tiple controllers. Moreover, the controller is tested towards stability
and crash severity. The simulation platform design is not disclosed,
thus kept Ad-Hoc for the task, and crucially missing wireless net-
work simulation as a crucial feature. Jia et al. Instead focus on two
open-source tools, being SUMO and Webots, to model automated
driving behaviours in a traffic environment, also integrating a net-
work simulator in Omnet++. Plus, the paper shows an example of
traffic flow optimization as proof of concept. The work by Zhang et
al. also tackles the task of creating a simulated traffic environment
where to test Connected Automated Vehicles (CAVs) with realistic
scenarios, also testing various algorithm procedures, such as coop-
erative driving at signal-free intersections.

When referring to the concept of Digital Twin, Wagner et al. incor-
porated a Green Light Optimal Speed Advisor (GLOSA) algorithm
into their hardware Programmable Logic Controller (PLC), which
is used to communicate with a real connected vehicle. The simula-
tion, which instead takes care of the surrounding traffic, is obtained
through coupling Sumo and Omnet++, while using Matlab as an
interface for the PLC. The authors themselves admit their willing-
ness to extend their platform to accommodate for a 3D simulator,
such as Unity 3D.

Finally, a notable example of a multi-stack framework is represented
by Raviglione et Al. In this case, the authors couple the SUMO
TRAffic Control Interface (TRACI) with the well-known network
simulator ns-3; this allows to reproduce via software the full net-
work stack of C-V2X messages, which are realistically represented

within the simulation. Basing the platform on a network simula-
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tor also means that all the communication methodologies, such as
Wireless via 802.11p and LTE, are fully reproducible. Moreover,
the authors also allow the possibility to make HilL tests via the such
called “emulation mode”. While this platform sounds extremely
promising for the foreseeable future, as a further extension includ-
ing CARLA has already been envisioned [24], the full depiction of all
the traffic components is still crucial towards C-ITS; nevertheless,
only including vehicles inside the simulation omits the presence of a
vehicle-agnostic traffic management service, infrastructure sensors,
and the likes.

As we can see, despite many of these solutions manage to capture
some of the envisioned traffic environment components, they fall

flat at creating comprehensive solutions that encapsulate them all:

1. First of all, similarly flawed to the tools described in section
2.2.2] some co-simulation platforms are solely dedicated to
Autonomous Driving testing. While this was the clear intent
of the authors, it is indicative of the fact that C-ITSs are still

not tackled thoroughly in their evaluation and distribution

2. Moreover, even when the platforms do include V2X and/or
C-ITS strategies, the evaluation is still end-to-end; thus, the
traffic environment is not taken as a whole, but rather as a
collection of use-cases, such as signalized intersection or merg-
ing strategies. As much as safety-critical scenarios are an es-
tablished technique to validate AV behaviour [42] [I53], this
practice takes away the overview on the full traffic scenario.
Hence, it becomes nearly impossible to evaluate I'TS manage-

ment strategies

3. Since tests on C-ITS and cooperative driving together are
shallow, it is likewise difficult to evaluate the impacts of such
technologies into a realistic V2X scenario, especially in terms

of cybersecurity. This includes issues regarding misbehaviour
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detection, platooning, and different categories of attacks on

C-ITS, as we will further discuss in section [2.4

Comparison Analysis

Taking a more formal approach to our analysis of the discussed C-
ITS platforms, we performed a compatibility assessment between
the latter and the traffic environment components identified in fig-
ure [2.1} to goal here is to check if there are one or more platform
which comply with our theorization of the components, or at least
for the most part. The analysis is summarized in table On the
columns, we have the platforms reviewed in the previous subsection.

On the rows, the traffic components as well as additional informa-

Paper Deployed co-simulation strategy Use cases
Riebl et al. [119] Sumo + Omnet++ ITS & V2X
Sommer et al. [130] Sumo + Omnet++ ITS & V2X

Ad-Hoc Adaptive Cruise Control

Cui et al. |36]

Jia et al. |76]

Sumo + Omnet++ + Webots
Ad-Hoc

Automated Driving

Zhang et al. [152] Connected and Automated Vehicles

Wagpner et al. [142] Sumo + Omnet++ + Matlab

ms-van3t (SUMO + ns3)

ITS Digital Twin

Raviglione et al. [118] ‘

Schrab et al. [122]

Table 2.2: Literature review on published works regarding co-simulation
frameworks and their applications

C-ITS and ITS management
Realistic V2X and C-ITS

Eclipse Mosaic platform

co-sim platform

Riebl [I18) Sommer [[30] Cui [36] Jia [[6] Zhang [[52) | Wagner [[42] Raviglione [IT8] Schrab [122)

traffic env. component

Traffic X X - X X X X X
@ ication System X X X X X X X X
Monitoring System B B B B X X B X
Traffic Management Center B - B B B impl
Actuation System B , veh veh veh veh impl impl
Controlled Vehicles - B X X X B impl impl
Road Infrastructure X X - X X X X X
Year 2015 2019 2008 | 2021 2023 2023 2024 2022
Code availability X X - - X - X X
Actively maintai X X 7 7 N 7 X X

Table 2.3: Compatibility assessment between the co-simulation platforms
found in literature and the traffic environment components seen in figure
Impl means that the feature is implementable, on a software point of
view, without major extensions
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tion regarding the year of inception, whether the code is available
and whether the platform is actively maintained. As we can see,
almost any of them has traffic, road infrastructure (mostly through
SUMO) and communication systems at disposal, largely due to the
scope of these platforms. As we also underlined before, the traffic
monitoring system as well as the management center are often ne-
glected, mostly since the platforms focus on the single, automated
vehicle instead of the traffic flow as a whole. This also reflects the
inability of reproducing actuation systems which are not solely tied
to the tested vehicle. Of course, these classes of platforms have
ample support for controlled vehicles, as it is their primary focus.
Crucially, only five out of the eight platforms have code available,
and only half are still actively maintained. Moreover, it has to be
noted that this analysis does not take X-in-Loop (XIL) evaluation

into account.

2.2.4 Focus: Eclipse Mosaic

One notable example of a valid solution for C-ITS testing and de-
velopment is represented by Eclipse Mosaic [122] Written in Java,
it was originally a standalone project developed by the Fraunhofer
Institute for Open Communication Systems (FOKUS), the DCAITI
(Daimler Center for Automotive IT Innovations), and the openMo-
bility Working Group; afterwards, it became part of the Eclipse
Foundation and it is now an open-source project under the Eclipse

Public License.

At first glance, Mosaic offers a lot of desirable features for the

aforementioned goal:

*While the work by Raviglione at al. [I18] might also seem a valid alternative,
it was crucially released in the second half of 2024, which is when this thesis
work was more than on the way. This does not take away from the fact that
this work might be re-evaluated for future considerations
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Commu- Traffic
Application &

nication Vehicles

Eclipse MOSAIC infrastructure

Figure 2.2: Eclipse Mosaic Software Components Overview

« Integration of pre-existing simulators: without reinvent-
ing the wheel, Mosaic already couples heterogeneous simu-
lators; this includes SUMO for micro-traffic simulation and
a custom network simulator, called Simple Network Simula-
tor (SNS), written by the Mosaic team in Java. Moreover,
this communication simulator can be swapped for other es-
tablished ones, like Omnet++ or Ns3.

e« The addition of the application simulator: a crucial
aspect which makes Mosaic immediately ready to use is the
addition of an application simulator, also developed in Java
by the creators. This simulator allows users to create a con-
trol logic for connected vehicles, directly impacting the SUMO
simulation. Plus, applications can also be written for servers
or RSUs, effectively offering a full stack to characterize vari-
ous traffic environment components. The tight coupling with
SUMO is even capable of writing application logic depending

on active road elements such as detectors or traffic lights.

e Scalability: as a notable mention, Mosaic is built to provide
standardized interfaces, so that new simulators could easily
be coupled, at least in theory. As an example, the authors

underline the possibility of also having a 3D simulator in the
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loop as CARLA, which has been recently integrated [36].

e Other benefits: the Mosaic project includes several evalua-
tion tools, such as logs for the simulators and the road actors
applications, as well as more specific tools which are part of

an extended, commercial license.

Regarding its software architecture, MOSAIC offers standardized
interfaces, and it is based on a so-called Run-Time infrastructure
(RTI) that is the building block for the simulators to be coupled
with through a Federate-Ambassador schema. Basically, for a sim-
ulator to work with MOSAIC, a standardized interface has to be
provided to offer both a Federate Ambassador, which will handle
the communication from MOSAIC to the simulator, and a MO-
SAIC Ambassador for the vice versa. This is all managed by the
Federation Management in the RTI, while the Time Management
and Interaction Management take care of synchronization and data
transfer between all the coupled simulators.

As we can see, Eclipse Mosaic looks promising on paper to fulfil a
lot of the necessities underlined in this section. Crucially, Mosaic
is built as a software-only product, without the possibility of en-
hancing the realism of the simulation with further tools or testing.
Indeed, at the time of writing, almost every research work which
employed Mosaic [114, [123], 102} [124] 6, [125] as a simulation tool

does not include any of the aforementioned XIL strategies.

2.3 Notable C-ITS T&V examples

Despite all the mentioned criticalities regarding C-ITS development
and deployment, and regardless of which simulation strategy em-
ployed, there are several examples in literature of different tests of
these intricate systems, some of which are reported in the section

below.
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Software and driver-in-loop applications Aramrattana et al.
[8] deploy yet another framework for C-ITS, which is built in-house,
and it is comprised of SUMO and Omnet++ plus their own driv-
ing simulator. The addition of this simulator inside the loop is
beneficial to test some peculiar C-ITS strategies, albeit some not
involving the collaboration of the infrastructure in any way, such as
platooning and platooning merging, and their interaction with ac-
tual human drivers. This is crucial, as the cohabitation on the road
of both human and computer agents will definitely happen in the
coming future. The interaction between human drivers and auto-
mated vehicles is also investigated by Wang et al. [145], whose aim
is to evaluate the impact of C-V2X communications on traffic safety
and efficiency. More specifically, by using a newfound car-following
model, called Acceleration-Impairment Driver Model (AIDM) and
extended from the conventional IDM, they showcase how the higher
the penetration rate of AVs, the lower both the number of conflicts
and the travel time in minutes become. Another driving simulator
test is shown in [I50], where the authors leverage a combination
of Vissim and Unity to understand driving behaviours at “dilemma
zones”, such as intersection scenarios where the traffic lights are
transitioning from green to yellow. The study shows that the ad-
dition of C-V2X, including traffic signal information and proposed
speed limit to approach the intersection, changes the way drivers
tackle the dilemma zone, showcasing various behaviours depending

on connection quality and packet loss.

Hardware-In-Loop and Digital Twins Rapelli et al. [117] pro-
pose OScar, short for Open Stack car. Their goal is to reproduce a
full ETSI-compliant, C-I'TS stack for embedded boards which has to
be lightweight and fit even low-end hardware, motivated by the lack
of open-source implementations available to the public. Within this

spirit, they implemented the full stack on a low-end board which
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could transmit at the V2X frequency, being 5.8/5.9 GHz, together
with a GNSS antenna connected to another external board. Their
evidence through CAM dissemination show the validity of the devel-
oped software stack for V2X and digital twins applications. Differ-
ent is the work by Geller et al. [64], which instead focuses on extend-
ing the previously mentioned CARLA platform by creating CAR-
LOS. This framework prioritizes on containerized building blocks,
which arranged in a microservice architecture greatly speed up the
process development and deployment stages through the concepts of
data-driven development and automated testing. Their architecture
is composed of the CARLA server, a ROS bridge as a communica-
tion actor and a control actor being the Scenario Runner software.
Their evaluation shows the scalability and test capabilities of the
framework, opening up on valuable digital twin realizations.
Finally, the work by Capdevila et al. [22] presents a Mixed Real-
ity Environment (MRE) tailored for ADAS and HIL testing. The
environment is composed of a fully equipped mobility laboratory,
including a real dissected car placed in front of a 220°angled curved
screen and all the necessary sensors including LiDAR, RADAR and
4k cameras. This effort is conducted with the ultimate goal of al-
lowing for comprehensive hardware and software testing, especially
in scenarios where the AV shares the road with potential hazards
or VRUs.

Real world applications There are also some reported use cases
of real world applications based on C-ITS applications. For exam-
ple, Kang et al. [81] analyze the impact of C-ITS services on driving
behaviour in the Daejeon-Sejong test bed in South Korea. More
specifically, this road section was equipped with RSUs which could
communicate with voluntary drivers offering their location data in
exchange for OBU capabilities through a smartphone app, even-

tually enabling C-ITS warning services. Therefore, this year-long
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experimentation was tackled to check the effects of various C-ITS
services, as well as their impact on data streams. Their analysis
show how the involved drivers suffered much less from hard braking
and deceleration, underscoring the potential benefits of widespread
deployment of C-ITS services.

Another example of real world testing is the work by Marquez-Barja
et al. [98], which described the Smart Highway test bed for V2X
built nearby the city of Antwerp, in Belgium. This smart highway is
equipped with standard-compliant RSUs as well as GNSS receivers,
with a cloud-based backend for more intense computations, posing
this work as a crucial application for the foreseeable future of C-ITS

validation and deployment.
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2.4 C-ITS cybersecurity

In their essence, C-ITS services undermine non other than stan-
dard wireless (and cellular) communications. Thus, it is impossible
to discuss about them without mentioning all the possible short-
comings caused by the very nature of these types of applications.
It could indeed be said that wireless communications have been the
staple of internet connections for decades, and C-ITS are "just” one
of their possible variations. However, there are definitely some is-
sues to immediately pinpoint, whether they might or not only relate
to C-ITS and V2X [144, [126], which are separately tackled below.

2.4.1 Common Cyberattacks applied to C-ITS

The most known Cyberattacks in literature are reported in table
For each category, when found, there are some literature ex-
amples on the matter. As we will soon see in the subsections below,
the most critical attacks in C-ITS are mostly related to authentica-
tion issues or to availability due to malicious users disrupting safety

critical applications.

Category Attacks

Authentication Sybil attack, GPS spoofing/position fak-
ing attack, Node impersonation attack,
etc. [9, [141]

Availability DoS attack, DDoS attack, Jamming at-
tack [97, 3], black hole attack, etc. [155,

94

Data Integrity Masquerading attack, Replay attack, etc.
Confidentiality Eavesdropping attack, Traffic analysis at-
tack, etc. [86, 80, 28| 41]
Non-repudiation Loss of events traceability, etc.

FEEIRRENGHEREIEN Timing attack, etc.

Table 2.4: Security Threats by Category
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2.4.2 The issue of multiple connected devices

The extremely large number of connected devices on the road have

two major drawbacks:

e The heterogeneity of both the hardware devices and the C-
ITS software implementations leads to a larger attack surface
for the malicious user to exploit. In hindsight, this issue is
similar to the one caused by the multiplication of connected,
low-power boards on software defined vehicles [93]: more con-
nected users on the road means that the possibility for an
attacker to find a vulnerable entry point gets higher the more
connected vehicles spread on the road. Moreover, if a new
Common Vulnerabilities and Exposures (CVE) is found, as
it often happens in the field of Information Technology (IT),
it is highly unlikely that all users download the new update
patching the cybersecurity risk, and so on. Since these issues
are highly correlated to standard Internet of Things (IoT) ap-
proaches, similar solutions have been tested to conduct cyber
threat analysis on the matter [62] as well as other kinds of

security assessments [120, [72].

o Message Congestion is another major issue in C-ITS. Using
Cooperative Awareness Message (CAM) messages as an ex-
ample, their frequency ranges from 1 to 10Hz; thus, the higher
the penetration rate of connected vehicles, the higher the risk
of channel congestion due to the high influx of messages. And
this issue is already established without taking into account
other kinds of messages, including more critical ones such as
platooning messages or cooperative perception ones. To solve
this issue, European Telecommunications Standards Institute
(ETSI) has disseminated a document regarding Decentralized

Congestion Control (DCC) strategies, which aim at reducing
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the number of messages in case of high channel pressurd’]
However, as the ETSI document does not keep newer, more
complex services into consideration, several other approaches
on DCC have been explored in literature [11], both evaluating
the effectiveness of the ETSI standard [95] or exploring alter-
native routes [121] 38], especially for more complex services
[68, [10]

2.4.3 The role of the PKI

As for any other application depending on internet communications,
C-ITS services also need the CIA triad of information security: con-
fidentiality, integrity and availability. Two of them, confidentiality
and integrity, are directly solved by the PKI. We are referring to the
security framework that enables the secure exchange of information
through the use of public key cryptography, digital certificates, and
trusted third-party entities. PKI establishes a hierarchical trust
model, where Certificate Authoritys (CAs) issue, manage, and re-
voke digital certificates that bind public keys to the identities of
users, devices, or services. Applied to C-ITS, the PKI provides the
necessary authentication and message integrity, preventing spoof-
ing, tampering, and unauthorized access, which are critical for the
reliability and safety of automated driving and traffic management
systems [73].

Some literature works have already tried to assess the perfor-
mance of the PKI protocol in C-ITS [70, [127] with a look to the
future, while others have taken a slightly different approach includ-
ing certificate-less methods for signature verification [131].

As a final note, the European Commission has established a refer-
ence platform, called C-ITS Point of Contact regarding [...] the
legal and technical requirements for the management of public key

certificates for C-ITS applications by issuing entities and their usage

3see the ETSI official document on the matter| [47] for further info
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Figure 2.3: A very basic understanding of the PKI architecture.
Source: thecyphere blog [15]

by end-entities in EuropeEl certificate authority. More specifically,
the platform provides C-ITS relevant documents and guidelines for
the deployment within the European Union C-ITS Security Creden-
tial Management System (EU CCMS)ﬁ

4from |Certificate Policy for Deployment and Operation of European Coop-
erative Intelligent Transport Systems (C-ITS) [32]
°See [the EC website [31] for further details
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2.4.4 C-ITS related cyberattacks
User tracking and anonymity

CAM messages, as defined in the ETSI document, broadcast es-
sential details about nearby vehicles. These details cover each ve-
hicle’s location, velocity, heading, acceleration, dimensions, and
classification, among other parameters. To safeguard privacy and
avoid tracking attempts, ETSI has also established a mechanism of
pseudonyms, which is specified in the related pre-standardization
document. Pseudonym usage is crucial, as having the same identity
over time would massively increase tracking capabilities by mali-
cious users. Indeed, the pseudonym mechanism not only asks for
the usage of different names during the same road trip, changing at
set times, but also asks the update of the MAC address, and even
the IPv6 address. However, even with these privacy measures, the
information shared in CAMs can still allow a malicious user to iden-
tify the sender. For instance, if only a few vehicles occupy unique
positions relative to the receiver, such as one directly ahead and an-
other directly behind, the receiver can match CAM data to specific
vehicles by comparing reported positions with its own. Similarly,
if a CAM indicates a transmitting vehicle is 10 meters long and
only one large truck is nearby, the correlation becomes straight-
forward. Studies have found [46] that additional attributes, like
vehicle size, significantly enhance the ability to link pseudonyms,
potentially allowing up to 80% of vehicles to be tracked. Moreover,
the density of vehicles in the area plays a critical role, with the study
concluding that location privacy diminishes even when pseudonyms

are changed.

Certificate based message verification

Since each message is paired with a digital certificate via PKI, the

assumption should be that the receiving vehicle can always validate
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the certificate chain back to the root CA to ensure authenticity.
However, this assumption does not always hold true in practice,
especially when dealing with moving stations such as in vehicular
networks.

For instance, Cooperative Awareness Messages (CAMs) do not al-
ways include a full certificate [I51]. While CAMs transmit a com-
plete certificate at least once per second, more frequent messages
use the last 8 octets of the certificate’s hash rather than the full cer-
tificate. This approach reduces message size and bandwidth usage.
According to the message specification, if a vehicle encounters an
unknown digest or a certificate signed by an unfamiliar Authoriza-
tion Authority (AA), it must request the missing certificate from
nearby vehicles and await a response . Only after receiving the nec-
essary information can the vehicle authenticate the message. This
additional exchange introduces a verification delay of at least sev-
eral hundred milliseconds, which has a huge impact on safety-critical

V2X communications, such as platooning or cooperative maneuvers.

Misbehaviour detection

An interesting topic in the field of C-ITS is the issue regarding
misbehaviour detection. While this sounds like a very broad term,
within this scope has a more restricted definition in “any abnormal
occurrence in the C-1TS network, caused by one or more participat-
ing nodes, that disrupts the normal functioning of C-ITS services”
[7,[139]. Generally speaking, literature has found two main reasons
as misbehaviour causes [16]: hardware (sensors) failure or malicious
attacks, including the common literature attacks shown in table[2.4]
but declined in the field of C-ITS.

Misbehaviour can come in various ways, ranging from ghost vehicle
attacks, where the message sender places himself on a different geo-

position, causing potential issues to the receivers. A traffic analysis

attack, where a malicious user sends hundreds of messages com-

39



L |
Chapter 2. State of the art:
@)ce-
o

C-ITS development and deployment

ing from ghost vehicles, could cause the detection of a non-existent
traffic queue. Or worse, cars driving in a platoon could include a
malicious user disrupting the fleet in dangerous ways [13].

The importance of misbehaviour detection lies in its mitigation
strategies. For starters, there are realistic ways to find out whether,
for example, a ghost vehicle attack is being carried on[129]. Cru-
cially, if the attacker’s false position does not match the carriage
direction, or a real road position, or the sequence of positions is
not physically plausible, the attack is relatively easy to detect, with
more sophisticated position falsifications being potentially more ef-
fective. Similarly, a traffic analysis attack could be discovered by
just comparing historical data, or verifying whether the vehicles’po-
sitions are consistent.

As for cooperative vehicles fleets, there are more complex chal-
lengers. First, platooning applications run at much higher frequen-
cies than standard C-ITS messages for safety reasons. Thus, a ma-
licious user could create many hazardous disruptions in such test
cases. Secondly, it is difficult in a chain of trust such as a platooning
application to find the malicious user: if the attack is very sophisti-
cated, one could question whether the malicious user is wrong or the
other vehicles in the fleet have some sensors malfunctioning. These
issues are all linked to the macro-area of cooperative misbehaviour.
Indeed, different works in literature [92} [I, [91] have tried to address
the matter, from voting systems to fault-tolerant systems to more
sophisticated machine learning based solutions.

All in all, this discussion only scratches the surfaces on the various
issues surrounding the cybersecurity topic in C-ITS. The mixture
of safety issues for road users, unreliability of wireless communica-
tions, and dire necessity of user privacy and anonymity generates
many different questions which are still up for answers from the

scientific and technical community.
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The in depth analysis of the current state of C-ITS has ultimately
underlined a set of challenges that have to be overcome in the near
future. In order to do so, we set as the thesis goal to build a co-
simulation platform able to address them. More specifically, we

pointed out the following Research Questions (RQs) listed below

« RQ1: given the cooperative nature of C-ITS, is there
a software platform which can accurately reproduce
all the heterogeneous traffic environment components
seen in figure Only by addressing this heterogeneity, it is

possible to really improve simulation realism and accuracy.

e RQ2: is there a way to test the impact of C-ITSs on
the whole road environment? More often than not, new
automated vehicle features are only tested for the single vehi-
cle only. Therefore, any propagating effect on the other road
actors is yet to be evaluated. A non-exhaustive list might
include understanding the effect of ISA policies on traffic con-
gestions, or evaluating a possible reduction in (check danger-
ousness) of a specific hazardous traffic intersection when in-

stalling collective perception cameras, and so on.
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e RQ3: how can we seamlessly enable the rapid pro-

Chapter 3. Research questions

totyping of cooperative services within their intended
environment? Crucially, the ever-changing landscape of wire-
less communication and connected devices requires agile meth-
ods of development and deployment. Plus, this is further exac-
erbated by the fact that some of these services are still exiting
the pre-standardization phase, hence changes could happen at
any time. Being able to quickly respond to these changes is
mandatory to ensure new C-ITS services are promptly evalu-
ated and tested.

« RQ4: when C-ITS services are developed, are all the
risks related to user security taken into account? Such
evaluation should happen simultaneously to the development
and deployment of C-ITS. Plus, as already underlined in chap-
ter 2| there are several cybersecurity risks linked to cooper-
ative services, such as GPS and identity spoofing, man-in-
the-middle attacks, misbehaviour detection attacks and so on.
Thus, a thorough analysis would also point out these issues,

helping to increase the overall system robustness.

e RQ5: are C-ITS tested in their intended environment,
and with the full message exchange pipeline enabled?
Ensuring this is crucial to allow faster development and de-
ployment times. Moreover, it is important to design new func-
tionalities keeping current standardizations in account, such

as including the full PKI into the co-simulation loop.

Taking matter in our hands, we can get a clear thesis statement,

which is:
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The thesis goal is to design, develop, validate and de-
ploy a co-simulation platform capable of performing test-
ing and validation of Cooperative-Intelligent Transportation
Systems. The platform needs to represent all the differ-
ent road environment components in a realistic and
integrated way, covering all the aspects of the Cooperative,
Connected and Automated Mobility, thus trying to solve all

the underlined Research Questions.

T Thesis Goal J

More specifically, the rest of this thesis is organized as follows:
chapter || will describe the design and development process of the
co-simulation platform. Then, chapter 5] will showcase some notable
applications which are enabled by the newfound platform. Follow-
ing, chapter [6] will showcase how this platform is also enabled for
testing vehicular attacks in C-ITS as well as appropriate software
mitigations. Among them, the enhancements made to the plat-
form to allow for PKI infrastructure testing, further increasing the
realism of the simulation. As a final note, a real world use-case im-
plementation shaped around the A56 Tangenziale di Napoli Italian
highway is described in chapter [7] Finally, we draw some conclu-

sions around the ecosystem and subsequent developments in chapter

Bl

43



44



Chapter 4

The co-simulation

platform

This section defines and motivates the design choices behind the

co-simulation platform, envisioned as one of the main thesis goals.

4.1 Platform foundations

As we saw during the literature review in[2], there is a crucial lack in
co-simulation tools which can capture all the heterogeneous traffic
environment components. This, in turn, leads to a defective analy-
sis, and subsequent evaluation, of the impacts that the C-ITS could
have in the foreseeable future when in actual deployment stages.
This is the reason why we set one of the thesis goals to create a co-
simulation platform which can fulfil the aforementioned necessities.

Besides, this goal is completely aligned with RQ1:

Given the cooperative nature of C-ITS, is there a software
platform which can accurately reproduce all the heteroge-

neous traffic environment components?
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The coming sections will describe the inception of the platform

Chapter 4. The co-simulation platform

while giving some insights regarding the designed components.

4.1.1 Design Goals

Given the complexity of the task, following standard software engi-
neering practices, the first step was to pursue a requirements anal-
ysis which could guide us through all the subsequent software de-

velopment stages.

Functional Requirements

The two, declared, mandatory functional requirements identified are

the following:

e Holistic approach to the traffic environment: as thor-
oughly explained in the previous sections, the inclusion of
the entire traffic road environment is a necessary condition to
make realistic and reliable C-ITS testing. More specifically,
including infrastructural actors such as actuators, monitoring,
and traffic management systems is of primary importance; in-
deed, these components are often neglected during testing, es-
pecially regarding V2X-enabled applications. This is a defini-
tive issue, as the role of the infrastructure ranges from highly
beneficial (such as in long-range communication applications)
to absolutely mandatory (in cases where the monitoring sys-
tem is crucial, such as in Cooperative Perception (CP) appli-

cations.

« Enable HiL applications: the realism of the whole sim-
ulation depends on the employment of both hardware and
software components, which are seamlessly transposed into
real-testing in subsequent phases. This is why HIL testing is
so important, and why it is equally important to enable it into

the co-simulation platform.
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Non-functional Requirements

The platform also has to comply with several non-functional re-

quirements, which are briefly detailed below:

e Scalability: the framework needs to be scalable to allow for
both small, scenario critical applications, and bigger, more

complex scenarios such as highways or big urban contexts

e Modularity: we want to be able to enable or disable the
various components at will, both for performance reasons and

to vary the kind of tests depending on the final objective

e Reproducibility: the co-simulation platform must deliver
deterministic results, net of some wanted randomness injected
on purpose. This is very important, as evidences on the lack of
absolute determinism have already been noticed, for example,

on 3D engines [27]

o Portability: if possible, we want to be able to migrate the
platform without major encumbrances, again to speed-up any

specific test in given environments

High-Level Architecture

the depiction of the functional, and non-functional requirements
leads us to the definition of an high-level architecture, depicted in
figure The identified high-level components are the following:

e Simulation manager: this component holds the full simula-
tion stack, as well as all the involved third-party components.
The simulation manager is capable of starting and stopping
the simulation, as well as gathering useful log data from the
latter for evaluation purposes. Plus, the simulation stack has

to contain the traffic environment components in itself.
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Figure 4.1: High-Level architecture for the co-simulation platform

e Scenario manager: no realistic simulation can be obtained
without a scenario manager, whose job is to create and define
the test scenarios, as well as creating a suitable file format,

accessible to all the other platform components.

e HiL manager: given our requirement of enabling HiL. appli-
cations, the software stack has to communicate in some way
to selected hardware platforms, chosen for given testing pur-
poses. Hence, this crucial communication role is offered, at

high level, by the Hil. manager.

e User and Data manager: this component, albeit not manda-
tory, needs to hold historical simulation data, as well as pre-
pare a user access system for future purposes. Thus, this
component will hold any user-specific data in case the plat-

form becomes a multi-user one.

4.1.2 The role of Eclipse Mosaic

During section we discussed how a notable and open-source
co-simulation platform was found in Eclipse MOSAIC. This software
has distinguished itself for several features, including modularity,

portability and scalability, which are all part of our non-functional
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Environment

Components

Figure 4.2: Side-by-side comparison between the already established
Eclipse MOSAIC software and how its components are mapped to the
traffic environments’ one. In matching colours, the MOSAIC features
which are able to replicate the given traffic component

requirements. Plus, MOSAIC already offered co-simulation between
some established simulators, hence it already includes some parts of
the traffic environment components in its design. For this reason,
we decided to evaluate the usage of this tool as a platform founda-
tion, conducting an informal gap analysis on the matter. Besides,
it is not only beneficial to shorten development times, but also code
reuse is an established and promoted practice in software engineer-

ing processes.

Gap analysis

We can use figure to have a side-by-side comparison between
the tools offered by eclipse MOSAIC and a possible mapping with
respect to the traffic environment components wheel. For further

clarity:

e Items in the traffic environment components wheel with the
same colours of the Eclipse MOSAIC boxes are already repro-
duced inside the latter.

e Items with yellow stripes indicate that the component is in
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part already found in Eclipse MOSAIC, but a further exten-

sion is mandatory to reach our goals.

e Items with red stripes indicate that not only the component
does not exist, but also that its testing depends on the pres-

ence of dedicated hardware boards for realistic HIL testing

The gap analysis gave us the following insights:

o The depiction of Traffic, in MOSAIC, is done through Eclipse
SUMO, which coupled with the MOSAIC evaluation tools (in-
dicated by the orange stripes in the figure) grants a realistic
reproduction of the vehicles on the road, as well as the Road

Infrastructure.

e Likewise, the Communication System, which happens through
either the Simple Network Simulator (SNS) or one of the cou-
pled wireless communication simulators, is already well repre-

sented, albeit without any HIL capabilities.

e When we deal with everything regarding applications develop-
ment and deployment, the first thing to notice is that through
the application simulator, MOSAIC offers the possibility to
write such software for each road actor. This includes all
kinds of vehicles as well as infrastructural actors such as sen-
sors or detectors. However, the possibility to implement these
capabilities does not mean that they are already available to
the public. This is definitely true for both the monitoring
system and the traffic management center. Indeed, all
the actuation logic pertained to these components has to be
written from scratch, as it is not part of the available MOSAIC
package; this is also true for any of the vehicle-side applica-
tions, despite the fact that there are some examples regarding

their usage.
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e Regarding the actuation system, if we refer to the traffic
policies, it leads to the application logic of the traffic manage-
ment center, hence it is a component which can be developed,
but not yet in place. However, if we also take into account the
actuation logics of both conventional and connected vehicles,
the problem becomes twofold, as not only there needs to be
an actuation logic, but also a behavioural logic. This, in turn,
takes us to the last point of discussion regarding controlled

vehicles.

o Finally, the controlled vehicles need a more complex discus-
sion. As we just said, their actuation logic has to be written
within the MOSAIC application facility, and thus no extra ex-
tension is necessary. However, in order to give more realism to
the simulation, a controlled vehicle as well as a connected and
automated one could be controlled by an external entity, it
being either a third-party software or an entire different hard-
ware board. Plus, this could also be true for the actuation
logic of infrastructure-side applications for realism purposes.
This leads to a twofold problem: on one hand, a controlled
vehicle could be managed through the application interface
which communicates directly to SUMO, and thus using the
car-following models found within the latter. On the other
hand, it is a desirable feature to not only be able to write the
actuation logic outside the application simulator, but also to
have an entirely different Automated Driving System (ADS)
completely submerged inside the simulation. This is a decisive
missing feature of MOSAIC that has to be greatly taken into

account.

When we compare Eclipse MOSAIC with respect to how the High-

Level architecture was envisioned, we can see that:

e The high-level Simulation Manager and Scenario Manager are
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Figure 4.3: Depiction of how the High-Level architecture is impacted by
the usage of Eclipse MOSAIC. In Purple, the parts which can be synthe-
sized by MOSAIC alone; in yellow, the ones which are not included by the
software

well established inside the software. Indeed, MOSAIC offers a
complete set of tools to create new simulation scenario, decide
how and which applications logics are found inside it and run

the simulation while gathering data through logs.

e On the other hand, the HIL manager and the User and Data
manager are completely missing from MOSAIC, as they were

not part of the original goals envisioned by the creators.

This further analysis is depicted in figure
After careful considerations, we decided that the strengths of the
tools outweighed its weaknesses and lacking features, so we decided

to extend the simulation tool instead of starting from scratch.
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4.2 Emnabling HIL testing

Given the assumptions stated in the previous section, the proposed
extended co-simulation framework builds up on the MOSAIC exist-
ing platform, extending its functionalities and adding new function-
alities, aimed at supporting HIL testing above all. The component
diagram describing the architecture is shown in figure As we
can see, there are a couple of components built upon Eclipse MO-
SAIC, which are described below:

e The first notable component is the addition of a so-called co-
simulation backend, which is the yellow rectangle in the
component diagram. This component, written in Java, needs
to wrap the simulation starting logic for user access purposes,
as well as storing the data regarding the various simulation
runs. Thus, this component realizes the missing HIL man-
ager and User and Data manager depicted in the high-level
architecture. Moreover, it holds all the unique names of the
hardware boards which take part into the simulation. This
management choice is done to ensure a much smoother flow of
operations, since the actual hardware boards are never directly
coupled with the MOSAIC infrastructure and real-time inter-
face. Finally, this component exposes a simple API interface,
which can be contacted with standard HTTP requests coming
from any specialized testing or development toolm These de-
sign choices highly keep modularity and portability in mind,

while fulfilling the main goal of enabling HIL simulations.

o At this point, there needs to be a methodology to link the
Eclipse MOSAIC platform and any of the possible hardware
boards inside the simulation. Given the heterogeneity of the

commercially available hardware boards, the choice fell on an

!such as Postman| [112], Bruno| [19] or [Hoppscotch| [4]
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Chapter 4. The co-simulation platform

Figure 4.4: Component diagram of the developed co-simulation
framework. In blue, green and orange, the communication, traf-
fic, and evaluation modules respectively, which are already part of
the Eclipse MOSAIC base package

@ Database
NMQTT

Eclipse MOSAIC Co-Simulation Platform

MQTT Broker ready to listen to simulation messages and
forward them to the actual hardware and vice versa. This
choice is motivated by the extreme popularity of MQTT as
a lightweight and scalable protocol, and thus available in a
very wide range of devices, ranging from APIs in several high-
level languages (Java included) to libraries for 16-bit micro-
controllers. Finally, MQTT is also a standardized protocol,
and possibly applicable even in more time-constrained appli-

cations, as it could be the case for HIL applications.

e Finally, the co-simulation backend is linked to a PostgreSQL
database which is used to store both user, simulation, and
hardware data, as previously described. Plus, every time a
new simulation is started via HTTP request to the backend,
the system automatically knows which boards are connected
to the MQTT server and therefore can be coupled with one

of the virtual vehicles.
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4.3. Software extension

4.3 Software extension

A non-negligible detail is the software additions made inside the
Eclipse MOSAIC application logic to allow C-ITS testing. Indeed,
to seamlessly include these services inside the software structure,
a mosaic-cits library was created and put together with the other
utility libraries that MOSAIC uses. This addition does not impact
the non-functional requirements of the platform, and allows us to
enrich the platform with more and more services depending on the
use case. As there were different deployed services, their description
is left to the matching sections in future chapters (see chapters
and @ Moreover, the deployed C-ITS services are detailed in ap-
pendix [B] for further reading.
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4.4 RQs mapping

Chapter 4. The co-simulation platform

Recalling chapter (3| the creation of the co-simulation platform was
done with several goals in mind, which were synthesized by the de-
tailed research questions. Having a look at these aforementioned
questions, we can inspect them one by one and check if they match
with the course of actions which led to the aforementioned co-
simulation framework. Hence, we can see that the following RQs

are answered here:

Is there a way to test the impact of C-ITSs on the whole road

environment?

The development of the mosaic-cits library effectively covers
the missing, "to be developed” traffic environment components we
identified during the gap analysis (see figure , more specifically
the monitoring system and the traffic management center. This is
because the library effectively mimics a virtual control room, which
could take decisions given the received C-ITS messages. Depending
on the developed use case, we could have different actuation logics,

as we will see in chapter

How can we seamlessly enable the rapid prototyping of coop-

erative services within their intended environment?

As the application logic is mainly written in Java through MO-
SAIC, SIL testing is already granted by the latter. Moreover, our
co-simulation extension enables several use cases where the appli-
cation (or communication) logic is written directly on the deployed
hardware board, enabling HIL testing as well. This feature greatly
expands the rapid prototyping capabilities of the platform, ensur-
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ing that any tested C-ITS service can be done with the appropriate,
intended hardware which could be immediately deployed in its in-
tended environment. Some of the developed use cases supporting
this RQ are reported in chapters [5| and

When C-ITS services are developed, are all the risks related

to user security taken into account?

The sole presence of a communication simulator is a good start
to assess the matter, especially given that the MOSAIC platform
can already be coupled with more sophisticated network simulators
such as ns3 or Omnet++ which could heavily enhance the deter-
minism and realism of the V2X interactions happening during C-
ITS testing. Differently to other RQs, assessing the security risk as
well as the platform suitability requires further platform validation,
hence why some of these tests were included within the platform

use cases, as we will see in chapter [0

Are C-ITS tested in their intended environment, and with

the full message exchange pipeline enabled?

While Eclipse MOSAIC does not offer this feature out-of-the-
box, the addition of the co-simulation platform allows coupling not
only with external hardware, but also with external servers and/or
application with which the communication packets, as well as the
protocol (being MQTT), are agreed upon. Thus, the full message
exchange pipeline could be enabled by further extensions, such as
the one proposed in the use case detailed in section[6.4] offering PKI
capabilities to the platform.
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Chapter 5

Platform use cases:

C-ITS applications

In the previous chapter, we detailed the design and development of
the co-simulation platform envisioned for C-ITS testing. After that,
it was employed for a series of use cases related to the study of the
impacts of C-ITS services on the whole road environment. This is
fully aligned with the research questions outlined in chapter 3] more
specifically to the RQ2 and RQ3 discussed in section [4.4] Thus, the
following section will explain in detail which were the identified use
cases, and how they were tested thanks to the platform.

As a final note, each use case will be structured as follows: first, the
motivations behind the use case. Secondly, the case study where it
is applied, including the testing scenarios. Finally, the test results

and any further conclusion.

5.1 UC1l: Real-world communication facili-

ties

One of the two goals of the platform on the topic of HIL testing is

allowing actual, real-world messages to be sent from the platform
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itself through an actual, standard-compliant hardware board. This

Chapter 5. Platform use cases: C-ITS applications

leads to two achievements: for starters, the HIL board is tested
inside a realistic traffic environment, including geolocalization and
surrounding vehicles, which is great to validate the board capabil-
ities. Secondly, the ETSI communication stack is already imple-
mented into the hardware board, in our case a commercial Cohda
MKS5 obu deviceE] In turn, this means that any external board
could, in theory, receive the Cohda device messages and be tested
in a way which is completely agnostic to the simulation. Finally,
recording the Cohda messages enables message validation and in-
spection with respect to security standards or software replication.

The architectural schema and test setup for this use case are shown

in figure

5.1.1 Case study

This case study includes the development of the Traffic Jam Ahead
service, one of the dayl services as per the Car2Car consortium
taxonomy [23]. This service includes various activation conditions
indicating that a traffic jam is forming in a specific point of the road
infrastructure. For the sake of simplicity, the activation conditions
are described in table while further details on this service are
left to the reader in Appendix [B] table It is worth noting that
TRCO__3 is not implemented as the simulation does not include
radio communications, while TRCO_5 is not implemented as the
vehicles are assumed to be not equipped with on-board sensors.
Finally, in the future references of this subsection, we will refer to
the specific CAV equipped with the Cohda MKS5 as the Ego Vehicle.

!see the MK5 OBU website [147] for further details
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@ Database ..... CO'hda
SMQTT *si Wireless

(b) HIL test setup and physical connections. In the bottom half of
the picture, in blue, the Cohda MK5 OBU.

Figure 5.1: Use Case 1 architecture and physical setup

5.1.2 Testing Scenarios
Baseline Scenarios

The case study includes three simple scenarios, which were de-

vised to prompt the activation of the service-specific conditions.
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Within the simple scenarios, all vehicles are considered to be Con-

Chapter 5. Platform use cases: C-ITS applications

nected Conventional Vehicless (CCVs), operated by human drivers
and equipped with V2X communication devices sharing CAM and
DENM messages exchange.

Simple Scenario 1, covering TRCO_ 0, consists of the Ego Vehi-
cle traveling at low speed along an empty road stretch of the A2
Highway;

Simple Scenario 2, covering TRCO_1 AND TRCO_ 2, consists
of a CCV and the Ego Vehicle traveling along an empty road stretch
of the A2 Highway, as leader and follower. At some instant in time,
the first vehicle stops for the necessary amount of time, thus acti-
vating the condition and sending the DENM message signalling the
traffic jam ahead.

Simple Scenario 3, covering TRCO_1 AND TRCO_ 4, consists
of five CCVs and the Ego Vehicle traveling along an empty road
stretch of the A2 Highway. The five CCVs travel at a very low
speed, in this case 5 m/s, which is lower than the service treshold

and thus activates the stressed condition.

Count

Triggering condition

The ego vehicle is moving with an average velocity of
30 km/h or less and more than 0 km/h over a period
of 120s (stop & go traffic)

The ego vehicle velocity is equal to 0 km/h for at least
30 s.

At least one DENM corresponding to the traffic jam -
traffic jam ahead C-ITS service with the same driving
direction has been received.

CAMs indicate a velocity of 30 km/h or less of at least
five other vehicles within 100 m and with the same
driving direction.

Table 5.1: Triggering Conditions of the Traffic Jam Ahead devel-
oped on the described use case
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(b) Detail of the Camaldoli entrance where traffic jam occurs. In
yellow, the considered driving direction (from east to west).

Figure 5.2: A56 highway modelled in the realistic traffic scenario.

Realistic Traffic Scenario

The study area is the A56 Highway (Italy), also known as the Tan-
genziale di Napoli, connecting the SS7 near Arco Felice/Pozzuoli
from the west to the Autostrada Al to the east. The A56 is a
three-lane highway, with a total length of 20.2 km, a maximum le-
gal speed of 80 km/h, and 14 entries/exits. For our case study, we
consider mainly the east-to-west direction from Autostrada Al to
the Arco Felice/Pozzuoli exit as depicted in Figure

The traffic demand is synthetically generated. Since congestion
is a requirement to verify the considered C-ITS service more thor-
oughly, we have generated a very high, unrealistic traffic demand so

that stop-and-go phenomena occur in the proximity of one of the
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highway entrances. More specifically, we assume a traffic demand of
more than 5000 veh/h along the mainline and 1500 veh/h entering
the highway at the Camaldoli entry.

The vehicle fleet consists of Conventional Vehicles (CVs) and CCVs.

To verify the operation of the implemented C-ITS service under dif-

Chapter 5. Platform use cases: C-ITS applications

ferent mixed traffic conditions, a penetration rate of 5-10-20-30 %
of CCVs with respect to the total traffic demand is considered.

Moreover, to increase the realism of the traffic scenario, slow and ag-
gressive drivers are modelled. The microscopic parameters used for
characterizing the behaviour of each type of driver, listed in Table
are the ones defined in [122] Here, the first five parameters are
related to the general behaviour of the drivers, while the second four
are related to the lane-changing model. Regarding these latter, lcK-
eepRight is the eagerness for following the obligation to keep right,
lcAssertive is the likeliness to accept lower gaps for lane changes
in dense traffic situations, lcSpeedGain is the likeliness to change
lanes to gain speed and, finally, lcCooperative is the willingness for
performing cooperative lane changing, Further details are shown in
[45]. With specific regard to the desired speed followed by both
types of drivers, it is distributed as a truncated normal distribution

to represent a large spectrum of driving behaviour. Specifically, the

Parameter ‘ Slow Driver ‘ Aggressive Driver
Length 4.5 [m] 4.5 [m]

Headway 1.2 [s] 1.0 [s]

Max Acceleration | 2.5 [m/s?] 3.5 [m/s?]

Max Deceleration | 6.5 [m/s?] 6.5 [m/s?]

Speed Distribution | N(1, 0.1, 0.2, 2) | N(1, 0.1, 0.2, 2)
IcKeepRight 6 1.5

IcAssertive 1.8 3.0

IcSpeedGain 0.8 1.6

IcCooperative 1 0.8

Table 5.2: Drivers parameters
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distribution is such that 95% of the vehicles drive between 80%
and 120% of the legal speed limit. In our scenarios, we assume that

25% of drivers are aggressive and 75% are slow.

5.1.3 Test results

This Section reports the results of the case studies. Each time the
simulation starts, the Cohda MKS5 is connected via MQTT to a par-
ticular CCV (the Ego Vehicle), while the other CCVs are equipped
with application OBUs alone.

It is worth noting that baseline scenarios were merely used for the
functional verification and validation of the extended co-simulation
framework. Moreover, each of them represents a simplified synthetic
traffic condition that should trigger one of the service-specific acti-
vation conditions described in table For this reason, the results
have been omitted here as the positive outcome of these tests simply

indicates the correct functioning of what has been implemented.

Realistic Traffic Scenario Results

This test is aimed at understanding if and how the service is ac-

tivated in realistic traffic conditions. It is worth noting that in

Penetration Activated Activation Stressed

Rate Condition Time (s) Conditions
TRCO_O 729 TRCO_0,1,2,4
TRCO_DO 745 TRCO_0,1,2,4
TRCO_DO 758 TRCO_0,1,2,4
TRCO_O 762 TRCO_0,1,2

Table 5.3: Activation conditions observed during the test cases un-
der different penetration rate of connected vehicles.
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this scenario, the Ego Vehicle is inserted in the simulation at time

Chapter 5. Platform use cases: C-ITS applications

500s in order to encounter the congested traffic conditions near the
Camaldoli entry.

Testing results, summarized in Table[5.3], provide information about
the service-specific condition that activates the C-ITS service first,
the activation time, and the possible other service-specific condi-
tions observed, given a certain penetration rate and the traffic de-
mand.

As expected, the TRCO_ 0 condition is always the activating con-
dition for the service, as it covers the case of stop-and-go traffic
conditions. Moreover, the lower the penetration rate, the longer
before the service activates since the first CCV spawning in the
simulation is found later into the traffic queue, thus showing ap-
proximately a 30s difference between the 30% and 5% penetration
rate cases.

Given that we generated a high traffic demand to observe congested
traffic conditions, the conditions for the TRCO_1 and TRCO_ 2/
TRCO__4 are correctly met and printed into the application log files.
We provided a screenshot of the filtered log file for one of the CCVs
in Table for further clarity. We also noticed that the TRCO_ 1
condition is met more or less at the same simulation time, which
was 1035s for the 30%, 20% and 10% penetration rates and 1060s
for the 5% one. The first time this condition is met, it is in conjunc-
tion with TRCO__ 2, which is again correct as the CCVs in the area
will communicate the traffic jam via DENM messages. Shortly af-
ter, TRCO__4 is activated as CAM messages are also received with
slow speed indications for both the 30% and 20% penetration rates,
while the 10% rate activated such condition about 60s later than
the first two, which is reasonable considering that such a low pen-
etration rate makes finding 5 other CCVs within the 100 m range
more difficult to happen. Finally, the 5% penetration rate test did
not show any TRCO_ 4 condition activation, as the CCV penetra-

66



5.1. UC1: Real-world communication facilities
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Figure 5.3: Filtered log file for a CCV achieving the traffic jam
ahead service conditions

tion rate was so shallow that this condition could not be fulfilled.

5.1.4 Conclusions

This use cased showed how the integration of the Cohda MK5 OBU
commercial hardware, which is provided with a real V2X hardware/-
software stack, inside the co-simulation framework allowed to test a
complex and impactful C-ITS service such as the Traffic Jam Ahead
One. For the evaluation phase, we created three simple scenarios
aimed at verifying the correctness of the extended architecture, as

well as the proper functioning of the implemented C-ITS service.
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Moreover, a detailed scenario was formulated to conduct a thor-

Chapter 5. Platform use cases: C-ITS applications

ough verification of both the robustness of the architecture and the
functionality of the service under realistic traffic mixed-traffic con-
ditions. Overall, we deemed our test successful to assess both the
co-simulation framework capabilities and the HIL correct function-

ing.
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5.2 UC2: HiL algorithm testing

This second use case focuses on the evaluation of ADS algorithms
inside the co-simulation framework, again deploying HIL strategies.
More specifically, the hardware target machine gets nearby vehicle
data such as their speed and location as input, as well as any C-ITS
message sent to the ego vehicle corresponding clone in the simula-
tion framework. The node then elaborates such information pieces,
sending back to the application the updated Ego-Vehicle position
and speed. By doing so, we allow the ego vehicle to be tested inside
a realistic scenario, thus avoiding too simplistic validation scenarios.

An overview of this extension, including an image of the hardware
setup, is shown in figure

5.2.1 Real-Time Target Hardware

The real-time target hardware allows for a cost-effective testing and
validation of an ADS without having the complete system hardware.
In this way, it is possible to rely on a real-time simulator that acts as
a digital twin of the whole system or parts of the system. Here, we
used a Speedgoat baseline as target hardware, and Matlab/Simulink
as development environment for the different components.

As shown in Figure the real-time target hardware consists of
different components (or subsystems): the Filter, which collects,
organizes and eventually merge traffic data; the ADS subsystem,
containing the set of automated driving systems that control the
motion of the Ego-Vehicle; and finally, the Vehicle Dynamics sub-
system, containing the model that emulated the motion of a real
vehicle. Moreover, there is a pair of MQTT client blocks which
manage data exchange between the connected MQTT server (host
PC) and the application running on the real-time target computer.
Precisely, the Speedgoat receives messages from the MQTT server

about traffic data. Similarly, as the ADS outputs the control strat-
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position and speed of
nearby vehicles

c-its messages

Real-Time \\ ECLIPSE
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Machine and spee ]

K Co-Simulation Framework /

(a) Extended Co-Simulation Framework overview

(b) HIL test setup and physical connections. In the bottom-left,
the Speedgoat Baseline real-time target machine.

Figure 5.4: Use Case 2 architecture and physical setup

egy after further elaboration via the vehicle dynamics, the Ego-
Vehicle speed and position data is sent via MQTT back to the server.
Finally, the Ego vehicle MOSAIC application is also connected to
the latter, closing the communication loop between the HIL and the

co-simulation framework.
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Filter

The data filter is responsible for data collection and organization,
scraping unnecessary pieces of information and eventually fusing
different sources together (e.g. vehicle ahead speed and road speed
limit) to properly feed the ADS subsystem. It is thus a mandatory
component for safe navigation and decision-making. For example, if
the vehicle is equipped with multiple ADSs, the filter could send to
each of them the information strictly necessary for their operation.
In our application case, as our system is mainly composed of an
ACC, as described below, the filtered data consists of: speed of an
ahead vehicle and the relative distance Ad(t) [m] to the Ego-Vehicle;
desired target speed vges(t) [m/s], which corresponds to the legal

road speed limit.

Automated Driving System

The longitudinal motion of the Ego-Vehicle is regulated by an Adap-
tive Cruise Control (ACC) system that adapts the speed in response
to upstream traffic conditions. The ACC control algorithm imple-
mented is the one proposed by [100], computing a desired longitu-

dinal acceleration u(t) as follows:

(5.1)

u(t) =

{min{KveU(t); [Kpeq(t) + KypAv(t)]} ifeq <0,
KwAU(t> — Kp€d<t) if eq > 0,

where e,(t) = vges(t) — v(t) and eq(t) = ds(t) — Ad(t); K, = 0.5,
K, =0.2 and K,, = 0.4 are the control gains; ds(t) = ds; + hg - v(t)
is the safety inter-vehicle distance in [m], being dg[m] and hgy[s] the
standstill distance and the minimum time gap, respectively. The

ACC has two operating modes:

o if Ad(t) > ds(t), the control goal is to track the desired speed

Vaes(t) (speed control operating mode);
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Figure 5.5: Detail on the Real-Time Target machine

o if Ad(t) < ds(t), the control goal is to maintain the safe dis-

tance dg(t) (spacing control operating mode).

It is important to note that, since we consider a solely longi-
tudinal controller, we assume a control steering angle § = 0, thus

delegating the control of the vehicle’s lateral motion to SUMO.

Vehicle Dynamics

The vehicle dynamics is emulated via a rigid single-axle 3 Degree-
of-Freedom (DOF) vehicle body model, considering the motion in
the longitudinal, lateral and yaw directions. The model accounts
for body mass, aerodynamic drag, and weight distribution between
the axles due to acceleration and steering. The specific equations
underlying the model are omitted here for space reasons, but more
details can be found in 99]. Ego-Vehicle parameters are sum-
marized in Table [5.4]

5.2.2 Case study

Again, the case study includes the verification of the correct func-
tioning of the ADS control system in a realistic traffic scenario.
Moreover, on the software-side, the In-Vehicle Signage (IVS) C-ITS

service is implemented, feeding the ADS with information regarding
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Figure 5.6: Detail of the road segment of the Asse Mediano mo-
torway used as a testing scenario. In green, the considered driving
direction (east to west)

not only the preceding vehicle, but also the possible variation in the
road speed limit. Clearly, the usage of the IVS service also underlies
the usage of a Variable Speed Limit (VSL) service, as this informa-
tion is directly sent to the human (or automated driver). Further

details on these day 1 C-ITS services are shown in appendix

5.2.3 Testing Scenarios
Simple Scenario

The simple scenario is characterized by the presence of only the Ego-
Vehicle proceeding along a straight road, where RSUs are positioned
every 500 m. The legal speed limit is assumed to be 90 [K'm/h|. At
second 30, the speed limit changes to 70 [K'm/h] for 30 seconds.

Param. | Value | Param. | Value |
I, 4000 [kg - m?] | a 1.25 [m)]

b 1.35 [m] Cyy 12000 [N /rad]

Cyr 11000 [N /rad] | py 1

Ly 1 Fonom 5000 [N]

h 0.35 [m)] R 28.96[Jkg 1K 1]
T 273 [K] Pips 101325 [Pal

g 9.81[m/s?] Pair 1.21 [kg/m?]

Table 5.4: Ego-Vehicle parameters.
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After that, the limit goes back to 90 [K'm/h]. The test is mainly

used to understand the correct functioning of the architecture in

Chapter 5. Platform use cases: C-ITS applications

the first place, and then whether the vehicle receives and processes

the data received from the IVS correctly.

Realistic Scenario

The realistic scenario considers as a study area the road segment of
the Strada statale 162 NC Asse Mediano, a motorway connecting all
the suburbs in the northern area of the city of Naples, with a total
length of 34 [K'm] and a legal speed varying from 50 [K'm/h| up to
70 [K'm/h] depending on the line-of-sight and road conditions. It
is made up of two carriageways separated by a traffic island, with
each carriageway consisting of two lanes. For our case study, we
considered the Ego-Vehicle travelling from the Lago Patria entry
to the Qualiano exit, for a total length of about 10 [Km] (Figure
[.6). This section of the Asse Mediano has a legal speed limit of
50 [K'm/h]. For the purpose of the experiment, virtual RSUs are
placed along the road 500 meters away from each other, assuming a
communication radius of about 300 [m]. Moreover, we suppose that

after a certain point the speed limit goes up at 60 [K'm/h].

The traffic demand is synthetically generated, and consist of

a constant flow of 2000 [veh/h] moving in the same direction of

] Parameter ‘ Driver ‘ Parameter ‘ Driver
Length 4.5 [m] lcKeepRight | 6
Headway 1.2 [s] lcAssertive 1.8
Max Acceleration | 2.5 [m/s?] leSpeedGain | 0.8
Max Deceleration | 6.5 [m/s?] lcCooperative | 1
Speed Distribution | N(1, 0.1, 0.2, 2)

Table 5.5: Drivers parameters

74



5.2. UC2: HiL algorithm testing

the Ego-Vehicle. All the vehicles are assumed to be equipped with
OBUs to share C-ITS messages, but manually driven. The drivers
are modelled after the microscopic parameters described in Table
which are defined in [122]. Note that the first five parameters
refer to general driver behaviour, while the latter four describe the
lane-changing model. The driver distribution is designed so that
the vehicles drive between 80% and 120% of the legal speed limit.

The traffic demand does not resemble actual traffic conditions within
the area, however it is used to stimulate the IVS service. The idea
is that, due to unforeseen events linked to portions of the road ex-
ternal to the simulation test bed, a speed limit change is advised
in order to make up for this event (e.g. the presence of a stopped
vehicle or road works). With the vehicles having a reduced speed
limit, the ACC has to deal with both surrounding vehicles and the

new speed limit. Thus, the scenario is characterized as follows:

e At the start of the simulation, no IVS has been sent to the
vehicles, thus the speed limit is 60 [K'm/h| as established per
the actual road structure. The Ego-Vehicle gets the vehicle
ahead relative distance and speed, returning a speed profile
to the simulation. However, during the first 15 seconds of
simulation, a slower vehicle is placed ahead of the Ego one
running at 50 [K'm/h] and possibly slowing down the Ego-
Vehicle

e After the 158 mark, the slower vehicle moves away allowing

the Ego-Vehicle to increase its speed.

« At simulation time 26s, the speed limit is reduced to 50 [Km/h]
for safety reasons. This information is sent by RSU to the con-
nected vehicles via IVS. The ACC of the Ego-Vehicle, taking

this into account, uses this data to change the desired speed.
e At simulation time 130s, the speed limit is further lowered
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at 30 [Km/h], in order to take into account a broader road

Chapter 5. Platform use cases: C-ITS applications

hazard which prompts a major speed limit reduction. The

Ego-vehicle correctly slows down.

o Finally, the speed limit goes back to 60 [K'm/h] at simulation
time 148s back to the standard speed limit.

Note that, in this example, the Ego-Vehicle adapts its motion as
soon as the IVS is received. This scenario makes use of the Mosaic
perception module [114], which actually enables the use of the ACC
by perceiving the relative distance and speed of the surrounding

vehicles.

5.2.4 Test results
5.2.5 Simple Scenario Results

The result of the simple scenario, depicted in Figure is straight-
forward, but is reported for completeness as it represents the pre-
liminary test to then stress the envisioned architecture. The speed
profiles in Figure shows how the ACC reacts and modifies the
Ego-Vehicle speed as the speed limit changes according to the IVS.
We provided a screenshot of the filtered log file when the Ego-Vehicle
in for further clarity.

5.2.6 Realistic Traffic Scenario Results

The results of the realistic scenario are reported in Figure Sim-
ilarly to the simple scenario test, it reports the speed profile of the
FEgo-Vehicle, both the real one and the virtual clone, versus the
speed limit imposed by the connected road infrastructure. As we
can see, the Ego-Vehicle is impaired by the slower vehicle in the first
15 seconds of the simulation, having a constant speed of 50 [K'm/h].
As soon as it moves away, the ACC system tries to accelerate the

vehicle up until the 60 [Km/h] target. However, the IVS message
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INFO — [onVehicleUpdated] current speed: 25 m/s (at simulation time
<5 29.800 s)
INFO — [messageArrived] message arrived from topic: simulation/
— idHardware/1047m4sp91{5dr392c51f1¢709137116
INFO — [processHardwareMessage| received: {
"messageType” : "SPEED__ ACTUATION”,
77b0dy77 : {
?controlSpeed” : 19.444444
}
} (at simulation time 30.100,000,000 s)
INFO — [processHardwareMessage| set speed after receiving
— control speed: 19.444444 m/s (at simulation time
< 30.300,000,000 s)
INFO — [onVehicleUpdated] current speed: 19,435629 m/s (at simulation
< time 45.300 s)

—
co

(b)

Figure 5.7: Simple Scenario results. a) Ego-Vehicle speed versus
speed limit; b) Filtered log of simulation: the Ego-Vehicle receives
the IVS message from the RSU.
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Figure 5.8: Realistic Scenario results: Ego-Vehicle speed (real and
virtual) versus speed limit.

sent at the 26s mark signalling a new speed limit changes its be-
haviour, slowing the vehicle again. The same thing happens both
when the limit goes down to 30 [Km/h] and back to 60 [Km/h].
The filtered log file found in Figure further clarifies these in-
teractions, indicating the timestamps and the Ego-Vehicle control

actions.

5.2.7 Conclusions

In this use case, we tried to couple the co-simulation framework
with a real-time target machine (a Speedgoat baseline) equipped
with an ADS, effectively creating a controlled vehicle inside the sce-
nario. In addition, we also developed and implemented the IVS

C-ITS service following related standard. To test this, two simu-
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INFO — [onVehicleUpdated] vehicle ahead id: veh 0 edgeld: 188334050
— _1223336706_ 18120285 lanelndex: 0
INFO — [onVehicleUpdated] vehicle ahead speed: 13,88881368718734 distance
— : 81.15356736235637 airDistance: 81.4913422941845 (at simulation
< time 12.700,000,000 s)
INFO — [onVehicleUpdated] current speed: 13,8889 m/s (at simulation time
< 12.700,000,000 s)
INFO — [onVehicleUpdated] current speed: 15,7903 m/s (at simulation time
< 25.000,000,000 s)
INFO — [messageArrived] message arrived from topic: simulation/idHardware
— /1047m4sp91{5dr392c51£1c¢709137116
INFO — [processHardwareMessage] received: {
”"messageType” : "SPEED__ACTUATION”,
77b0dy77 : {
?controlSpeed” : 13,888888
}
} (at simulation time 26.000,000,000 s)
INFO — [processHardwareMessage| set speed after receiving control speed:
— 13,888888 m/s (at simulation time 26.100,000,000 s)
INFO — [onVehicleUpdated] current speed: 13,889 m/s (at simulation time
< 70.500,000,000 s)
INFO — [messageArrived] message arrived from topic: simulation/idHardware
— /1047m4sp91f5dr392c51f1¢709137116
INFO — [processHardwareMessage] received: {
"messageType” : "SPEED__ ACTUATION”,
77b0dy77 : {
?controlSpeed” : 8,333333
}
} (at simulation time 130.000,000,000 s)
INFO — [processHardwareMessage| set speed after receiving control speed:
— 8,333333 m/s (at simulation time 130.100,000,000 s)
INFO — [onVehicleUpdated] current speed: 8,984215 m/s (at simulation time
— 145.600,000,000 s)
INFO — [onVehicleUpdated] current speed: 16,666666 m/s (at simulation
— time 178.300,000,000 s)

Figure 5.9: Realistic Scenario Results: Filtered log of simulation,
where the Ego-Vehicle receives the IVS message from the RSU.

lation scenarios have been considered to verify the correctness of

the co-simulation framework, as well as the proper functioning of
both the implemented C-ITS service and the ACC. Importantly,

the devised realistic scenario proved successful to assess both the

robustness of the architecture and the functionality of the C-ITS

service and ADS system under realistic traffic conditions.
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This third use case leverages the software extension of the co-simulation
platform to try to answer to a simple, yet interesting dilemma: can
the usage of C-ITS and V2X replace conventional traffic monitor-
ing facilities? Indeed, it is well known that currently traffic disrup-
tion are mainly signalled through traffic detectors (magnetic coils),
cameras supervised by road operators or user alerts. However, the
future dissemination of connected vehicles will automatically offer
some categories of data, especially regarding vehicle direction, po-
sition and speed (the so-called Floating Car Data (FCD). So, what
happens when C-ITS services such as the Traffic Jam Ahead one
are enabled? Are vehicles alone enough to measure a traffic jam
condition?

To answer this question, we conducted a thorough analysis using
the co-simulation framework. This included the calibration of a
Fundamental Diagram (FD) on a custom simulation scenario and a
further discussion regarding both the results and the pros and cons

of this solution.

5.3.1 Case Study
Simulation Scenario

The road network consists of a three-lane straight, flat road with
a lane-drop bottleneck where the number of lanes is decreased to
two. This allows us to emulate a bottleneck activation, which may
be caused by roadworks or an incident, among other reasons. In
the literature, this kind of simulation scenario has been shown to
exhibit representative characteristics of an incident in SUMO [67].
The three-lane segment is 7.5 km long, while the two-lane one is
1.5 km; this results in a total length of 9.0 km. In Eclipse SUMO,
the bottleneck is modelled as a zipper where both the middle and left

lanes must be used until the merging point and vehicles interleave.
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Figure 5.10: Road stretch layout, also indicating the location of
induction loops.

The maximum allowed speed on the road is assumed to be 120 km /h.
These characteristics ensure that the segment qualifies as a non-
urban road, satisfying the context requirements for the Traffic Jam
Ahead service.

Three cross-section detectors are located along the road at ap-
proximately 6800, 7050, and 7300 meters downstream of the starting
point. In each counting section, one detector per lane is considered.
Fach cross-section detector collects data about passing vehicles and
their individual speeds; the data are aggregated using three differ-
ent time intervals (1 min, 3 min, and 5 min). Figure shows an
illustration of the simulated road stretch.

The traffic demand is synthetically generated as shown in Figure
5.11} and the simulation lasts for 175 minutes. The input flow is
held constant at 1500 [veh/h| for 10 minutes, then it is increased
to 4500 [veh/h] for 25 minutes to activate the bottleneck. The
flow is then decreased to 1500 [veh/h] for 25 minutes and further
down to 1260 [veh/h] for 10 minutes. The flow increases again to
3420 [veh/h] for 25 minutes to activate another bottleneck, and is
subsequently decreased to 1260 [veh/h] for the congestion to clear.
Finally, the flow increases once more to 2340 [veh/h] for 15 minutes,
and then it drops to 720 [veh/h]. This pattern creates three distinct
peaks in demand, stressing the road network under both congested
and uncongested conditions and including multiple phases of con-
gestion formation and dissolution.

The fidelity of the simulation heavily relies on a realistic parametriza-

tion of individual driver behaviours. For this study, all microscopic
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parameters were drawn from the comprehensive calibration and val-
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idation work presented in Berrazouane et al. [12], which estab-
lished these values against real-world traffic data. Fundamental
vehicle characteristics were standardized, with all vehicles having
a length of 4.5 [m] and being capable of a maximum acceleration
of 2.78 [m/s?] and a maximum deceleration of —7.43 [m/s%]. Lon-
gitudinal movement (car-following) is governed by the widely-used
Krauss model [17], coupled with a Constant-Time-Gap (CTG) spac-
ing policy set at a time gap of 1.2[s] and a standstill distance of
2.33 [m]. To avoid an overly uniform traffic stream and better repli-
cate real-world conditions, driver heterogeneity was introduced. De-
sired speed factors were sampled from a normal distribution with
a mean of 1.193 and a standard deviation of 0.091, allowing for
natural variations in preferred speeds. Driver imperfection, which
accounts for minor deviations in following behaviour, was set with
the parameter ¢ = 0.292. Finally, and crucial for modelling the
bottleneck dynamics, lateral movements are characterized by the
lane-changing model parameters: IcAssertive (1.616), lcSpeedGain
(0.887), and lcKeepRight (0.835). The adoption of these specific
values is explicitly justified by their validation in the work of Berra-
zouane et al. [12]. In particular, the lcAssertive value captures the
more aggressive merging behaviour and acceptance of smaller lon-
gitudinal gaps typically observed as drivers approach a congested
lane-drop bottleneck, a behaviour that is essential for realistically

simulating queue formation.

FD Calibration

The calibration of the Fundamental Diagram (FD) ensures that the
model reflects real-world traffic behaviour, improving the accuracy
of traffic management and prediction systems. For calibration pur-
poses, we perform 100 simulations with different random seeds, ran-
domly sampled from the set [1,1000000]. Flow and speed data are
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Figure 5.11: Traffic flow profile for the considered scenario.

collected using cross-section detectors, considering the three aggre-

gation periods 1min, 3min and 5min. The density is then estimated

using the fundamental equation of the traffic flow being ¢ = k x v.

The chosen traffic flow model is the Newell Model, whose equation

Sec. Agg. ) k; A R2 Adj. RMSE Im ke Ve

[min] [km/h] [veh/km] [1/s] R? [veh/h] [veh/km] [km/h]
1 1 136.82 150.00 085 099 099 3.79 1851 34.24 54.97
2 1 136.81 144.17 1.02 098 0.98 3.63 2115 36.16 58.49
3 1 136.75 90.96 159 098 098 275 2500 32.56 76.79
1 3 136.69 150.00 0.78 0.99 099 352 1762 33.48 52.63
2 3 136.88 143.30 1.01 096 096 3.80 1916 34.98 54.78
3 3 136.60 76.62 1.72 096 096 2.58 2237 30.58 73.15
1 5 136.74 150.00 0.77 099 0.99 3.45 1723 32.74 52.64
2 5 136.95 141.03 1.03 095 095 3.60 1834 33.86 54.17
3 5 136.54 58.02 1.87 094 094 253 2033 27.26 74.59

Table 5.6: Calibrated Parameters

of the Newell Model for each set

of cross-section detectors and aggregation period.
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of the macroscopic model is the following [104]:
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where ) (in s7!) is the slope of the speed-spacing curve. The Newell
model was chosen for this study because, despite its parametric sim-
plicity, it has been shown to accurately describe vehicle behaviour
specifically in congested conditions and during queue discharge pro-
cesses, which are central to the formation and dissipation of traffic
jams [88] [2].

The model calibration is done via Least Squares Regression: first,
we fit the observed data to the model’s mathematical form using
the least squares to minimize the difference between observed and
predicted values. Then, a Goodness-of-Fit (GoF) metric is used to
assess the accuracy of the model. Here we use Root Mean Squared
Error (RMSE) as GoF metric, but for the sake of completeness we
report also the R-Square and the Adjusted R-Square. The results
of the calibration are summarized and listed in Table (.6l In the
same table, the last three columns also report the critical values g,,,
k. and v, that can be deduced after the calibration.

As expected, the results of the calibration (and of the critical values
of the quantities) depend not only on the distance to the bottleneck,
but also on the aggregation period. Since the variation in the re-
sults are not negligible, but significant instead, this shows that the
first condition of uncertainty regarding the FD estimation is actu-
ally represented by the choice of the location of the sensors and the

aggregation period.

Simulation Analysis Setup

A real traffic environment is stochastic. Thus, in order to obtain

reliable results, it is crucial to obtain as much realism as possible
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in a simulation scenario. To this end, we perform 1000 simula-
tions for each penetration rate by using random seeds, resulting in
a truly random behaviour. Different seeds will result, for instance,
in randomness when loading vehicles (e.g., speed deviation) and
probabilistic insertion of vehicles as well as different vehicles being
equipped with the vehicular application and messaging capabilities.
To ensure statistical independence between runs, the 1000 seeds for
the analysis were sampled uniformly at random and without re-
placement from the integer set [1,1000000]. It is worth noting that
the seeds used for the analysis are different from the seeds used for
the calibration of the FD.

To verify the behaviour of the implemented C-ITS service under
different mixed traffic conditions, a penetration rate of 0-5-10-20-
30-40 % of connected vehicles (equipped with the C-ITS service)
within the total traffic demand is considered. The test case with no
connected vehicles overlaps with the analysis conducted exclusively
using the traffic detectors.

For each penetration rate, each simulation and each CCV, data is
gathered about the (first) time instant of activation of the C-ITS
service (if any), as well as the latitude and longitude positions at the
time of activation and the condition of the C-ITS service activated.
Through data analysis, a log filtering step was deemed necessary
for various reasons: first, the latitudinal position is neglected since
the road is a straight segment and only the longitude varies, and no
assumptions on the various lanes are inferred. Secondly, as differ-
ent simulation yielded similar results in both position and time of
activation, an aggregation step helped us to frame the occurrence
of the C-ITS service through the various penetration rates. Finally,
for each non-zero penetration rate only the TRCO_ 0 condition was
activated; this was validated by a thorough SUMO scenario inspec-
tion as the bottleneck only produced slow vehicles, but crucially no

completely stationary ones, hence never validating the TRCO__ 1
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condition. As for the simulation with no CCVs, through the offline
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evaluation of the traffic flow, we gathered data about all the three
aggregation times in which the traffic flow had surpassed the critical
density threshold.

5.3.2 Results

By inspecting the gathered results, we found that there are two
distinct time windows during which a traffic queue is formed, con-
sistent with the traffic flow profile plotted in Figure the first
wave causing the bottleneck can be observed from minute 10 to 40,
and the second one from minute 70 to 100. For this reason, we sepa-
rate our analysis accordingly into an Hour 1 and an Hour 2 period.
Table reports the percentage of simulation runs (out of 1000)
in which a congested traffic state is detected for each combination
of aggregation period and penetration rate. The first three blocks
of rows correspond to the detector-based method (with threshold
q > qc), while the last block corresponds to the C-ITS Traffic Jam

Ahead service.

Test Case Hour 1 Hour 2 | Test Case Hour 1 Hour 2
Sec-1-Imin ~ 100% 61,7% | Sec-2-1min  100% 0%
Sec-1-3min ~ 100%  28,7% | Sec-2-3min  100% 0%
Sec-1-5min  100% 23,3% | Sec-2-5min  100% 0%
Sec-3-1min 100% 0% Pen-5% 100% 97,6%
Sec-3-3min  99,4% 0% Pen-10% 100% 100%
Sec-3-5min  99,8% 0% Pen-30% 100% 100%
Pen-40% 100% 100%

Table 5.7: Percentage of occurrences, out of the total of 1000 sim-
ulations, in which a congested traffic state is detected. The first
three row blocks are related to the detectors, while the last one is
related to the C-ITS service Traffic Jam Ahead.
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Hour 1

As expected, higher penetration rates of connected vehicles lead to
more frequent activations of the Traffic Jam Ahead service. No-
tably, even a low penetration rate of 5% is sufficient to trigger the
service at least once in this scenario. Some activations occur just
downstream of the bottleneck; this is because the TRCO__0 condi-
tion uses a 120-second average speed window, so a vehicle can pass
the bottleneck and still have a low enough average speed (over the
previous 120 seconds) to trigger a warning.

Here we are discussing the results of the bottleneck happen-
ing during the first simulated hour, specifically between minutes 10
to 40. The distribution of the traffic service activations for each
penetration rate can be appreciated in Figure [5.12) noting with a
deeper blue colour the number of occurrences for each pair Longi-
tude/Time, each one rounded at the third and second digit, respec-
tively. As we can expect, the higher the penetration rate, the more
vehicles trigger the activating condition for the traffic jam ahead
service. Crucially, even a very low penetration rate of 5% is more
than enough to trigger the activating condition and send the related
DENM.

It might seem out of place that some vehicles trigger the traffic ser-
vice after surpassing the bottleneck. However, it is worth noting
that the TRCO_ 0 activating condition specifically expresses an av-
erage speed during the last 120 seconds lower than 30km/h. Hence,
the bins with a longitude greater than the bottleneck are vehicles
which have surpassed the bottleneck, but their increase in speed in
the subsequent seconds is not reflected in an average speed higher
than 30km/h.

Looking at the distribution of the first instant of traffic jam detec-
tion for the first hour in Figure [5.13] we can see that the traffic
detectors only manage to outperform the detection via C-ITS ser-

vice with detectors 1 and 2 and consistently only with an aggrega-
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tion period of 1 minute. Penetration rates as low as 20% already
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manage to detect the traffic jam at the 17 : 30 mark, while an ag-
gregation period of 3 minutes forces the detection to take place at
the 18 minute mark, extended to the 20 minute mark for the 5 min-
utes one. However, while the comparison is close in some test cases,

there are two major considerations to take into account:

1. Despite the good results, the detector analysis is completely
offline due to the required traffic flow analysis. While a pre-
vious analysis of similar conditions or inference through his-
torical data could grant the possibility to do the traffic jam
detection online, the C-ITS one is completely online and eas-
ily repeatable, also enabling the detection of stationary traffic
through TRCO_ 1

2. Even though the vehicular detection is obtained at an aver-
age longitude higher than the one of the detectors, the com-
munication range of the vehicular wireless technology would
more than suffice for this deficit. For instance, even a wire-
less range of 300 meters would forward the traffic jam ahead
DENM message of a vehicle found right under detector 1 50

meters beyond detector 2.

Hour 2

During the second hour of simulation (minutes 70 to 100), a traffic
jam does form, but it is more sparse and less severe than the one
in the first hour (as shown in Figure [5.14)). As before, higher pen-
etration rates lead to more vehicles detecting the jam, with several
activations only occurring after vehicles have passed the bottleneck.
The reduced severity of this congestion is evident from the fact that
no vehicle triggers the C-ITS service before reaching detector 1.

Figure provides further insight. First, detectors 2 and 3 failed

to detect the congestion, as they were too far from the bottleneck.
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However, a traffic queue still formed, as evidenced by vehicles reg-
istering low average speeds during the second hour. This finding
highlights that detector placement is crucial: in a general road net-
work, whether a traffic jam is detected can depend heavily on how
close detectors are to the bottleneck (in our controlled scenario, de-
tector locations were chosen to facilitate analysis), In this case, the
C-ITS-based traffic jam detection is far superior. Only at the low-
est penetration rate (5%) did it ever fail to detect the congestion,
and even then in just 24 out of 1000 simulations. Secondly, in this
less severe traffic jam, the detector-based approach with a 1-minute
aggregation window detected the jam roughly 3 minutes earlier on
average than the C-ITS service. The 3-minute aggregation detector
performed worse on average (detecting the jam later) but its detec-
tion timing was still generally within the timeframe of the vehicles’
experience of congestion. By contrast, the 5-minute aggregation de-
tector failed to detect the jam in a timely manner (similar to what
was observed in the first hour). Ironically, the detector with a 5-
minute aggregation was the only one that detected the traffic jam
in all simulation runs, whereas the 1-minute and 3-minute detectors
missed the jam in some cases (see Table .

These findings from the second-hour simulation illustrate a fun-
damental trade-off between the two detection paradigms, a dichotomy
widely discussed in traffic management literature. The performance
of the FD-based method is inherently constrained by its static,
infrastructure-bound nature. Its success is critically dependent on
the optimal physical placement of sensors relative to a bottleneck’s
location, a significant challenge given that deploying sensors densely
across an entire network is often impractical due to budget con-
straints [146]. As our results show, if congestion does not reach a
sensor’s precise location, the event goes undetected. This is because
fixed detectors provide only localized, point-based measurements,

capturing a ”singular snapshot” of a vehicle as it passes, thereby
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lacking the continuous spatial information needed to map the full
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extent and dynamics of a queue [75] [79)].

In contrast, the C-ITS approach leverages vehicles as a distributed
network of mobile sensors, offering an intrinsic spatial flexibility
that fixed infrastructure cannot match [5]. This paradigm shift
from Eulerian (fixed-point) to Lagrangian (moving-point) data col-
lection allows for detection to occur wherever a connected vehicle
encounters congestion, providing a much richer, high-resolution, and
network-wide picture of traffic conditions [89]. However, this flexi-
bility introduces its own critical dependency: the effectiveness and
reliability of C-ITS services are directly tied to the market pene-
tration rate and the spatial distribution of connected vehicles [115].
While our study demonstrates remarkable reliability even at low
penetration rates, the system’s performance is fundamentally a dy-
namic challenge of achieving a critical mass of equipped vehicles,
as opposed to the static, capital-intensive challenge of optimizing a

fixed sensor layout [146].

5.3.3 Discussion

The study was guided by two key questions, and the results provide
clear answers. The first question asked how the real-time C-ITS ap-
proach compares with the model-based FD approach in detecting
traffic jams. Our findings show that the C-ITS service is a fun-
damentally more reliable and spatially flexible detection method.
Its key advantage is its ability to detect congestion regardless of
where it forms relative to fixed infrastructure. This was most evi-
dent in the second-hour scenario, where the C-ITS service success-
fully detected the less severe congestion in over 97% of simulations,
an event largely missed by detectors located further from the bot-
tleneck. The primary disadvantage of the FD method is its rigid
dependency on sensor placement; its success is highly contingent on

the queue forming at or near a sensor’s physical location, making it
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inherently unreliable for a dynamic road network.
The second question asked under what specific conditions each method
excels or falters. Here, the trade-off become explicit. The FD-based
method’s advantage is its potential for slightly faster detection un-
der ideal conditions: when a sensor is placed optimally near a known
bottleneck and a short data aggregation period (e.g., 1 minute) is
used for severe jams. However, its disadvantages are significant:
it falters dramatically with non-optimal placement or longer ag-
gregation periods, and it can completely fail to detect less severe
congestion. Conversely, the C-ITS approach primary advantage is
its consistent performance across different locations and congestion
severities. Its main limitation is its dependency on market penetra-
tion, as it falters at very low penetration rates if a connected vehicle
is not present at the onset of congestion. These key characteristics
are systematically summarized in Table

The detailed comparison in Table [5.8| reveals that the two meth-
ods are not merely competitors but are, in fact, highly complemen-
tary. This complementary nature points directly towards the most
promising direction for future traffic management: intelligent inte-
gration, as during the (long) transitional period toward full C-ITS
deployment, a hybrid system can leverage the strengths of each to

mitigate the weaknesses of the other.

5.3.4 Conclusion and future directions

This work showed offered a comprehensive simulation campaign
clear insights regarding the potential of C-ITS for enhanced traf-
fic management solutions. More specifically, the results show that
the C-ITS-driven Traffic Jam Ahead service offers superior reliabil-
ity and spatial flexibility (only constrained by market penetration
rates) than the detector-based approach, which is strictly depen-

dent on the detectors’ position within the traffic scenario and yields
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inconsistent results when dealing with less severe traffic jam condi-

tions.

We contend that the fundamental principles revealed by our com-

Feature

FD-Based Method
(Infrastructure-Centric)

C-ITS-Based
(Vehicle-Centric)

Method

Detection Principle

Macroscopic flow theory;
identifies state transition
when density or flow
crosses a critical threshold
at a fixed point [136].

Microscopic vehicle kine-
matics; event-triggered
based on individual vehicle
speed and behaviour over
a time window [96), [60].

Detection Speed & Tem-
poral Resolution

Potentially faster for severe
jams with optimal sensor

placement. Highly sensi-
tive to aggregation period
(1-5 min), which intro-

duces detection lag [29].

Consistently fast and near

real-time. Event-triggered
messages (DENMs) are
generated and  dissem-
inated  instantly  upon

condition fulfilment [96].

Reliability & Robustness

Low. Highly dependent
on sensor proximity to the
bottleneck. Can miss less
severe events. Prone to
measurement errors [146].

High. Reliable even at low
penetration rates (>5%).
Performance degrades only
if no connected vehicle is
present at the onset of con-
gestion [115].

gated (flow, density, aver-
age speed). Loses individ-
ual vehicle detail [136].

Spatial Flexibility & Reso- | Very low (point-based). | Very high (network-wide,

lution Provides data only at | contingent on penetra-
discrete sensor locations. | tion).  Detection occurs
Cannot  detect events | wherever a CCV encoun-
occurring between sen- | ters congestion, offering
sors [146]. continuous coverage [5].

Data Granularity Macroscopic and aggre- | Microscopic and granular

(individual  vehicle posi-
tion, speed, heading). En-
ables high-resolution event
data and analysis [84].

Deployment & Scalability

High capital cost for new
sensor installation and on-
going maintenance. Poor
scalability, as expand-
ing coverage requires new
physical installations [146].

Lower physical infrastruc-
ture cost over time (pri-
marily RSUs). Excel-
lent scalability, as cov-
erage expands organically
with vehicle market pene-
tration [78] [115].

Integration Potential

Provides ground-truth
data for calibrating and
validating the physics-
based components of
hybrid systems [90} [109].

Provides rich, real-time
data streams ideal for
training  and  validat-

ing the data-driven/ML
components of  hybrid
systems [90], [154].

Table 5.8:
Paradigms
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parison —specifically, the trade-off between the FD method’s spatial
dependency and the C-ITS method’s penetration dependency— re-
main valid for other extra-urban and motorway contexts. Further-
more, it has to be noted that not all activation conditions of the
C-ITS service were implemented, making our C-ITS performance
estimate a conservative one.

Thus, future developments should address these limitations and ex-
plore new avenues. A crucial next step is to extend the compara-
tive analysis to more complex and realistic road networks, including
urban corridors and multiple-bottleneck scenarios, likely requiring

different modelling paradigms.
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Figure 5.12: Distribution of the first activations for each CCV in the
first hour of simulation, divided by penetration rate. In red, orange and
yellow: the longitudinal positions of detectors 1, 2 and 3, respectively. In
green, the bottleneck position. (a) 5% penetration; (b) 10% penetration;
(c) 20% penetration; (d) 30% penetration; (e) 40% penetration.
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Figure 5.13: Boxplots of the first detection time in the first hour of
simulation: (a) Detectors with 1-min aggregation; (b) Detectors with 3-

min aggregation; (a) Detectors with 5-min aggregation; (d) Traffic Jam
Ahead service (varying penetration rates).
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Figure 5.14: Distribution of the first activations for each CCV in the
second hour of simulation, divided by penetration rate. In red, orange
and yellow: the positions of detectors 1, 2 and 3, respectively. In green,

the bottleneck position. (a) 5%; (b) 10%; (c) 20%; (d) 30%; (e) 40%.
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Figure 5.15: Boxplots of the first detection time in the second hour of
simulation. Only detector 1 is shown, since detectors 2 and 3 recorded no

detections (see Table : (a) Detector 1 with 1-min and 3-min aggrega-
tion; (b) Traffic Jam Ahead service (varying penetration rates).
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Chapter 6

Vehicular attacks in
C-1TS

One of the crucial shortcomings when evaluating C-ITS services,
and V2X communication in general, is the lack of proper tools deal-
ing with cybersecurity issues. As we saw in section this is
crucial to ensure that C-ITS deployment goes hand-in-hand with
user data privacy, cyberattacks mitigations and attack scenarios’
coverage. For this reason, the platform has undergone even more
testing and validation to cover these use cases. As explained be-
fore in section [4.4] this is in line with one of the identified research

questions, which is:

when C-ITS services are developed, are all the risks related

to user security taken into account?

As a final note, this part of the work was done in collaboration
with the Budapest University of Technology and Economics
(BME) as part of the abroad period as a visiting PhD studentﬂ

Thank you for everything Budapest, készéném szépen me
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Since the goal here is to ensure that the platform is suitable for cy-
berattacks testing, a further step in conceptualization is required to
lean towards the concept of parallel simulation, which is effectively
described in [144]. Thus, the goal is to reproduce a digital twin
of both real vehicles and the network communication, which is of

primary importance in these test classes

6.1.1 Conceptualization

Therefore, we want the real vehicle to be fully submerged inside the
simulated environment, seamlessly and transparently to the vehicle
itself. To accomplish that, we refer to the extended architectural
schema, which is presented in figure The components described

are the following:

Real world

The real world setup, shown in Fig. consists of one or more
real vehicles, equipped with an OBU, freely moving on a stretch of
road which is also tracked inside the simulation. The vehicles can
send V2X messages, which are then received by another hardware
unit, which we will refer to as Hil. Virtual board (HiLV) in direct
contact with the simulation, thus representing all the other involved
simulated vehicles in the real world. Likewise, messages from the
simulated vehicles are sent through the aforementioned HiLV, thus
reaching the real vehicle. Hence, this allows to create actual VIL

test cases with the same exact software architecture.

Software architecture

Indeed, the co-simulation platform remains the same, with MQTT

as the primary communication protocol between software and hard-
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e e
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(a) Real-world depiction: the RSU (b) Depiction of the software archi-
connected to the simulation com- tecture stack. In this particular in-
municates with one or more real ve- stance, it is linked to Vector hard-
hicles ware boards

-
Parallel Simulation W Virtual Vehicles
M Real Vehicles

(c) Parallel simulation, describing
what the real vehicle ”sees” through
V2X messages

Figure 6.1: System architecture overview

ware components. Again, its flexibility, ease of deployment and
widespread support on a wide range of devices is key within this
use case, as the employed hardware boards, the Vector VN461(E|,
also have native support for this protocol.

For the sake of simplicity, within the scope of these tests, our ar-
chitecture distinguishes two types of applications: simulated appli-
cations are the ones found within the co-simulation framework, and
are part of the MOSAIC software stack. Instead, HilL applications
represent the control and processing logic written directly into HiLL
devices, such as the HiLV unit connected to the software architec-

ture. The purpose of this unit is to forward the V2X messages from

2further details on the vector support page| [140]
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real units inside the simulation and vice versa.

Chapter 6. Vehicular attacks in C-ITS

On the other hand, the application layer distinguishes two types of
stmulated vehicular applications: simulated virtual ones contain the
full control and messaging logic for all the fully simulated vehicle;
on the other hand, simulated real applications are only used to keep
track of the real vehicle position to correctly locate it when sending
the V2X message through the network simulator, ultimately fullfill-
ing the goal of correct delay representation. The complete software
architecture can be viewed in Fig.

Parallel Simulation

Combining the two views together, we obtain the parallel simula-
tion shown in Fig. thanks to the role of the network simulator
in the software architecture is key here, actual network delays are
correctly represented, despite the placement of the various hardware
units in the real world.

It is also important to highlight both the flexibility and transparency
of this architectural schema: indeed, every hardware unit with the
ETSI ITS-G5 stack deployed can work within this parallel simula-
tion approach. This also means that any Vehicle under Test (VuT)
is almost completely transparent to the whole simulation. As men-
tioned before, the HiL. units of choice need a mechanism to send and
receive MQTT topic messages, although it is a feasible requirement
given the popularity of this protocol. Finally, the MQTT broker can
be completely decoupled from the host PC and deployed in another
machine, such as a cloud-based one, further increasing the flexibility

of this architecture. The finalized full desk setup can be observed

in Fig.
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6.2 UC4: Ground truth testing

6.2.1 Message flow example

The flow of a V2X message in our framework can be effectively
visualized in the flowchart provided in Fig. which represents
the message flow from a generic virtual vehicle and one of the real
vehicles. The message flow starts inside the simulated virtual, ap-
plication inside the co-simulation framework, when the unit gener-
ates and dispatches a V2X message through the network simulator.
Given that the vehicles are close enough to communicate between
each other and there are no blocking obstacles between them, as
established by the network simulator, the message arrives to the
stmulated__real; application, which anchors the real vehicle inside
the simulation. The message is then sent to the MQTT broker,
more specifically it is published on the topic named IV/simtohil.
Since the hil _wvirtual application, which is the hardware counterpart
of all the simulated vehicles, is connected to the recipient MQTT
broker and subscribed to the topic, it will receive the message on a
callback. Finally, the content of this message is used to construct
a real, ETSI-G5 compliant CAM message, which is then forwarded
through a physical interface and it can be finally be received by the

real vehicle.

Host PC specifications

CPU Ryzen 7 3800x

GPU Nvidia GTX 1650 Super

RAM 16GB 3000MHz 2x16

Storage 500Gb SSD NVMe + 3Tb Hard Drive
(ON) Windows 11 Enterprise

Table 6.1: Host PC specifications.
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Figure 6.2: Desk setup showcasing the system architecture in operation.
On the left screen, open terminals display the MQTT broker and the
MOSAIC framework, along with its visualization at the bottom. The right
screen illustrates the proper functioning of the two Vector units through
the CANoe software.

6.2.2 Scenario description

The hardware connection is validated through a proof of concept
test, which shows the capability of reproducing realistic real world
conditions between a real unit and the virtual ones by leveraging
the capabilities of the tools at our disposal. To do so, we devel-
oped a simple scenario of a vehicle travelling around a block while
crossing another parked vehicle; the visual representation inside the
simulator of this scenario can be appreciated in Fig.

The goal of this scenario is to replay an already previously recorded
V2X test involving the two real vehicles represented in the sce-
nario, a parked one and a moving one, exchanging CAM messages
at a varying frequency. To do so, inside the ns-3 network simulator

there are some buildings placed in correspondence to the main wire-
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Figure 6.3: Flowchart of the V2X message route from a virtual
vehicle to one of the real vehicles

less blocking paths to get as close as possible to the real working
conditions. It is worth noting how currently ns-3 only allows the
possibility to place buildings which are aligned with the X and Y
axes, hence there is a discrepancy with respect to the real build-
ings placement. To reproduce the path and message sending of the
moving vehicle, the real world logs were analyzed, processed and
fed to a modified simulated_virtual vehicle application; this mod-
ule is now capable of following the precise vehicle trajectory and
sending CAM messages with the same frequency of the real one,

effectively fully replaying the movement of the real vehicle. On the
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Figure 6.4: Screenshot of an ongoing simulation test run in MOSAIC.
Highlighted here are the vehicle route and the buildings placed in ns-3, as
well as the two vehicles placed in the simulation

other hand, the parked vehicle application was set to behave like
a simulated__real application in our software architecture; thus, it
publishes MQTT messages on reception, while its OBU counterpart
only receives messages through real V2X message sending provided
by the HIL Virtual unit.
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6.2.3 Results discussion

The main objective of this proof of concept scenario is to test
whether there is a correct correspondence between the real life sent
messages and the ones inside the simulation. To check that out, we
analyzed the received messages on the Real HIL unit through mul-
tiple runs and compared it with the real life results. The obtained
plot is shown in Fig. [6.5 The results show a correspondence be-
tween real world and simulation of around 75%, with the remaining
25% shared between false positives and negatives.

By analyzing the plot, we can deduct that the majority of them
happen for two fundamental causes: the first discrepancy can be
easily registered in some random message skips which are not cor-
respondent between the two tests. This randomness contributes
to both false positives and negatives. On the other hand, we can
see that the majority of false positives come from the fact that the
simulation still manages to send messages way after the real world
test has surpassed its line of sight. This is most likely caused by
two factors: firstly, the geometry and placement of the buildings,
which are not perfectly placed with respect to the real world, cause
an imperfect reproduction of the line of sight for the two wireless
devices. In hindsight, a more refined work is needed on the ns-3
part, given the limitations imposed by this software. Secondly, the
SUMO simulator will not necessarily place the vehicle on the spec-
ified coordinates, but would rather follow the road positions, thus
giving some partial displacement which might further modify the
line of sight. More specifically, most of the false positives happen
when the real vehicle turns left on the bottom right of Fig.
which is a private road in the real world. However, SUMO still
handles it as a two lanes road, hence the virtual vehicle is placed
slightly more on the left with respect to the real one, further justi-
fying the false positives.

Overall, the important thing to note is that the software is easily
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Figure 6.5: Plot of messages received for both the logged ground
truth (real world) and simulated ground truth

capable of reproducing the majority of the real world conditions,
thus offering a realistic network reproduction for co-simulation pur-

poses.

In conclusion, this test has again underlined not only the flexi-
bility and the extensibility of the co-simulation framework, but also
the possibility to include validation campaigns to assess the most

dangerous cyberattacks, both physical and software based.
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6.3 UC5: Platform timing analysis

Afterwards, a later focus regarding the co-simulation platform was
assessing its ability to reliably communicate in real-time with the
other hardware sources. To do so, we proceeded with the creation of
a timing analysis server which was used to spoof the actual commu-
nication delays and check out whether there were significant deltas

which could be impactful towards the full assessment.

6.3.1 Information flow

The information flow including the timing analysis server is illus-
trated in Fig. which shows the data transfer process from a Vir-
tual Vehicle (VV) to a Real Vehicle (RV). In this case, the communi-
cation process starts at the virtual vehicle component that gathers
vehicle state parameters from the traffic simulator module. The
vehicle state information is attached as tags to a placeholder CAM
packet and then transmitted through the network simulator. Using
tags ensures minimal processing time and no precision loss. Based
on the digitalized environment of the virtual vehicle, the tagged
packets are transmitted according to the shadowing and fading char-
acteristics of the environment. If the packet reaches the real vehicle
in the simulation, the co-simulation framework forwards the vehicle
state through MQTT to the Hili framework. Upon reception of the
MQTT message, the HiLL. module uses the vehicle state to construct
an ETSI-compliant CAM packet according to ASN1 and broadcasts
it into the air.

The standalone timing analysis server is used to keep track of the
total delta time it takes for a message to be sent from a virtual
vehicle to the real vehicle OBU. The choice of a separated server
is leveraged by two main factors: first, the server builds upon the
exact communication mechanisms that are part of the simulation

architecture, thus creating no additional overheads other than the
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Figure 6.6: Information flow diagram

actual message reception and elaboration. Secondly, despite OBUs
utilizing the manufacturer’s Software Sync technology to synchro-
nize their clocks to the simulation PC, we found that the deployed
OBUs repeatedly suffered from clock skew issues. Eventually, we

opted for a standalone solution to perform reliable timing analysis.

6.3.2 Scenario Description

The test scenario devised to validate the platform through the tim-
ing analysis server consists of a sample simulated scenario with two
vehicles, a parked one and another running around a block. Both
vehicles are equipped with OBUs so that they can exchange CAM
messages between each other, with various sending frequencies de-
pending on the current speed of the moving vehicle. Again, the
moving vehicle follows the trajectory of a previously made experi-
ment in real life, registering the sending of CAM messages between
this car and the parked one. During the simulation, we want to
keep track of how much time each simulated message takes to get
from the Eclipse MOSAIC framework to actually be received by the
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Figure 6.7: Boxplot of the timing analysis for each simulation run

receiving OBU. This is done via the timing analysis server, as pre-
viously mentioned. We collected multiple simulation runs to avoid
aleatory fluctuations caused by standard computer functioning, for

a total of twelve test runs.

6.3.3 Results and discussion

For each simulation run, we first plotted their data distribution, as
shown in Fig. As we can see, every simulation has an average
sending delay just below 60 ms, with the majority of sending delays
never exceeding 80 ms. This is the correct and expected behaviour,
since the simulation works at a fixed step of 100 ms, hence every
simulated vehicular application activates at a frequency of 10 Hz.
Thus, the main goal is to keep the communication delay below 100
ms, which is almost always guaranteed barred isolated occurrences
in some of the simulation runs. Hence, we can testify how the simu-

lation framework is correctly working towards obtaining the parallel
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Figure 6.8: Average time delay for the sent messages during the
entire simulation span.

simulation features.

Afterwards, we wanted to investigate how the communication
delays affected the simulation, on average, during the entire 120
seconds of simulation run. To do so, we took all the simulation de-
lays for every sent message during this span, and averaged it with all
the simulation runs; the results can be observed in Fig. As we
can see, most of the delay is caused internally by the co-simulation
framework, while the Mosquitto broker only adds a few milliseconds
more. It is worth noting how the delay is heavily dependent on the
simulation framework and on the evaluated scenario: as we can see,
there are two regions, around the 30 and 100 seconds mark respec-
tively, where no messages are received. This is due to the fact that,
within the scenario, the vehicle is driving around some buildings,
hence no messages arrive to the other simulated unit. Also, the

delay time depends on when Eclipse Mosaic wakes up the receiver
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application and the latter further forwards it to the OBUs. As ex-
plained before, given the simulation step of 100 ms, this can happen
whenever within this time window. Hence, the fluctuations can be
explained by the standard, aleatory behaviour of an operating sys-
tem, as well as by aleatory wake-ups of the receiver application. It
is still important to note how the MQTT delay is consistently very
low, thus ensuring no further delays after the message exits the sim-

ulation framework.

This test finally confirms the complete suitability of the whole
simulation platform with respect to real-time testing, with future
works being in development towards assessing the impact of cyber-

attacks using the platform.
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One of the possible mitigations that greatly reduces the cyberse-
curity risk is the addition of a PKI platform. Besides, section
already shed the light on various pros and cons related to the actual
usage of the PKI inside vehicular transmissions. Moreover, one of
the goals of the co-simulation framework is to verify its testing ca-
pabilities in an increasingly realistic context. This includes, among
others, the availability of a full communication stack, including cer-
tification, encryption and decryption of the messages sent within
the framework.

As we said, despite its usage in modern internet, PKI still has some
complications to tackle regarding vehicular communications, which

can be summarized as the following:

e Moving ITS stations, such as vehicles, might have a harder
time connecting to a Certificate Authority to have their certifi-
cates refreshed throughout the vehicle’s journey. While LTE
effectively mitigates this issue, there will be scenarios in which
these stations are dependent on RSUs to check the validity of

the certificates

e The high volume of traffic might interfere with the correct
functioning of the certification process. Not only the network
pressure could create unfair scenarios, where some of the ve-
hicles are excluded from the C-ITS network due to not re-
ceiving a certificate, but this delay could significantly impact
the correct functioning of the cooperative services themselves.
Nevertheless, messages from uncertified users are discarded
by default, thus resulting in possibly wrong computation, for

example, for traffic detection services.

Again, these issues lead to a common, unfulfilled necessity: test-

ing the complete infrastructure, avoiding mockups or simplifica-
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tions, and doing realistic, holistic tests which can ensure a smooth
deployment in the coming years. For this reason, this use case ex-
plores this issue within the context of the collaboration with the
company Almaviva S.P.A.; an Italian company based in Romeﬂ

Regardless, this use case is in line with RQb5, which stated:

Are C-ITS tested in their intended environment, and with

the full message exchange pipeline enabled?

6.4.1 Architectural Schema

The goal of this application is very simple: forward each and every
C-ITS message to the PKI platform, so that the latter can encrypt
the messages and evaluate the performance metrics in cases of a
high message rate. Within the context of the PKI, the role of the
company encryption platform is depicted in figure In short, the
platform acts as a root certificate authority, accepting enrolment
requests from and to enrolment and authentication authorities, re-
spectively.

The full architectural schema is shown in figure As we can
see, the Co-simulation framework is still key here, as it allows the
messages coming "from” the simulated environment to travel all the

way to the company component, which is called the PKI manager.

Platform messages vs ETSI compliance

An important step in this work consisted in analyzing the differ-
ences between the vehicular messages sent within the co-simulation
framework and the actual implementation of such messages in an

ETSI-compliant standard. More specifically, for the purposes of the

3 Almaviva is also a co-financial supporter of the PhD scolarship, under the
Ttalian decree DM 352
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test, we focused on CAM messages, which are detailed, among oth-
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ers, in ASN.1 notatiorﬂ the analysis immediately underlined major
discrepancies with the messages exchanged within the co-simulation

framework. These differences are explained by several factors:

o First, since the co-simulation framework CAM messages are
generated using data coming from the SUMO simulator, many
fields in the various containers described by the specification
are left unused, as SUMO does not contain this informationf|
The implementation within the framework is kept simple, al-

beit non-compliant with the standard

e Since many of the fields are unused, the only necessity within
the framework (and Eclipse MOSAIC) is to obtain a real-
istic payload size for the purpose of message exchange and
decoding. The only relevant part of the message content are
geolocation data, driving direction and speed of the vehicle

who is sending the CAM message

For this reason, the use case has required the addition of a mes-
sage specification converter, from the "MOSAIC” internal message
to the actual, ETSI-compliant one. Hence, the module intercepts
messages coming from the co-simulation framework and actively

forwards them in the correct format to the PKI manager.

6.4.2 Proof of Concept

The message flow has been successfully tested in a sample scenario
consisting on vehicle travelling along the A56 Tangenziale di Napoli,
which was previously shown in figure[5.2a] For this use case, we just
considered vehicles travelling in the east-to-west direction, starting
at the entrance of Corso Malta and ending their travel at the exit of

Fuorigrotta. 1t has to be noted that each and every vehicle within

“available in the official specifications document [52]
Sthis is a known issue in MOSAIC. See [the issue on github| for further info
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the simulation, consisting of a total of around 3000 vehicles per

Chapter 6. Vehicular attacks in C-ITS

hour, are connected vehicles for the purpose of the experimentation.
During the simulation, the messages are sent to the PKI manager,
found on a cloud server, which elaborates the message. If the mes-
sage is correct with respect to the agreed syntax, it is considered
digested by the platform. The scenario is made so that the CAM
messages are sent with a rate of 1Hz. As we can see in figure
the messages are correctly digested by the platform, and the vehi-

cles tracked on the road as if they were real vehicles.

In conclusion, this is only one of the first steps related to PKI
platform testing. Nevertheless, these kinds of performance evalu-
ations are of primary importance for the coming future, as more
speculations regarding the placement and distribution of the PKI
need to be made to ensure that the network pressure is kept un-
der control, especially in dire circumstances such as heavy traffic

phenomena.
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6.4. UC6: PKI platform integration

(a) Side-by-side screenshot of the simulation platform in action on
the left and PKI manager dashboard on the right, indicating the
rate of incoming CAM messages

© UPDATE OSmBnzS — 1737

(b) Screenshot of the alternate view of the PKI manager dashboard
showing one of the vehicles sendind the CAM messages to the
platform. The messages trace a route followed by the vehicle, which
is exactly the segment of the A56 where the simulation is taking
place

Figure 6.11: Screenshots taken of the devised platform including a)
the PKI manager and b) the tracking dashboard.
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Chapter 7

Real-world applications:
the A56 case study

When devising a testing and validation platform, the first thing to
always keep in mind is the ultimate goal of shortening development
and deployment times, effectively reducing the time-to-market of
the proposed solutions. Besides, this is one of the outcomes of our
RQ3, which stated:

How can we seamlessly enable the rapid prototyping of coop-

erative services within their intended environment?

Taking this assumption a step further, after testing and val-
idating the various C-ITS services with a realistic platform such
as our project, the assumption is that such services are ready to
be applied to a real-world use case. While this might seem the
case of an early adoption, the previously reported UC3, detailed
in section [5.3], suggests that the cohabitation of conventional traffic
management strategies and C-ITS is certainly the way to go, with

a gradual shift to connected services simultaneous with the increase
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in the penetration rate of autonomous vehicles. These are the main
motivations which have guided the collaboration with Tangenziale
di Napoli S.p.A., the road operator responsible for the A56 Tangen-
ziale di Napoli, which was already chosen as the location for some

of the previously described use cases, more specifically for UC1 in

section [ﬁﬂ

The strategic role of the Tangenziale Before continuing, it
is important to frame the strategic role that the A56, which will
be called "Tangenziale” moving forward, has with respect to C-ITS

testing and experimentation:

1. It is a stretch of highway of only 22km, managed by a sin-
gle road authority who focuses on the Tangenziale only. This
means that even devising an equipment strategy for the full
road would be self-comprised in a relatively short section.
Moreover, the full length of the Tangenziale is comprised within

the same administrative authority, being the province of Naples.

2. In turn, this makes the possibility of doing tests on the Tan-
genziale tempting for geographical and economic reasons. Be-
sides, the Tangenziale is already equipped with several cam-
eras pointing on various sections of the road infrastructure for
the manual traffic management center to check on possible

traffic fluctuations.

3. Another strategical advantange lies on the fact that this high-
way crosses the entire city of Naples. Thus, it is extremely im-
portant and frequently used by the inhabitants, who depend
on it to reach key city areas, such as the hospital district (zona

ospedaliera) or the economic district (centro direzionale).

! Also chosen for the real-life experience of the author regarding the nerve-
wracking, never-ending, borderline infuriating traffic jams at some of the en-
trances
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7.1. Architecture and data flow

Traffic Monitoring Centre

5-minutes
aggregated | ‘v<<> CITS
traffic data L |ﬁ hadihad™ S ‘ messages
Traffic Flow Relevance Dynamic
Model zone speed Speed
suggestion Advisor

|2 | |-

Figure 7.1: System architecture of the Tangenziale project collabo-
ration

4. Consequently, some of the areas of the Tangenziale have im-
portant traffic spikes in peak hours, issue exacerbated by the
occasional (albeit pretty common) minor traffic accident which

essentially causes a lane closure at a critical moment.

Finally, the experimentation is rather important as it revolves around
a broader perspective of allowing both connected and auto-
mated vehicles to be tested within the Tangenziale juris-
diction without needing traffic closures or impediments.
This is a rather decisive step towards the adoption of C-ITS and
automated vehicles on the road, and fully supported by the current

Italian legislation.

7.1 Architecture and data flow

The project architecture is based on a modular design, which can
be appreciated in figure
As we can see, the various components can be summarized as

follows:

1. The Ingestion Module is responsible for interfacing with
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traffic estimates/forecasts, which serve as external input. Its
sole function is to subscribe to, receive, and make traffic esti-
mates/forecasts available to the C-ITS information generation
module. More specifically, the traffic flow model estimates
and forecasts for each 100-meter elementary segment of the
road network; network state forecasts are projected one hour
ahead, and information is provided with a temporal disaggre-
gation of one minute. This decoupling allows data sources to
be modified or added without impacting service logic. The
module receives traffic data in 5-minutes aggregates, divided

by detection camera.

2. The Processing Module contains a collection of submod-
ules, each implementing the business logic of a specific C-ITS
service. Each service makes some assumption based on the
traffic forecasts made available by the Ingestion Module, pro-
cesses them according to its own algorithms, and produces in-
formation compliant with the C-ITS paradigm. Adding C-ITS
services involves adding further business logic and producing

additional informative content.

3. Finally, the Release Module makes the information corre-
sponding to the various C-ITS services available to the overall
solution, after appropriately packaging it into an output com-
pliant with C-ITS standards. The release occurs via REST
APIs exposed by the cloud server.

Currently, the solution is implemented and validated to process
and manage information useful for two services, which are the VSL
and the Traffic Jam Ahead, both of which are described in appendix
Bl

124



7.2. On-field Test

7.2 On-field Test

The conducted test included the presence of an autonomous vehi-
cle, a Maserati GranCabrio Folgore, which ran in fully autonomous
mode while escorted by a road operator vehicle on a specific stretch
of the Tangenziale, going from the Arenella entrance to the Fuori-
grotta exitﬂ During the experimentation, the traffic management
center was actively doing traffic estimations, and thus suggesting a
speed limit to follow via VSL service. Thus, the vehicle adapted its
speed accordingly during the test. On the other hand, the on-site
traffic management center offered a view of the speed limits on the
various road sections of the Tangenziale, showing the speed the au-
tonomous vehicle had to follow.

The whole experimentation proved successful across multiple test
runs. This, combined with the infrastructural effort carried on by
the other involved project partners, certified the potential of the
Tangenziale, as well as the one of C-ITS services, within a real-

world use case.

2This was also reported by national media. See |The Italian Ministry of
Iransport article [39] on the matter
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Chapter 8

Conclusion

This thesis work tried to convene a simple, almost obvious, yet pow-
erful idea: that the future of transportation is definitely going to
be digital. From autonomous vehicles to smart infrastructures to
intelligent transportation systems, the innovation in this sector will
bring ample benefits to everyday passengers, reducing traffic jams,
offering smoother driving experiences and also reducing the envi-
ronmental carbon footprint.

However, the thesis also stated another important thing, which is
that no matter the evolution of autonomous driving, no digital-
ization of the traffic environment would be complete without the
cooperation of the involved road actors, from vehicles, to pedes-
trians, to the traffic infrastructure.

The role of this cooperation is often neglected, mostly due to the
heterogeneity of the involved actors. While steps are going into the
right direction, with respect to the European landscape, including
collaborations between administrative authorities and car manu-
facturers, the aforementioned disconnection causes a general lack of
testing and validation strategies for C-ITS; with a specific focus
on the available tools, no thorough platform has been found solving

this issue: either the focus was completely devolved to autonomous

127



i )cea

driving, or the traffic environment representation was lacking cru-

Chapter 8. Conclusion

cial components.

8.1 Thesis Contributions

Given all these aspects revolving around this matter, we set the

following thesis goal:

~ )

The thesis goal is to design, develop, validate and de-
ploy a co-simulation platform capable of performing test-
ing and validation of Cooperative-Intelligent Transportation
Systems. The platform needs to represent all the differ-
ent road environment components in a realistic and
integrated way, covering all the aspects of the Cooperative,

Connected and Automated Mobility, thus trying to solve all

the underlined Research Questions.

T Thesis Goal J

Thus, the first major contribution of the thesis, given a thorough
analysis of the state of the art around C-ITS, was to develop the
cited co-simulation platform. This process was guided by a standard
process of software engineering development in order to guarantee
that the required functional and non-functional requirements where
correctly met and tracked inside the platform. Plus, following the
welcomed practice of code reuse, the literature analysis offered us
a valuable starting point for the platform in the Eclipse MOSAIC
framework, which already included several of the traffic environment
components identified. Crucially, the extension of the tool allows
for Hardware-in-Loop testing to be performed, which are extremely
important to increase the realism of the simulation and enable rapid

prototyping features.
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The completed platform was later challenged against different ap-

plications, which tried to fill several research gaps:

Hardware-in-Loop applications

« [UC1] Hardware-in-Loop testing of dedicated communication
hardware allows for more realistic testing, as the device is
tested in its intended environment, with realistic messages

incoming.

o [UC2] Hardware-in-Loop testing of the Automated-Driving-
Systems allowed to focus on the impact that the autonomous

vehicle has on general traffic.

o [UC4-5] Finally, the platform also proved beneficial to test
the cybersecurity features of the vehicular communications
facilities, also including real devices into the loop. This was

done both through timing analysis and ground truth testing

C-ITS software implementations During the platform deploy-
ment, we developed and tested different C-ITS services while per-
forming HiL testing. This includes Traffic Jam Ahead [UC1], In-
Vehicle Signage [UC2] and Variable Speed Limit [UC2]. Moreover,
the Traffic Jam Ahead service was also used to test its competitive-
ness against standard detection strategies and traffic theory esti-
mations [UC3]. Finally, the cybersecurity risks that the platform
was able to quantify were partially mitigated by the applicative goal
of securing the message flow through a Public Key Infrastructure
platform [UC6|.

Real-world correlation Finally, as proof of the platform’s qual-
ity features, a collaboration with the road operator of the A56 Tan-
genziale di Napoli allowed us to correlate the aforementioned test

with real world usage of an Intelligent Speed Advisory service, used
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to modulate the speed of an autonomous vehicle running in open

Chapter 8. Conclusion

traffic conditions during the experimentation.

8.2 Future directions

While this work sets the base for an employable co-simulation plat-
form in the foreseeable future, there are several available directions

to enhance the platform and the tests incidence:

e A valid direction is represented by the testing and develop-
ment of more sophisticated C-ITS services. Nevertheless, the
platform rapid prototyping capabilities allow to quickly test
new regulations or standards devised in the foreseeable future,

and their impact on the traffic environment.

e Moreover, there are still open questions regarding how au-
tonomous vehicles impact the standard road traffic in critical
scenarios, for example in cases of cooperative manoeuvres like
merging or lane changing. Taking more and more autonomous
vehicles into account, following the recent developments in au-
tomotive, is crucial to ensure their deployment is in harmony

with the road traffic and the operators.

o Also, one key direction of the co-simulation platform is to use
it for cybersecurity testing; this could include threat mod-
elling tailored on the C-ITS case, and also the verification of
compliancy with respect to standard security models such as
STRIDE.

e Finally, to further enhance the quality and realism of the sim-
ulation, a further extension could include the addition of a 3D
simulator. Indeed, its usage could increase the realism of the
simulation, especially when considering the usage of object

detection algorithms for cameras. Moreover, a 3D simulator
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underlines a physics engine, which could further towards with
the realism goal. Finally, the simulator could also be em-
ployed for demonstration purposes, which a nice addition in

this context.
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Appendix A

C-ITS messages

taxonomy

This appendix contains basic info of the most known standardized
C-ITS messages, included the ones actually employed and cited
throughout the thesis work. For every message, a datasheet will

be produced containing:
e The document source for the message
o Key details regarding structure and/or actual usage

e Main applications
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A.1 Cooperative Awareness Message (CAM)

Appendix A. C-ITS messages taxonomy

Source: ETSI TS 103 900 version 2.1.1. Last update: 11/2023
[54]

Description: from the ETSI document - Cooperative Awareness
Messages (CAMs) are messages exchanged in the ITS network be-
tween I'TS-Ss to create and maintain awareness of each other and to
support cooperative performance of vehicles using the road network.
A CAM contains status and attribute information of the originat-
ing ITS-S. The content varies depending on the type of the ITS-S.
For vehicle ITS-Ss the status information includes time, position,
motion state, activated systems, etc. and the attribute informa-
tion includes data about the dimensions, vehicle type and role in
the road traffic, etc. On reception of a CAM the receiving ITS-S
becomes aware of the presence, type, and status of the originating
ITS-S. The received information can be used by the receiving ITS-S
to support several ITS applications. |...].

Basically, CAM messages are used to signal the presence of either a
moving vehicle or a stationary RSU on the road. CAMs generation,
management and dissemination is obtained through the Cooperative
Awareness service, which is also found in the deployed ITS-S.

The CAM structure can be seen in figure A key highlight
is the presence of the so called Basic Container, which includes the
type of ITS-S as well as its latest position. Then, a vehicle ITS-S
is also required to fill a High-Frequency Vehicle Container, which
includes ”all fast-changing (dynamic) status information of the ve-
hicle ITS-S such as heading or speed”. Finally, a special vehicle
might fill the optional Special vehicle Container.

Cam dissemination has to comply to security requirements (in-
cluding a valid PKI certificate to transmit). Moreover, there are

rules for generation frequency management, according to wireless
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A.1. Cooperative Awareness Message (CAM)
| CAM ‘
ITS PDU header Basic HF Container LF Special vehicle Container (Condilior;l)
Container Container
(Conditional) Public Transport Container |
or

Vehicle HF Vehicle LF
Container or Container or

Other containers

| Special Transport Container ‘

Other containers

or
(not yet defined) |

Figure A.1: General CAM structure from the ETSI document

channel usage, as detailed by the requirements of Decentralized Con-

gestion Comfroﬂ In any case, CAM generation frequency is never
lower than 1Hz neither higher than 10Hz.

Applications:

since CAM messages are used to notify the pres-

ence and status of an I'TS-S station, their usage is considered the

basic layer of V2X communications. Plus, they are also employed in

several monitoring and management applications, such as the Traffic

Jam Ahead service or Cooperative Variable Speed Limit services.

ldetailed in ETSI TS 102 724] [49]
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A.2 Decentralized Environmental Notification

Appendix A. C-ITS messages taxonomy

Message

Source: ETSI TS 103 831 version 2.1.1. Last update: 11/2022
[50]

Description: from the ETSI document - The Decentralized Enuvi-
ronmental Notification basic service (DEN) is an application support
functionality operating atthe facilities layer. The DEN basic service
is responsible for the generation of DEN Messages (DENMs) based
onreceived triggering information from applications. It is also re-
sponsible for the processing of received DENMs fromother C-ITS
stations. The DEN service is especially suited for the exchange of
event based safety related information.The DENM information is
mainly used by ITS applications in order to alert road users of a
detected event using ITS communication technologies [...]

The detected event can be of different kinds, such as a notification
of a traffic queue, accidents, roadworks, or an emergency vehicle
approaching.

The DENM structure, shown in figure is composed of two
mandatory containers, the Protocol Data Unit (PDU) and the man-
agement container, and then three optional containers which depend
on the notified event. More specifically, the situation container de-
scribes the detected event, including type, linked cause and event
zone if present; the location container describes the location of the
detected event, including event speed and heading if it is a moving
vehicle. Finally, the a la carte container contains additional infor-
mation that is not provided by the other containers.

A DENM is only disseminated after a trigger, and each specific ap-
plication has a repetition interval and duration which regulate the

sending of a DENM message.
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A.2. Decentralized Environmental Notification Message

DENM
ITS PDU header Management Situation Lacation A La Carte
Container Container Container Container
(Optional) (Optional) (Optional)

Figure A.2: General DENM structure from the ETSI document

Applications: the DENM messages are the standard for every
event happening on the road, like hazards, traffic jams or emergency
vehicles incoming. For this reason, any application requiring an

event notification message creates a DENM message as a result.
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A.3 Collective Perception Messages

Appendix A. C-ITS messages taxonomy

Source: ETSI TS 103 324 version 2.1.1. Last update: 06/2023
[48]

Description: from the ETSI document - Collective Perception
Messages (CPMs) are transmitted by ITS-Ss in order to share in-
formation about perceived objects(such as vehicles, pedestrians, an-
imals and other collision relevant objects) and perception regions
(road regions that allow receiving ITS-Ss to determine unoccupied
regions) in the local environment. This enhances the environmen-
tal perception of CPS-enabled ITS-Ss by providing information about
non-V2X-equipped road users, other collision relevant objects, unoc-
cupied regions and also increases the number of information sources
for V2X-equipped road users. [...]
A CPM contains a set of perceived objects and regions, including
their observed status and attributes. Clearly, the content of a CPM
varies depending on the detection capabilities of the I'TS-S.
The CPM structure is found in figure As we can see, af-
ter the header containing the CPM PDU, the payload is highly
variable, and depends on the detection capabilities of the I'TS-S.
Interestingly, the standard allows including up to eight cpmCon-
tainers for “simplified future extensibility of the CPM”. Regard-
less, each cpmContainers includes information regarding either the
originating vehicle or RSU; then, there is one Sensor Information
Container for each sensory capability of the I'TS-S. Afterwards, one
Perception Region Container for each perception region identified
by the sensor, with special rulings for overlapping sensors. Finally,
each identified object is placed inside a Perceived Object Container.
CPM generation is periodic and depends on various factors,
including number of perceived objects and channel available re-

sources.
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A.3. Collective Perception Messages

header payload

managementContainer cpmContainers

[1.8]
max. 1 of each container type
max. 1 Originating*Container

‘WrappedCpmContainer
OriginatingVehicle OriginatingRSU Sensorinformation PerceptionRegion PerceivedObject
(« i C i Container Container Container
Sensorinformation PerceptionRegion PerceivedObject
[1..128] [0..255] [0..255]

Figure A.3: General CPM structure taken from the ETSI document

Applications: the dissemination of CPMs are subject to the re-
lated Collective Perception Service (CPS), whose goal is to share
cooperative data about perceived objects to enhance traffic safety

and bolster cooperative awareness driving applications.
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Appendix B

Relevant C-ITS services

This appendix contains a non-exhaustive list of C-I'TS services which
are already standardized by either the European Commission or the
ETSI. Following the reported documents structure, most of the de-
scribed services are divided in specific categories. As a final note,
more details are given on the services deployed as part of the thesis

use cases.

B.1 Priority C-ITS services

Source: European Union, Annex of Document C(2019)1789 sup-
plementing Directive 2010/40/EU of the Furopean Parliament and
of the Council with reqard to the deployment and operational use of

cooperative intelligent transport systems [30]

Description: this annex details several services classified as pri-
ority services, which include the following categories: Within the

vehicle-to-vehicle services:
e Traffic jam

o Stationary vehicle warning
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o Special vehicle warning

Appendix B. Relevant C-ITS services

o Exchange of Impact Reduction Containers (IRC) (detection
of highly likely or unavoidable crash)

e Dangerous situation
o Adverse weather conditions
Within the infrastructure-to-vehicle services:
e In-Vehicle Signage
o Hazardous locations notification
e Road works warning
e Signalised intersections

These are all service categories which require prioritization, in the
form of sending alarms through DENMs, due to the special occasion

or hazard occurring at that moment.

Traffic Jam Ahead With a specific focus on the Traffic Jam
Ahead, this C-ITS service traffic jam ahead is categorized as a Day
1 service according to the Car2Car consortium, thus it is considered
a production-ready and standardized service. This service triggers
the sending of DENM messages in situations where the related ego-
vehicle detects a condition of traffic jam.

More specifically, before the service triggering, there are the follow-

ing preconditions:

e 1o Stationary Vehicle Warning or Special Vehicle Warning are
detected

e the ego vehicle is located in a non-urban environment. The

location is determined in one of the following ways:
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— the vehicle speed is higher than 80 km/h for at least 30
s in the 180 s prior to each detection and the absolute
value of the steering wheel angle is less than 90° for at

least 30 s in the 60 s prior to each detection;
— via on-board camera sensors;

— via an on-board digital map.
e The speed and angle values are measured continuously.

If the pre-conditions are satisfied, at least one of the following

service-specific conditions needs to be fulfilled:
« TRCO_DO;

« TRCO_1 AND (TRCO_2 OR TRCO_3 OR TRCO_ 4 OR
TRCO_5)

A summary and description of these triggering conditions is offered

in table [B.1]

Special Vehicle Warning This priority service has triggering
clauses depending on the different use case, whether the emergency
vehicle is moving to operation, it is safeguarding a hazard area or
if it is a recovery service vehicle supporting a broken-down vehicle.
The first use case, also known as the Emergency vehicle approach
service, triggers the transmission of a DENM message from the
emergency vehicle C-ITS station the moment the an operation is
required.

More specifically, given the simple preconditions that the ITS-S is
associated to an actual special vehicle and the latter is not already
safeguarding a hazard area, the DENM transmission is triggered if
the emergency vehicle light bar or siren is in use and the vehicle
is not stationary. While the conditions are satisfied, the generated
DENM is updated every 250ms.
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In-Vehicle Signage The In-Vehicle Signage (IVS) is a Day-1 ser-

Appendix B. Relevant C-ITS services

vice in the C-ITS taxonomy which aims at reproducing both static
and dynamic information of road signs inside the vehicle. The IVS
service is employed to inform road users about static and dynamic

road signs via 12V communication, like Message Signs, Text Panels

Count | Triggering condition Status
TRCO_O | The ego vehicle is moving with an av- | vehicle dynamics
erage velocity of 30 km/h or less and
more than 0 km/h (this threshold is intro-
duced to avoid overlap and to distinguish
TRCO_0 and TRCO_1). The average ve-
locity shall be calculated over a period of
120 s (the duration condition excludes fre-
quently changing traffic states from trig-
gering).

Note: This TRCO covers the scenario
where the ego vehicle is surrounded by
stop-and-go traffic.

TRCO_1 | The ego vehicle velocity is equal to 0 km/h | vehicle dynamics
for at least 30 s.

Note: This TRCO covers a scenario in
which the ego vehicle is stationary and sur-
rounded by other road users.

TRCO_2 | At least one DENM corresponding to the environment
traffic jam - traffic jam ahead C-ITS ser-
vice with the same driving direction has
been received.

TRCO_3 | At least one traffic jam notification with environment
the same driving direction has been re-
ceived by means of mobile radio.
TRCO_4 | CAMs indicate a velocity of 30 km/h or environment
less of at least five other vehicles within
100 m and with the same driving direction.
TRCO_5 | On-board sensors indicate a velocity 30 | on-board sensor
km/h or less of at least five other vehicles
within 100 m and with the same driving
direction.

Table B.1: Triggering Conditions of the Traffic Jam Ahead, taken
from the EC document
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and Direction Signs among others. The ultimate goal is to increase
the driver awareness by displaying the Dynamic Sign directly on the
vehicle infotainment system throughout the whole validity period,
thus reducing issues regarding limited line of sight.

There are various applications of IVS, among which there is the
Dynamic speed limit information, which transmits Infrastructure-
to-Vehicle (I2V) information using the Infrastructure to Vehicle In-
formation (IVI) service, which is listed among the infrastructure

services.

B.2 Infrastructure Services

Source: ETSI TS 103 301 version 1.3.1. Last update: 02/202@
[51]
Infrastructure to Vehicle Information Message (IVIM)

Description: this ETSI document describes and classifies infras-
tructure related ITS services, which support the connected traffic
participants with additional info on any traffic occurrence. Thus,
these services share the communication mode, as it is exquisitely
12V. Moreover, they share common protocol requirements, includ-
ing security mechanisms and playload encapsulation. The services

in question are the following;:
o Traffic Light Maneuver (TLM)
o Road and Lane Topology (RTL)
o Infrastructure to Vehicle Information (IVI)
o Traffic Light Control (TLC)

« GNSS positioning correction (GPC)

LA newer version 2.1.1 published in 2021 is still in early draft phase and only
contains the index
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each service also has access to its related messages. For exam-

Appendix B. Relevant C-ITS services

ple, the TLC service manages the generation of Signal Request
Extended Messages (SREMs) or Signal request Status Extended
Messages (SSEMs).

Infrastructure to Vehicle Information Focusing on the IVI,
this service exists to provide information to connected vehicles of
different kinds, such as contextual speeds and road works warn-
ing. More specifically, IVI uses IVIM messages, which can provide
both static and variable road signs as well as virtual signs. The
generation and contextualization of an IVIM is determined by the
service provider. Within this context, the standardization offered
by ETSI is in armonious overlap with the specifications devised by
the European Commission described in

B.3 Cooperative Services

Source: ETSI TR 102 638 version 2.1.1. Last update: 04/2024
[53]

Description: this standardization document provided by the ETSI
describes all the ITS services, as well as the related use cases, which
are 7intended to be the baseline for the development of the set of
ITS Release 2”. Hence, we are referring to day3 services as per
the taxonomy described by the car2car consortium [23], including
awareness driving and sensing driving use cases.

More specifically, the document details several services and use

cases. Some are briefly described below:

e Partial and high automation services: this category “makes
use of ITS service to trigger and control automated reactions
at vehicles with low (i.e. L1 - L2 vehicles where the driver

is still in charge of driving and monitoring tasks) as well as
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B.3. Cooperative Services

high automation capabilities (L3 + wvehicles where the driver
is released partially or totally from its monitoring and driving
responsibilities). In this context, vehicles V2X communica-
tion and ITS-S services extend the capabilities of traditional
ADASs and automated functions providing longer and non-
line of sight detection ranges, as well as explicit communica-
tion of information between senders and receivers.”. Examples
include hazardous location notification, Cooperative Adaptive
Cruise Control, Cooperative Adaptive Emergency Brake Sys-
tem, Advanced Pre-Crash sensing, Cooperative Active Lane

Keeping or Cooperative Intelligent Speed Adaptation.

CCAM augmented perception: includes all classes of services
which try to augment the autonomous perception of non-
connected dynamic objects through Collaborative Perception
Services. Use cases of this category might include perceiving a
non-connected vehicle at an intersection, a stationary vehicle,

or non-connected Vulnerable Road User.

Vehicles’ coordination: under this category there are I'TS ap-
plications that "use ITS-S services to coordinate vehicle move-
ments in terms of manoeuvres or trajectories.”. This includes
situations where a vehicle ITS-S allows others to follow its
trajectory, or where vehicles exchange messages to notify the
intention to implement specific manoeuvres, or enable cooper-
ative ones. Use cases exemplifying this category are Coopera-

tive Lane Merging, Lane Change, or Platooning applications

Advanced warning and information for Vulnerable Road Users
(VRUs) protection: this category includes all the use cases re-
lated to I'TS applications made to enhance VRUs safety, such
as cyclists, standing scooter drivers or motorcyclists. Related
use cases include an owertaking motorcycle, VRU presence

awareness or collision warning, or Interactive VRU crossing.
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B.4 Green Light Optimal Speed Advisory (GLOSA)

Appendix B. Relevant C-ITS services

Source: Study on the Deployment of C-ITS in Europe: Final
Report [34]

Description: the GLOSA is a day 1 12V service which provides
speed advice to drivers approaching traffic lights, with the goal of
reducing the likelihood that they will have to stop at a red light.
In turn, this reduces the potential sudden acceleration (or braking)
phenomena, decreasing the accidents rate and enhancing traffic ef-
ficiency, vehicle operation (fuel saving) and environmental benefits

by reducing unnecessary accelerations.
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Glossary

ACC Adaptive Cruise Control
ADAS Advanced Driver Assistance System
ADS Automated Driving System

AV Autonomous Vehicle

CA Certificate Authority

CACC Cooperative Adaptive Cruise Control

CAM Cooperative Awareness Message

CAV Connected Automated Vehicle

CCAM Cooperative, Connected and Automated Mobility
CCV Connected Conventional Vehicles

C-ITS Cooperative-Intelligent Transportation System
CP Cooperative Perception

CPM Collective Perception Message

CPS Collective Perception Service

CVE Common Vulnerabilities and Exposures

149



i )cea

Glossary

DCC Decentralized Congestion Control

DIL Driver-in-Loop

ETSI European Telecommunications Standards Institute

FCD Floating Car Data
FD Fundamental Diagram

FOT Field Operational Test

GLOSA Green Light Optimal Speed Advisor

HIL Hardare-In-Loop

I2V Infrastructure-to-Vehicle

IoT Internet of Things

ISA Intelligent Speed advisor

ITS Intelligent Transportation System
IVI Infrastructure to Vehicle Information

IVS In-Vehicle Signage

LKA Lane Keeping Assistant

MIL Model-in-Loop

MRE Mixed Reality Environment

ODD Operational Design Domain

PDU Protocol Data Unit
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Glossary

PKI Public Key Infrastructure

PLC Programmable Logic Controller

RMSE Root Mean Squared Error

RSU Road-Side Unit

SIL Software-In-Loop

SUMO Simulation of Urban MObility

TMC Traffic Management Center

VIL Vehicle-In-Loop
VRU Vulnerable Road User

VSL Variable Speed Limit

XIL X-in-Loop
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testing. 9th IEEE Conference on Models and Technolo-
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