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Abstract

The rise of complex, safety-critical systems, such as nuclear fusion reactors,
has highlighted significant challenges in optimizing resource utilization on
modern Multi-Processor Systems on chips. These platforms offer substan-
tial computational power, but strict real-time guarantees often lead to
overprovisioning. As a result, only a small fraction of available resources
are effectively utilized, which can hinder the system’s overall efficiency and
longevity, especially when the hardware is expected to operate for decades
in reactors.

This dissertation addresses these challenges by exploring real-time vir-
tualization as a key solution for improving hardware utilization in mixed-
criticality systems. It begins with an in-depth analysis and testing of
virtualization technologies, focusing on enhancing temporal isolation be-
tween applications that share the same hardware. A systematic Design-of-
Experiments approach is used to assess and optimize the isolation provided
by different virtualization configurations.

Building on this foundation, the core contribution of this dissertation is
the development of the Omnivisor, an innovative virtualization model that
extends existing partitioning hypervisor architectures to manage asym-
metric cores (such as ARM64, ARM32, and RISC-V) and control memory
bandwidth allocation for accelerators, such as FPGAs and GPUs. The
Omnivisor ensures isolation between virtual machines and predictable be-
havior across mixed-criticality applications, enhancing system reliability
and resource efficiency.

Additionally, the RPUGuard communication framework, integrated
into the Omnivisor, provides fine-grained control over the communication
between virtualized asymmetric processors, reducing interference and en-
suring real-time performance.

To ease the utilization of Omnivisor in distributed systems the RunPHI
framework is introduced. RunPHI integrates the Omnivisor into a cloud-
to-edge orchestration system, simplifying the deployment of distributed
mixed-criticality systems across heterogeneous environments.

The contributions of this work are demonstrated through real-world
use cases related to nuclear fusion, where the proposed models and frame-
works facilitate the reliable and efficient operation of safety-critical control
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applications. The evaluation phase shows how innovative virtualization
techniques can allow critical controllers to co-exist with utility applica-
tions on the same hardware, ensuring they remain isolated while sharing
resources.

Keywords: Mixed-Criticality, Embedded Virtualization, Real-
Time Systems, MPSoCs.
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Abstract (Italiano)

L’aumento della complessita nei sistemi critici, come quelli utilizzati nei
reattori a fusione nucleare, ha messo in luce le sfide legate all’ottimizzazione
delle risorse nei moderni Multi-Processor System-on-Chips (MPSoC). Sebbene
queste piattaforme offrano una potenza di calcolo considerevole, le rigorose
garanzie in tempo reale portano spesso a un sovradimensionamento delle
risorse nei contesti critici. Di conseguenza, solo una frazione delle risorse
disponibili viene effettivamente sfruttata, limitando I'efficienza complessiva
del sistema, specialmente quando ’hardware & progettato per operare per
decenni nei reattori.

Questa tesi affronta queste problematiche esplorando la virtualizzazione
real-time come soluzione chiave per migliorare I'utilizzo dell’hardware nei
sistemi a criticita mista. Inizialmente, viene condotta un’analisi approfon-
dita delle tecnologie di virtualizzazione, con un focus specifico sull’isolamento
temporale tra le applicazioni che condividono lo stesso hardware. Viene
utilizzato un approccio sistematico basato su Design-of-Experiments per
valutare e ottimizzare I'isolamento offerto da diverse configurazioni di vir-
tualizzazione.

Il contributo centrale di questa ricerca e lo sviluppo dell’Omnivisor,
un modello innovativo di virtualizzazione che estende le architetture hy-
pervisor esistenti per gestire core asimmetrici (come ARM64, ARM32 e
RISC-V) e controllare 'allocazione della larghezza di banda della memoria
per processori e acceleratori come FPGA e GPU. L’Omnivisor garantisce
un comportamento prevedibile nelle applicazioni a criticita mista, miglio-
rando l'affidabilita e I'efficienza delle risorse del sistema. Inoltre, RPU-
Guard, integrato nell’Omnivisor, offre un controllo preciso sulle comuni-
cazioni tra processori asimmetrici virtualizzati, riducendo le interferenze
e assicurando prestazioni in tempo reale.

Per abilitare 1'orchestrazione dei sistemi a criticita mista, viene in-
trodotto il framework RunPHI, che integra I’Omnivisor in un sistema di
orchestrazione distribuita, semplificando il deployment di sistemi a critic-
ita mista in ambienti eterogenei, dal cloud fino ai nodi edge.

I contributi di questo lavoro vengono dimostrati attraverso casi d’uso
reali legati alla fusione nucleare, dove i modelli e i framework proposti
facilitano il funzionamento sicuro ed efficiente delle applicazioni di con-
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trollo critiche. La fase di valutazione mostra come queste tecniche di
virtualizzazione permettano ai controller critici di coesistere con altre ap-
plicazioni sullo stesso hardware, mantenendo l’isolamento necessario pur
condividendo le risorse.

Parole chiave: Mixed-Criticality, Embedded Virtualization,
Real-Time Systems, MPSoCs.
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Introduction

OMPLEXITY and computational power of computing systems have
C seen extraordinary growth over the last decades, primarily driven by
the rapid digitization of human activities. From managing global commu-
nication networks to supporting advanced medical diagnostics and indus-
trial automation, modern systems handle vast amounts of data and com-
plex operations. In less critical environments, such as consumer electronics
or smart devices, these systems handle tasks like multimedia processing,
resource management, and scheduling, focusing primarily on delivering a
seamless user experience and high-quality of service. On the other hand,
in highly critical fields such as nuclear fusion research, these systems are
pushed even further. Controlling and stabilizing plasma, processing sensor
data in real-time, and running predictive simulations to optimize reactor
performance require cutting-edge computational capabilities and advanced
architectures to meet the stringent demands of precision and reliability in
this field.

In the early stages of computing, advances in processing power were
largely driven by miniaturizing hardware components and increasing pro-
cessor frequencies, as outlined by Moore’s law [2]. This law observed that
the number of transistors on integrated circuits doubled approximately



every two years, leading to faster processing speeds and lower computing
costs, as shown in Fig 1.1.
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Figure 1.1: Years in which the microchip was first introduced (Licensed
under CC-BY by the authors Hannah Ritchie and Max Roser)

However, as we near physical and thermal boundaries, sustaining this
trend has become increasingly challenging [3]. With transistors approach-
ing atomic dimensions and fabrication costs escalating, the traditional
technological force that has driven Moore’s Law for the past 50 years is fail-
ing. Consequently, to continue improving the performance and efficiency of
new platforms, hardware manufacturers have shifted towards integrating
multiple specialized Processing Element (PE)s tailored for specific tasks
on a single chip as shown in Figure 1.2. This trend resulted in the develop-
ment of heterogeneous Multi-Processor Systems on Chip (MPSoC)s [1, 4].

Figure 1.3 illustrates a simplified architecture of a modern hetero-
geneous MPSoC. These platforms typically combine traditional CPUs
with various specialized PEs tailored for specific tasks. These may in-
clude Graphical Processing Unit (GPU)s for graphics processing, RPUs
for real-time tasks, Neural Processing Unit (NPU)s for Al and neural net-
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CHAPTER 1. INTRODUCTION

past - homogencous
architeciures

present - helerogencous future - post-CMOS extreme
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Figure 1.2: From homogeneous to extreme heterogeneous architectures
(reproduced from [1]).

work computations, FPGAs for customizable, re-programmable hardware,
and many others.

In safety-critical Cyber-physical Systems (CPS)s such as drones, medi-
cal devices, automotive systems, and fusion reactors, hardware is typically
embedded within physical components, forming what are known as em-
bedded systems. These are dedicated computing units designed to perform
specific tasks within larger mechanical or electrical systems, tightly inte-
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Figure 1.3: Example of Heterogeneous MPSoCs



grated into the physical processes they monitor and control. This makes
them essential for real-time decision-making and operations.

Embedded systems are often constrained by factors such as power,
space, and processing capabilities. However, with recent advances in hard-
ware design, even highly complex MPSoCs can now be considered embed-
ded systems. Despite their significant computational power and ability
to run sophisticated safety-critical applications, managing and optimizing
these systems remains complex due to the specialized and diverse nature
of the processors involved.

While MPSoC architectures undeniably enhance application perfor-
mance, achieving the necessary level of predictability to ensure safe and
reliable operations is particularly challenging in CPSs where applications
run at very high frequencies (e.g. tens to hundreds of kHz), using complex
hardware accelerators and external devices.

Real-Time Control in Nuclear Fusion Reactors. Nuclear fusion
reactors exemplify the high level of complexity that modern CPSs can
achieve, as they seek to replicate the processes powering the sun, promis-
ing an almost limitless and clean energy source. A key initiative driving
the development of these reactors is the ITER tokamak, which is an exper-
imental thermonuclear reactor that plays a central role in advancing fusion
technology and integrating complex control systems. Once its construc-
tion will be completed, ITER will be the world’s largest fusion experiment,
aiming at being the first reactor to produce a net-positive energy output
through a fusion reaction.

Controlling the plasma within a fusion reactor requires extremely fast
computations and strict adherence to hard real-time requirements to main-
tain system stability. Due to the high computational demands, mod-
ern hardware architectures are essential to meet the performance de-
mand [5, 6, 7]. MPSoC platforms are already employed in ITER for real-
time control and signal conditioning, as discussed in recent studies [8, 9].

Recent MPSoC possess sufficient single-core computational power to
handle model-based control problems, such as Vertical Stabilization [10].
However, advanced methods like reinforcement learning (RL) are being
explored to improve control efficiency and address complex control strate-
gies [11]. These methods leverage hardware accelerators, which can be
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seamlessly integrated into modern MPSoCs. RL-based controllers, how-
ever, introduce time unpredictability to the control due to their stochastic
nature. Consequently, maintaining a traditional model-based controller as
a fallback on the same platform can enhance system safety by providing
a reliable backup in case of RL failure.

However, ensuring multiple applications that share resources on a sin-
gle platform meet real-time constraints is still a nontrivial challenge, and
overprovisioning is currently used as a common strategy to address the
complexity of the system; each application is deployed on a separate plat-
form to avoid interference and simplify analysis and certification. While
this reduces risk, it results in three principal shortcomings:

o Under-utilization of hardware: Many PEs on the heterogeneous plat-
forms are either idle or lightly used.

e Lack of scalability: adding new applications to the system often
requires new hardware, making the overprovisioning approach inef-
ficient and not scalable in the long term.

e Unreliable communication: when applications are spread across dif-
ferent boards, managing fast, reliable communication becomes more
difficult, especially since many applications rely on the same sensor
data

By contrast, integrating multiple applications within a single System on
Chip (SoC) allows for higher resource utilization and lower-latency com-
munication, making it a more efficient solution for real-time control in
nuclear fusion systems[9].

1.1 Mixed-Criticality Systems

MCS refers to a system that integrates multiple applications with different
levels of importance or criticality on the same hardware platform. These
applications range from highly critical, where timing and performance
guarantees are essential for safety, to non-critical tasks, where flexibility
and resource efficiency are prioritized. The core challenge of MCSs lies in
managing these varying levels of criticality while ensuring that the most
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critical applications consistently meet their real-time requirements, even
in the presence of resource contention or system degradation.

In recent years, there has been a significant shift in the industry’s
approach towards system consolidation and integration in the context
of CPSs; combining multiple applications, previously hosted on separate
hardware platforms, onto a single, more powerful platform to reduce Size,
Weight, Power, and Cost (SWaP-C) of the hardware. This approach not
only optimizes hardware SWaP-C but also improves efficiency and commu-
nication between applications which is of fundamental importance in high-
frequency control systems. Globally, this trend has spurred significant in-
vestments in research and development, attracting both industrial [12] and
academic [13] interest. As a result, the concept of consolidation and MCS
is now reflected in many industrial standards, including the EN5012X se-
ries for railway systems [14], DO-178B for avionics [15], and ISO 26262
for automotive applications [16].

Mixed-Criticality Systems Challenges. Consolidating applications
with differing criticality levels onto a single platform is not an easy task.
The introduction of mixed-criticality models, inspired by the pioneering
work of Vestal [17] (see Section 2.1) tries to address this challenge by incor-
porating execution criticality into traditional real-time scheduling frame-
works. Introducing such models into theoretical frameworks has unveiled
a new research landscape that spans from developing innovative software
architectures and hardware technologies to enhancing real-time theoreti-
cal analysis techniques. It has opened avenues for exploring how best to
allocate resources dynamically, enforce timing constraints, and mitigate
interference among tasks [13]. However ensuring effective resource uti-
lization and maintaining high-quality service for non-critical applications,
while simultaneously providing real-time performance guarantees for crit-
ical applications, continues to be a significant challenge in real physical
systems [18].

1.2 Nuclear Fusion Real-Time Control Systems

Figure 1.4 shows a simplified system overview of one of the ITER control
systems: Internet of Things (IoT) actuators and diagnostics on the reactor
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(things layer), which have stringent temporal and performance demands,
are connected to a plant control system (fog layer) [19, 20]. Here, MPSoCs
are strategically deployed near the reactor to minimize communication la-
tency between the controllers and the sensors while maintaining high com-
putational performance. In this fog layer, diverse control loops and signal
conditioning algorithms, each with distinct sampling times and reliability
requirements, must coexist harmoniously. Data and signals processed in
this layer are transmitted via a Synchronous Databus Network (SDN) to
the cloud layer, where more computationally intensive control algorithms
are executed. In the cloud layer, data from the fog layer are stored and
further analyzed using sophisticated software, including Al algorithms and
statistical tools, to derive valuable insights from the experiments.
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Figure 1.4: ITER System Overview

Not all control algorithms within the ITER control system can be
deployed in the fog layer due to their dependence on high-end comput-
ing power which can be achieved only by leveraging powerful servers.
Nonetheless, there has been significant progress in porting real-time nu-
clear fusion frameworks such as Multi-threaded Application Real-Time ex-
ecutor 2 (MARTe2), which has been used in Joint European Torus (JET)
fusion reactor, to embedded systems such as the ARMv8-based MPSoCs
used for ITER’s magnetic diagnostics [21]. This is because high-frequency,
lightweight control loops and signal conditioning algorithms can strongly
benefit from implementation on MPSoCs situated close to the machine [9,

7
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21]. First of all, the proximity between controllers and sensors guarantees
low transmission latency and real-time communication between applica-
tions. Additionally, adopting a decentralized fog computing paradigm
mitigates also network partitioning issues prevalent in cloud-based solu-
tions [22] and can reduce the costs of the utilized hardware.

Challenges in Flexibility for Fusion Control Systems. While it
is feasible to integrate applications onto a single board via custom imple-
mentations achieving good performance [9], this approach lacks flexibility;
adding or replacing applications in such systems is costly since significantly
complicates system reconfiguration. To enforce extensibility and flexibil-
ity, a more standardized approach is necessary. As a result, Real-time
virtualization and partitioning emerge as promising solutions to achieve
such requirements (see Section 2.3).

1.3 The Rise of Real-Time Virtualization

Among the various approaches proposed to deploy MCSs [23, 24, 25],
real-time virtualization stands out as particularly promising for high-
performance real-time systems [26, 27].

Virtualization technology has revolutionized cloud computing by of-
fering the capability of abstracting the hardware resources of a physical
machine into two or more VMs (see Figure 1.5). These VMs run isolated
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Figure 1.5: Example of Virtualization
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software, each behaving as though it operates independently within the
system, oblivious to the existence of the others. The most compelling
feature of virtualization in the cloud context is its flexibility in resource
allocation. Resources can be dynamically assigned to VMs based on their
current needs, maximizing the utilization of physical machines and thereby
reducing operational costs while supporting more applications.

However, for CPSs with stringent real-time performance requirements,
throughput becomes secondary to predictability. The key advantage of
virtualization for these systems lies in its ability to isolate resources, facil-
itating the consolidation of diverse applications, even those with different
criticality levels, onto a single platform. Traditional virtualization, how-
ever, was not originally designed with predictability in mind, necessitating
a redesign of virtualization software to host real-time applications effec-
tively.

Over the past decade, several methodologies have emerged to enable
real-time virtualization [27]. These range from integrating real-time sched-
ulers into established cloud hypervisors such as KVM and Xen [28] to de-
veloping ad-hoc hypervisors with minimal footprints, like Jailhouse [29],
Bao [30], and others. In Section 3, we systematically evaluate the tempo-
ral isolation provided by these kinds of solutions, specifically Xen, using
a Domain of Experiment (DoE) approach. Our analysis reveals that while
feature-rich and flexible, dynamic approaches may lead to unpredictable
behaviors that complicate validation and certification processes. In con-
trast, partitioning-based approaches, despite being less feature-rich and
flexible, offer superior isolation and are more conducive to meeting certifi-
cation requirements. This makes partitioning hypervisors an ideal starting
point for the Omnivisor model proposed in this dissertation (see Section 4)
whose goal is to take control over heterogeneous MPSoCs with asymmetric
processors to run isolated mixed-criticality applications.

Challenges and Opportunities in Virtualizing MPSoCs. Hetero-
geneous MPSoCs are increasingly recognized as a suitable architecture for
complex CPSs due to their benefits in cost efficiency, area savings, power
consumption, and performance. However, integrating MCSs into such ar-
chitectures through virtualization presents significant challenges while also
opening up new opportunities.
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A primary challenge is adapting traditional virtualization models, which
were designed for symmetric systems and do not account for the complex-
ities of heterogeneous MPSoCs. In conventional setups, the hypervisor,
which is the software that administers the VMs, manages primary pro-
cessors but often ignores or inadequately handles co-processors, treating
them as mere I/O devices assigned to VMs on the primary cores. This
oversight allows VMs controlling secondary cores to load and execute code
that can potentially access critical platform resources. Consequently, the
co-processors, with their elevated privileges, pose a risk to the spatial and
temporal isolation of other VMs, undermining system security and stabil-
ity. This issue will be explored further in Section 4.

In contrast, an effective hypervisor for heterogeneous MPSoCs must
comprehensively manage both primary and secondary processing elements,
ensuring that each core, regardless of type, is integrated into the virtual-
ization framework with appropriate controls and isolation measures. This
approach mitigates the risks associated with uncontrolled access to plat-
form resources and enhances the overall reliability and security of the
system.

Additionally, shared resources in MPSoCs, such as interconnects, on-
chip caches, and DRAM, introduce timing interference. Operations on
one core can affect the timing behavior of others, significantly distort-
ing WCET estimates—potentially increasing them by up to 300% [31].
Existing virtualization strategies primarily focus on symmetric multi-core
architectures and fail to adequately address the timing interference is-
sues unique to heterogeneous MPSoCs, leaving a critical gap in current
methodologies.

Despite these challenges, heterogeneous MPSoCs present unique op-
portunities for optimizing MCS integration. Their architecture supports
advanced levels of optimization, allowing applications to be deployed on
cores specialized for specific tasks while strategically managing shared re-
sources. For instance, resource allocation can be dynamically adjusted
based on the needs of MCS, such as deciding whether the RPUs should
share the On Chip Memory (OCM) with the CPU and/or should use a
specific quantity of memory bandwidth depending on task requirements.
This flexibility enables tailored solutions that strike a balance between
isolation and performance optimization.
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1.4 Objective and Scope of the Dissertation
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Figure 1.6: Overview of the Proposed Architecture based on the Omnivisor
model

Given the increasing complexity of hardware and the stringent real-
time requirements of modern CPSs, this dissertation advocates for a tran-
sition toward advanced, standardized strategies that consolidate MCS on
modern platforms, as shown in Figure. 1.6. Central to this work is the
introduction of the Omnivisor model, a groundbreaking approach leverag-
ing real-time virtualization and partitioning to maximize the potential of
heterogeneous computing platforms. By exploiting asymmetric cores and
internal hardware protection mechanisms, the Omnivisor model ensures
resource utilization, predictable performance, and high levels of safety
and reliability. Starting from the Omnivisor model, the dissertation pro-
poses RPUGuard as an innovative real-time communication framework

11
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between asymmetric processors. Therefore, it explores LPVM, a new tech-
nology for predictable memory virtualization on microcontrollers. It also
demonstrates the convenience of having Omnivisor-based virtualization in-
tegrated into orchestration frameworks such as Kubernetes by proposing
the RunPHI runtime. Subsequently, this work investigates the usability
of the proposed solutions for the deployment of complex, next-generation
safety-critical systems for nuclear fusion. Thus, the following contributions
are presented:

o A systematic Design of Experiments (DoE) approach for assessing
the temporal isolation provided by hypervisors. This contribution
outlines strategies to optimize hypervisor configurations and mini-
mize inter-VM interference. The findings highlight partitioning as
the most effective virtualization method for isolation, though chal-
lenges remain due to the complexity of modern architectures.

e A standardized deployment model for MCSs on distributed systems
utilizing virtualized MPSoCs and servers within a Cloud-to-Thing
continuum, designed to simplify integration and enhance scalability
in complex infrastructures like the ITER magnetic control system.

e Omnivisor, a novel virtualization model that extends real-time static
partitioning hypervisor’s model to manage asymmetric cores (e.g.,
ARM64, ARM32, and RISC-V) and control the memory bandwidth
of accelerators. This model enhances the dependability of mixed-
criticality systems on modern MPSoC platforms while simplifying
their utilization.

e RPUGuard, a communication framework designed for virtualized
asymmetric processors. It provides fine-grained control over inter-
processor communication in a virtualized configuration, reducing in-
terference and ensuring real-time performance.

« LPVM, A lightweight and predictable hardware component design
to virtualize microcontroller-level cores, such as RPUs, in future
architectures, enabling higher resource utilization while maintaining
real-time performance through virtualization.

12
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e« RunPHI, a runtime system that integrates the Omnivisor into an
orchestration framework for automated configuration, management,
and coordination of computer systems, apps, and services. This
system improves flexibility and usability for applications running on
heterogeneous platforms also with asymmetric cores.

¢ A comprehensive evaluation of the proposed framework and method-
ologies, applied within the context of the ITER project. Specifically,
the Vertical Stabilization control algorithm was tested in a Hardware-
In-the-Loop (HIL) setup with an emulated plasma model. This
evaluation explored various system configurations on heterogeneous
MPSoCs, using a range of stressors to demonstrate the robustness
and adaptability of the proposed approach.

Despite real-time virtualization being an interesting solution to achieve
the requirements of nuclear fusion reactors, it is still a challenge to achieve
high utilization of hardware and effective protection and isolation between
applications on the heterogeneous MPSoCs used in ITER. This disser-
tation addresses these challenges by demonstrating three key use cases
enabled by this technology. First, (UC1) it allows real-time monitoring
applications to be deployed alongside safety controllers without compro-
mising predictability. Second, (UC2) it supports the deployment of mul-
tiple controller versions on the same board, facilitating both testing and
redundancy. Finally, virtualization simplifies the deployment of applica-
tions across distributed systems (UC3).

To provide context and background, Section 2 explains the basic knowl-
edge needed to fully understand the entire dissertation. It offers a concise
discussion of related work, highlighting foundational studies and contem-
porary advancements on the consolidation of MCSs through virtualization.
In Section 3, we address the critical issue of temporal isolation assess-
ment and MCS modeling. We introduce a systematic DoE approach for
configuring virtualized systems, focusing on minimizing interference and
enhancing performance. The section uses the findings presented in the
publications A.3 and A.5. Following a demonstration of the capabilities
of modern partitioning hypervisors, Section 4 presents an extended model
that adapts traditional hypervisor frameworks to accommodate the het-
erogeneity of Commercial Off-The-Shelf (COTS) architectures while en-

13
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suring robust isolation for real-time applications. The model is based on
the publications A.2, A.4, A.9, A.10, and A.11. In Section 5, we evaluate
the proposed technologies and methodologies in Nuclear Fusion scenarios,
demonstrating their applicability and flexibility with the aforementioned
three use cases. The dissertation concludes with a discussion of findings
and potential directions for future research in Section 6.

14



Background and Related
Work

HIS CHAPTER introduces key concepts necessary to understand the
T approaches proposed in this thesis. As a starting point, we want
to clarify what real-time systems are and why safety-critical applications
need real-time guarantees. Therefore, we clarify how real-time applica-
tions for Nuclear Fusion Reactors are developed using real-time frame-
works. Once the basic concepts of real-time systems are clear, we describe
how the mixed-criticality system model was born on top of traditional
real-time models to face the challenge of running tasks with different
levels of criticality on the same physical platform. Despite the analyt-
ical models developed for MCS being well known and accepted by the
community, going from an analytical description to a practical working
environment is not straightforward. Therefore, we continue the chapter
by looking at the practical development of MCSs over COTS MPSoCs,
explaining the practical challenges of the consolidation of multiple appli-
cations and demonstrating the distance between the analytical world and
the real world. Therefore, we cover virtualization technology as one of
the possible practical solutions for the deployment of MCSs. Specifically,
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we focus on how embedded virtualization works and why partitioning hy-
pervisors are used today to keep systems isolated and secure. Finally, we
explore the limitation of existing works that have been tried to address
the MCSs deployment problems on heterogeneous MPSoCs, explaining
how we can go beyond with the proposed Omnivisor model.

2.1 Real-Time Systems and Mixed-Criticality

Real-time systems are computing systems that must respond to events
within a strict time frame. Unlike general-purpose systems where per-
formance is measured by average response time, real-time systems are
judged based on their ability to meet specific and bounded timing con-
straints. These systems must ensure that all tasks are completed within
their deadlines under all specified conditions.

Real-time systems are usually modeled as a recurrent task model that
allows a priori validation of temporal constraints of the tasks. For this
reason, these systems are integral in applications where timely and pre-
dictable responses are critical, such as in automotive control, industrial
automation, medical devices, telecommunications, and nuclear reactors.

We can categorize two types of real-time systems according to the
consequences of missing a deadline:

e Hard Real-Time Systems: Where missing a deadline is considered a
system failure and can lead to catastrophic consequences (e.g., flight
control systems).

e Soft Real-Time Systems: Where occasional deadline misses are tol-
erable but can degrade system performance (e.g., video streaming).

2.1.1 Real-Time Task Model

In real-time systems, tasks are typically modeled with a set of parameters
that define their execution behavior. This model is fundamental to un-
derstanding how real-time scheduling works and how tasks are managed.
Under the well-known sporadic task model [32] each task T; is repeat-
edly invoked by asynchronous, external events such as device interrupts
or expiring timers. A real-time workload consists of a set of n sequential
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tasks 7 = {T1, ..., T,,} and each task is characterized by the following key
parameters:

Release Time (r;): The time at which a task becomes ready for
execution.

Start Time (s;): This is the point in time when the task begins its
execution.

Ezecution Time (C;): The amount of time required by a task to
complete its execution. In real-time literature, this is often repre-
sented as the WCET, which is the maximum time a task might take
to execute under worst-case conditions.

Finish Time (f;): This is the point in time when the task completes
its execution.

Deadline (D;): The time by which a task must complete its execu-
tion. The task is considered late if it is completed after its deadline.

Period (T;): For periodic tasks, this is the time between consecutive
releases of the task. It defines how frequently the task is executed.

Priority (P;): The importance level assigned to a task, which can
influence its scheduling order.

The following figure illustrates a typical periodic task with its param-

eters:

Ti

Tj

A
A 4

A
A\ J

ri  Sj i Di

Figure 2.1: Example of Periodic Task
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2.1.2 Real-Time Frameworks for Nuclear Fusion

A real system such as the one for controlling Nuclear Fusion reactions is
composed of several distributed and high-frequency real-time tasks, and
developing and deploying such tasks can be nontrivial: As an example, in
real-time digital feedback systems for Nuclear Fusion [33], a large num-
ber of signals must be processed, particularly for plasma parameters like
position and shape. Therefore the control cycle time varies based on the
phenomenon and actuator response, ranging from 50 us to a few millisec-
onds. Due to the complexity and number of signals, multiple computing
units are often used, communicating via networks to manage and process
the data.

Furthermore, the development of real-time applications is usually as-
sociated with non-portable code targeted at specific real-time operating
systems. The boundary between hardware drivers, system services and
user code is commonly not well-defined, making the development of the
target host significantly difficult. As a solution to ease the programming
of such tasks and make them portable, the Nuclear Fusion community
started to use Real-Time frameworks.

One of the most used is MARTe2 framework [21, 34, 7]: MARTe2 is a
versatile real-time C++ framework designed primarily for developing and
deploying control systems, though it can be used for other applications
as well. It is built on a modular, layer-based architecture that enhances
code safety and simplifies debugging. Key features include an efficient
logging system, built-in object introspection, automatic memory manage-
ment, and flexible, data-driven configuration.

One of MARTe2’s strengths is its generic application module, which
clearly separates hardware interfaces, algorithms, and system configura-
tion. This modularity allows for easy reuse of similar systems by swapping
out modules, while keeping the hardware interface consistent.

MARTe2 has been successfully used in critical applications, such as the
vertical stabilization of the JET tokamak, where it achieved precise con-
trol with minimal jitter. It also serves as the real-time control engine for
the COMPASS tokamak’s plasma control and ISTTOK’s tomographic re-
construction, demonstrating its reliability and effectiveness in demanding
environments.

For the ITER project instead, multiple frameworks will be used to im-
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prove the diversity. Besides MARTe2 the Real-Time Framework (RTF)
will be used [35]. RTF is a software suite developed by the ITER Control
Data Access and Communication (CODAC) division to facilitate the im-
plementation of real-time applications. Similarly to MARTe2, it is a mid-
dleware primarily designed for the Plasma Control System (PCS) but can
also be used in other systems requiring real-time control or data process-
ing due to its universal architecture. RTF simplifies the development of
real-time systems by implementing and hiding many mechanisms typical
for such systems, allowing developers to focus on the functional part of the
application. It is highly modular, portable, and independent of hardware
configuration.

2.1.3 Mixed-Criticality Task Model

As real-time systems evolve to handle more complex and diverse appli-
cations, the need to manage tasks of varying criticality levels (i.e., the
designation of the level of assurance against failure [18]) on the same
hardware platform has become evident. At the same time, these plat-
forms are migrating from single cores to multi-cores and in the future
heterogeneous many-core architectures. This led to the development of
the mixed-criticality task model, significantly influenced by the work of
Vestal [17]. This model extends the traditional real-time task model to
accommodate tasks with different criticality levels, each with distinct tim-
ing and assurance requirements.

In traditional real-time systems, all tasks are treated equally in terms of
their criticality, and the primary objective is to ensure that each task meets
its deadline. In contrast, mixed-criticality systems recognize that not all
tasks are equally critical. For example, in an automotive control system,
tasks controlling the braking system are more critical than those managing
the infotainment system. The Vestal model [17] introduces the notion
of multiple criticality levels and allows tasks to have different execution
requirements based on these levels. Here’s how it modifies the traditional
task model:

o Criticality Level (L): Each task is assigned a criticality level L which
indicates its importance. For instance, a task might be classified as

Low (L) or High (H) criticality.
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e Multiple WCET Estimates: Tasks have different WCET estimates
depending on their criticality level. For example, a task 7; might
have C;(L) for Low and C;(H) for High criticality. These estimates
reflect the increasing conservatism in the analysis as the criticality
level rises.

The model also introduces the concept of mode switching based on the
system’s observed behavior:

e Normal Mode: The system operates under normal conditions, and
tasks are scheduled based on their lower criticality WCET estimates.

e Degraded Mode: When a high-criticality task exceeds its lower crit-
icality WCET, the system switches to a higher-criticality mode. In
this mode, only the most critical tasks are guaranteed to meet their
deadlines, while less critical tasks may be discarded or delayed.

This criticality-aware scheduling enables the system to achieve en-
hanced resource utilization under normal conditions and ensures that the
essential functions of high-criticality tasks continue to operate effectively
in the face of timing anomalies or system stress. The flexibility afforded by
this model supports scalability, allowing new tasks with varying criticality
levels to be integrated seamlessly without requiring fundamental changes
to the scheduling framework.

However, the benefits of the Vestal model are accompanied by sig-
nificant challenges. The complexity of scheduling increases substantially
as it must account for the varying WCET estimates and the potential
for mode switches, adding layers of decision-making that are absent in
traditional real-time systems. Verification and validation processes be-
come more demanding, as the system must be analyzed and tested across
multiple modes of operation to ensure that all timing requirements are
met consistently, particularly for high-criticality applications where safety
and reliability need to be guaranteed. Additionally, managing the tran-
sitions between normal and high-criticality modes presents its own set of
challenges. These transitions must be handled carefully to avoid system
instability and ensure that critical tasks continue to meet their deadlines
without introducing undue disruption to the less critical tasks.
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2.1.4 The Evolution of Mixed-criticality Systems model

The Vestal model, which fundamentally shifted the approach to man-
aging mixed-criticality tasks by incorporating multiple WCET estimates
and criticality-aware scheduling, has continued to evolve through exten-
sive research. Recent advancements have further refined the theoretical
underpinnings and practical applications of this model, addressing some
of its inherent challenges and expanding its capabilities. The core research
question driving these advancements is how to systematically balance the
conflicting needs of partitioning to ensure safety and sharing to optimize
resource use. This challenge presents theoretical issues in modeling and
verification, as well as practical concerns in designing and implementing
the required hardware and software runtime controls. From the theoret-
ical point of view, some important advancements have been introduced
during the years:

o Ezpansion to Multiple Criticality Levels: Initially designed for dual-
level criticality, the model now supports multiple levels, accom-
modating diverse operational requirements in cyber-physical sys-
tems [36, 37]. This extension improves scheduling flexibility and
system scalability.

o Advanced Scheduling Algorithms: New algorithms have been devel-
oped to minimize overhead during mode transitions and optimize
resource allocation dynamically [38, 39]. These algorithms balance
efficiency and assurance, ensuring high-critical tasks receive neces-
sary resources without excessive system disruption.

e Probabilistic Analysis Integration: Incorporating probabilistic WCET
estimates into the framework allows for better handling of timing
uncertainties [40, 41], leading to more robust scheduling. Statistical
methods provide a nuanced understanding of task behavior under
varying conditions.

e Hierarchical Scheduling Frameworks: The model introduces hierar-
chical scheduling mechanisms, where different levels of criticality are
managed through nested schedulers [42, 43]. These frameworks, are
perfectly mapped onto virtualized systems as detailed in Section 2.3.
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However, as the mixed-criticality model evolves, practical issues arise
regarding its application on real hardware platforms. Research has in-
creasingly focused on implementing these systems on COTS heterogeneous
multi-core platforms, emphasizing the critical role of hardware-software
co-design to meet stringent timing and safety requirements [44]. The
shared resources and inherent heterogeneity of these systems complicate
the validation of the model’s effectiveness. Since heterogeneous MPSoCs
are a central topic in this work, we delve into how these architectures work,
explaining the advantages and challenges in executing MCS on these plat-
forms.

2.2 Multi-Processors Systems-on-Chip

The initial computing platforms were single-core systems, characterized
by a single processing unit that performed all computing tasks. All the
basic real-time systems theorems have been developed with these kinds of
platforms in mind. However, these simple mono-core systems have met
their limits in terms of processor frequency. Nowadays single-core proces-
sors are considered limited in performance and scalability. As applications
grew more demanding, the industry shifted towards multi-core architec-
tures to enhance performance without increasing clock speeds, which were
constrained by power and thermal limitations. Multi-core SoCs (MPSoCs)
integrate multiple processing cores on a single chip, allowing for parallel
execution of tasks. This design improved overall performance and energy
efficiency, making it possible to handle more complex applications. Each
core in an MPSoC typically runs its own thread or process independently,
enabling better utilization of the chip’s resources.

One example is the AMD Zynq™ UltraScale+™ (ZCU) MPSoC board,
which is used in the ITER project. Due to its relevance in this context,
we selected it as the experimental platform for the evaluations in this
dissertation. The board features a quad-core ARM® Cortex™-A53, a
dual-core 32-bit ARM® Cortex™-R5, an ARM® Mali™-400 MP2 GPU,
and a 16nm FinFET + Programmable Logic (FPGA). Additionally, the
platform is equipped with protection mechanisms for both temporal isola-
tion (QoS), address translation (MMU, SMMU), and access permissions
(SMPUs, and SPPUs) that are discussed in Section 2.2.2. From now
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Figure 2.2: Simplified Schematic of Zynq Ultrascale+ MPSoC

on, we will refer to this platform with the ZCU notation. Moreover,
to use the correct terminology, the SMPUs/ SPPUs on the board are
named Xilinx Memory Protection Unit (XMPU) and Xilinx Peripheral
Protection Unit (XPPU). Figure 2.2 shows a simplified architectural view
of the described platform.

Despite their advantages, MPSoCs introduce significant complexity,
particularly in managing shared resources. These shared components in-
clude caches, memory controllers, and interrupt systems, which not only
play crucial roles in the overall functionality but also pose challenges to
the predictability of the system.

2.2.1 Resources Contention in Modern Architectures

Shared Caches Interference. Modern multi-core architectures are
usually equipped with per-core private cache, also known as level-1 cache,
and shared cache which is usually referred to as level-2 (L2) cache, or
level-3 cache (L3) when an intermediate cache level exists. In general, we
can refer to the shared cache as last-level cache (LLC). These are used
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to store data that multiple cores might need. While they improve effi-
ciency by reducing memory access times, they also introduce variability
in execution times due to cache contention. When multiple cores access
the shared cache simultaneously, it can lead to unpredictable delays, com-
plicating the estimation of the worst-case execution time (WCET). This
is because the memory accesses of an application running on a core can
cause the eviction of data belonging to a different application from the
cache. This will eventually cause an unexpected cache miss to the second
application which will suffer an increase in its execution time. In general,
we can categorize cache interference into four primary types [45]:

1. Intra-Task Interference (Self-Eviction): This type occurs when a
task displaces its own data in the cache, leading to self-evictions.

2. Inter-Task Interference: This happens when one task causes the
eviction of cache data belonging to another task running on the
same CPU.

3. Cache Pollution from Kernel Activities: Asynchronous kernel activ-
ities, such as Interrupt Service Routine (ISR) and deferrable func-
tions, can pollute the cache by displacing useful data.

4. Inter-Core Interference: This occurs when tasks running on different
cores displace each other’s data in a shared cache.

The first three types of interference can occur in both single-core and
multi-core systems. However, the fourth type, inter-core interference, in-
troduces a dependency between cores that complicates traditional schedu-
lability analysis. Because of these various interference sources in multi-core
systems, achieving deterministic behavior with traditional caches requires
restrictive operational approaches. The literature proposes various cache
management techniques implemented in software and hardware to address
these scenarios, from cache locking [46, 47] and cache partitioning [45, 48]
to more recent run-time cache analysis [49].

Memory Controller Contention. A SoC typically includes several
managers (cores and accelerators) that access the system’s main memory

through a memory controller. To align with ARM’s terminology, we will
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use the term "managers" to refer to all hardware capable of initiating mem-
ory transactions. In heterogeneous SoCs, different managers often exhibit
diverse memory access patterns, leading to contention at the memory con-
troller. This contention can cause delays and reduce memory bandwidth
available to individual managers, adversely affecting the predictability of
task execution times.

In COTS platforms, the memory controller is often a closed-source
component, limiting the ability to directly manage or modify its opera-
tion. This limitation necessitates the implementation of memory band-
width reservation systems to regulate memory access. Over the years,
various solutions have been proposed to address this issue, both in soft-
ware and hardware.

Software-based approaches, such as [50, 51|, focus on assigning specific
memory bandwidth quotas to each manager to prevent over-utilization
and minimize interference between managers. These solutions help main-
tain predictable memory access patterns, reducing unexpected latency in-
creases in applications.

Hardware-based approaches, such as [52, 53], offer alternative strate-
gies to manage memory access. These solutions aim to provide determinis-
tic memory access by controlling the allocation and scheduling of memory
bandwidth among different managers.

The common goal of these approaches is to allocate memory band-
width efficiently and ensure that managers do not interfere with each
other, thereby maintaining the predictability and performance of real-
time applications. By implementing such memory bandwidth reservation
systems, it becomes possible to mitigate the impact of contention at the
memory controller and achieve more reliable task execution times in het-
erogeneous MPSoCs.

Interrupt Handling Impact. Handling interrupts in multi-core sys-
tems poses significant challenges for real-time performance. Interrupts are
signals that demand immediate attention from the CPU, signaling incom-
ing events and helping utilize CPU resources more efficiently by avoiding
continuous polling. However, in a multi-core environment, deciding which
core should handle an interrupt can impact system performance and pre-
dictability.
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Interrupts serve to notify the CPU of events and to optimize resource
use, but they also introduce latency and synchronization issues that can
disrupt the timely execution of real-time tasks. When an interrupt occurs,
the CPU deviates from its main execution path to run the corresponding
interrupt handler. This deviation often involves accessing a different code
locality, which can generate traffic on shared micro-architectural resources
such as LLC and main memory. Consequently, interrupts can introduce
significant interference within the system, affecting the predictability of
real-time operations.

This interference is problematic because it leads to unexpected de-
lays and contention for shared resources, complicating the assurance of
timely task execution. Even though recent research has tackled this issue,
it remains a challenge. Studies such as [54] and [55]. have shown that
the unpredictability of interrupts continues to be a significant obstacle in
real-time systems. These works emphasize the need for strategies to man-
age interrupt handling more effectively to mitigate its impact on system
performance and predictability.

2.2.2 Emerging and Established Architectural Trends

While homogeneous multi-core systems use identical cores, heterogeneous
multi-core SoCs combine different types of cores, each optimized for spe-
cific tasks. This approach provides greater flexibility and efficiency since
it enables the execution of diverse workloads by assigning them to the
most suitable core type. For example, high-performance cores handle de-
manding computations, while energy-efficient cores manage less intensive
tasks.

Considering the high heterogeneity of processing elements deployed
on MPSoCs that act as managers—i.e., heterogeneous CPUs, GPUs, Direct
Memory Access (DMA)s, and FPGAs sharing system resources like the
memory controller, memory storage, I/O devices—hardware manufactur-
ers provide a robust suite of hardware protection mechanisms to improve
both spatial and temporal isolation guarantees. Spatial isolation en-
sures that a processing element accessing a shared resource prevents other
processing elements from accessing its private data. Temporal isolation
guarantees that the time behavior of a processing element is not affected
by (or has a bounded effect on) the behavior of other processing elements,
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even if those (partially) access the same shared resources. Additionally,
to facilitate the integration of independent and unmodified software on
the same platform, typically in the form of VM, hardware manufacturers
have integrated into the SoCs sophisticated mechanisms for multi-level
address translation, thereby decoupling the logical view of application-
level (or guest-OS level) address spaces from the physical memory mapped
to them.

Before going into the details of virtualization as a technique for the
development of MCS we aim to provide a comprehensive summary and
categorization of the various processor types and protection mechanisms
employed on state-of-the-art MPSoCs, shedding light on their roles and
scope within the considered class of platforms.

MPSoCs processors classes. Embedded MPSoCs are nowadays char-
acterized by heterogeneous clusters of CPUs that can be categorized into
three classes that feature different protection mechanisms:

e microprocessor-level CPUs: Fully featured general-purpose multi-
core CPUs characterized by all the modern hardware optimization
techniques such as prefetching, branch prediction, cache coherence,
as well as memory virtualization ( Memory Management Unit (MMU)-
based, see Section 2.2.3). These processors present at least three
privilege levels to differentiate permissions and registers belonging
to the hypervisor, the operating system, and the user-level applica-
tions. These are often referred to as APUs; an example is the cores
belonging to the ARM Cortex-A family.

e microcontroller-level CPUs: Specific-purpose CPUs that do not
have any mechanism for memory virtualization ( Memory Protection
Unit (MPU)-based). They exhibit reduced hardware optimization
techniques to improve simplicity and predictability. Furthermore,
these microcontrollers usually support less than three privileged lev-
els. This is because the software deployed on these CPUs is sim-
pler and typically consists of a bare-metal application or, at most,
a Real-Time Operating System (RTOS). An example includes the
ARM Cortex-M and the ARM Cortex-R family, and often referred
to as RPUs.
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o programmable logic CPUs: Highly specialized soft-cores deployed
on re-programmable hardware to run code with specific require-
ments. Although these processors are extremely heterogeneous, their
deployment on FPGA platforms enables communication with the
rest of the system, mediated by system-level protections (see Sec-
tion 2.2.3). This category includes soft-cores such as the AMD Mi-
croBlaze [56], or the RISC-V Pico32 [57].

2.2.3 Spatial and Temporal Protection Mechanisms

The MPSoCs protection mechanisms can be systematically categorized
into two distinct domains according to their roles: spatial isolation and
temporal isolation. Furthermore, within the spatial isolation domain, a
finer granularity can be achieved by distinguishing between two specific
sub-types, namely spatial isolation with address translation and spatial
isolation without address translation.

Spatial Isolation

Address Translation (MMU/SMMU): The MMU is the most known
and used memory isolation mechanism for address translation. It is a com-
ponent integrated into most microprocessor-level CPUs, serving a funda-
mental role in virtual memory management. The MMU maps virtual
addresses to physical addresses, enabling applications (or guest OSes) to
access memory locations in a manner that is transparent and indepen-
dent of the physical memory layout. This mapping, maintained through
page tables or hierarchical data structures, ensures that each process be-
lieves that it has its dedicated memory space, while efficiently sharing the
physical memory resources with others. In the context of heterogeneous
MPSoCs, the System Memory Management Unit (SMMU) is an exten-
sion of the MMU, tailored to manage memory and address translation
for DMA-capable devices and accelerators. The SMMU plays a pivotal
role in enhancing spatial isolation by extending address translation capa-
bilities beyond the CPU cores. It enables virtualization and spatial iso-
lation for a wider range of processing elements, including GPUs, Tensor
Processing Unit (TPU)s, and programmable hardware such as FPGAs.
Thus, in a heterogeneous MPSoC, both MMU and SMMU collectively
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contribute to spatial isolation and virtual memory management, ensur-
ing efficient resource utilization and system reliability. However, not all
processing elements that can potentially assume the role of a manager on
these boards are equipped with an MMU/ SMMU. Consequently, if not
properly configured, certain managers can potentially access other man-
agers’ data in a manner that poses inherent security risks and/or results
in poor fault containment, as evidenced in our evaluation.

Accesses Protection (MPU/SMPU/SPPU): Address translation
mechanisms are not the only means of achieving spatial isolation in mod-
ern architectures. Microcontroller-level CPUs typically employed to run
bare-metal software or RT'OS do not necessitate address translation mech-
anisms. This is due to both the inherent cost of such mechanisms in terms
of space occupation and energy consumption and the temporal unpre-
dictability that MMU-based mechanisms introduce [58]. In these scenar-
ios, CPUs are equipped with more straightforward mechanisms known
as MPUs. These are implemented as hardware tables deployed between
the manager (CPU) and the subordinate (Memory). Using the tables,
an MPU divides the platform address spaces into fixed regions to enforce
permissions to processes that access them. In heterogeneous MPSoCs,
given that not all processing elements within these platforms possess ad-
dress translation mechanisms, a comprehensive spatial isolation strategy is
implemented by deploying system MPU-based protection mechanisms at
the access port of important system resources. We term these system-level
protection mechanisms System Memory Protection Units (SMPU) when
used to protect memory; we use the term System Peripheral Protection
Unit (SPPU) when they are used to protect memory-mapped I/0.

Temporal Isolation

Hardware Bandwidth Allocation: To manage memory traffic at the
level of bus managers, modern ARM-based platforms support Quality of
Service (QoS) mechanisms. Communication between a manager and a sub-
ordinate within an ARM-based platform is facilitated through the AXI
protocol. The latest iteration of the AXI protocol, the AXI4 standard,
incorporates a set of signals, specifically ARQOS and AWQOS, which
convey traffic prioritization details essential to enforce bandwidth regula-
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tion in QoS-aware on-chip memory. However, it is important to note that
these additional details prove beneficial only when the subordinate com-
ponents involved in processing transactions are QoS-aware. The QoS tech-
nology was initially introduced into MPSoCs with the primary objective of
achieving load balancing. However, numerous studies have subsequently
demonstrated its versatility and effectiveness in ensuring temporal isola-
tion [59, 52]. However, there is a common trend in existing QoS-enabled
platforms [60]: multi-core CPUs are typically treated as a unified manager.
As a result, QoS support is primarily employed to regulate the aggregate
traffic generated by all CPUs collectively. While this observation holds for
main cores, it differs in the case of remote cores. These remote processors
are usually equipped with distinct QoS ports for each CPU, a crucial dis-
tinction leveraged in the Omnivisor model to achieve temporal isolation
between heterogeneous cores.

Software Bandwidth Allocation: Despite the QoS limitation in man-
aging individual CPUs in a multi-core cluster, software solutions exist to
regulate the bandwidth of the multi-core processors, offering per-CPU
granularity that an Omnivisor shall leverage [50] [51].

2.2.4 Real-Time Processing Units and Virtualization

In modern MPSoCs, there is a growing trend to incorporate co-processors
specifically designed for real-time computations, known as RPUs. These
processors are typically simpler than contemporary cores, lacking certain
optimizations like branch prediction and featuring very short pipelines
to maximize predictability. Deploying real-time computations on sepa-
rate RPUs can be highly beneficial for mixed-criticality systems, as it
helps isolate time-critical tasks from less critical ones.

However, despite the advantages of using RPUs for real-time tasks,
MPSoCs still face inherent unpredictability due to shared hardware re-
sources such as memory controllers and interrupt systems. Even with RPUs,
these shared resources can introduce latency and interference that under-
mine the predictability required for real-time computations. This necessi-
tates careful consideration and management of these shared resources to
ensure the effectiveness of RPUs in maintaining real-time performance.

Moreover, RPUs typically possess complete control over the platform,
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which can be problematic in environments where maintaining strict control
and isolation is critical. This control can potentially lead to security and
safety concerns, as RPUs might access critical platform resources without
adequate oversight.

Currently, there is no comprehensive solution addressing these issues.
However, with the Omnivisor model we propose leveraging virtualization
to give hypervisors better control and visibility over RPUs. By integrat-
ing RPUs into the virtualization framework, we can restore a hierarchical
structure, ensuring that the hypervisor can manage and oversee the oper-
ations of these co-processors. This approach offers a new level of control
over heterogeneous platforms, enhancing the predictability, security, and
overall management of real-time tasks within mixed-criticality systems.

2.3 Towards Embedded Systems Virtualization

Although virtualization is currently a prominent technology utilized in
various domains ranging from cloud computing to embedded systems, it
is actually an older concept introduced in the 1970s by Popek and Gold-
berg [61]. The fundamental idea is straightforward, but over the years,
virtualization has evolved significantly, adapting its form and expanding
its role in computing environments.

Traditional Hypervisors. In the traditional hypervisor model, a vir-
tualization layer is set between multiple software environments, namely
virtual machines (VMs), and the underlying hardware. The responsibility
of this layer is to abstract the physical hardware resources to the VMs
to give them the illusion of running alone on the platform. To realize
such abstractions, modern hypervisors take advantage of a combination of
software mechanisms, including hypercalls and the trap-and-emulate tech-
nique. In addition, they leverage hardware mechanisms such as advanced
MMU systems with dual stages of translation and support for multiple
privilege levels within processor cores. This approach is designed to en-
sure spatial isolation between VMs, preventing one VM from accessing
the data belonging to another VM while striving to maintain high per-
formance and resource utilization levels. On top of this layer, hypervisors
provide an interface for managing the VMs, allowing a high-privilege user
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to create, stop, and control the resources assigned to VMs at run-time.
Well-known open-source hypervisors that follow this model are KVM [62],
Xen [63], and many others. These are widely used, and researchers have
extended their capabilities to accommodate various use cases, including
real-time scenarios [28, 64]. However, certifying these systems to be used
in safety-critical scenarios can be challenging due to their inherent com-
plexity.

Static Partitioning hypervisors. Real-time static partitioning hy-
pervisors (SPHs), such as Jailhouse [29], Bao [30], Xtratum [65], and
Quest-V [66], moves from traditional hypervisor model by adding resource
separation constraints bearing the cost of less efficient use of resources to
meet the requirements of real-time applications. In the SPH model, tem-
poral isolation is as important as spatial isolation; therefore, they statically
partition hardware resources between VMs to minimize shared compo-
nents and mitigate temporal interference. According to this model, each
VM gets a subset of the platform’s resources; therefore, the CPUs are
statically assigned to the VMs, and so are the memory, I/O devices, and
accelerators. The separation is realized from the spatial point of view us-
ing hardware resources for address translation such as MMU and SMMU.
Meanwhile, from the temporal point of view, the most recent approach
proposed in [60] consists of combining CPU-centric bandwidth regulation
techniques such as cache-coloring [67] and Memguard/Mempol [51][50]
with hardware support for regulation such as QoS to isolate accelerators
and CPUs.This model is easily applicable on top of traditional SoCs char-
acterized by a single Multi-Core cluster, but how does the model apply on
top of more complex and fully feature MPSoCs with heterogeneous core
clusters?

2.3.1 Static Partitioning Hypervisors Shortcoming

Static Partitioning Hypervisor (SPH)s are currently designed to operate
exclusively on microprocessor-level CPUs, with little or no consideration
given to remote cores within the system, such as microcontrollers or soft-
cores on FPGAs. In this scenario, deploying code on remote cores requires
the system programmer to manually load the code and start the core. This
is currently possible using two approaches: (I) using the bootloader and
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thus at boot time or (II) using the Linux remoteproc driver on a VM
at runtime. However, the former approach sacrifices the flexibility of dy-
namically halting and reloading code on the remote cores as needed, and
the latter gives a VM full access to remote cores that can easily introduce
time delays, interferences, or even system failures. Specifically, the remote
cores are not isolated by default from the other virtual machines, and the
code running on them can cause temporal and/or spatial isolation issues
for the othe VMs by accessing the shared resources. To address this, a
system programmer can manually configure and enable platform-specific
hardware protection mechanisms, such as SMPU/ SPPU and QoS, to iso-
late the cores from the other VMs. Although effective, this approach
diminishes the flexibility of the hypervisor and requires significant effort
and specialized expertise. To actually maintain the isolation, every time
a new VM is created, and every time a new code is loaded in the remote
cores, the system developer must promptly reconfigure these mechanisms
to isolate resources, otherwise risking data corruption or possible interfer-
ence between cores.

An SPH on heterogeneous MPSoCs should ensure holistic protection
across the entire board, transparently to the user. It should handle isola-
tion seamlessly, avoiding the need for manual programming of specialized
hardware protection mechanisms and providing a more user-friendly and
robust solution for running code on asymmetric multi-core systems.

2.4 Related Work on Hypervisors for MPSoCs

2.4.1 Partitioning Systems

Numerous real-time hypervisors and microkernels proposed in the lit-
erature are engineered with partitioning techniques aiming to explicitly
meet certifications such as ARINC-653 and AUTOSAR [68, 69]. Instead,
the Omnivisor distinguishes itself by offering partitioning with spatio-
temporal isolation for a diverse range of processor categories. Unlike works
such as [70], which propose a partitioning microkernel-based design tar-
geting microcontrollers-level cores, and [68], which propose an ARINC-
653 scheduling on Xen focusing microprocessor-level cores, Omnivisor ad-
dresses the challenge of applying partitioning to asymmetric core platforms

33



2.4. RELATED WORK ON HYPERVISORS FOR MPSOCS

by leveraging different isolation mechanisms for each category in a coordi-
nated manner. Although this work’s focal point is not about certification,
the Omnivisor aims at establishing the blueprint of a partitioning hypervi-
sor for heterogeneous systems which is the first step for future certification
endeavors.

2.4.2 Asymmetric Multi-Core Architectures

The management of asymmetric multi-core architectures is a well-explored
field within the systems software community, which has proposed OS de-
signs [71, 72, 73, 74] and hypervisors [75, 76] capable of fully leveraging
heterogeneous platforms. However, these existing works are not directly
comparable to the Omnivisor, since they often overlook the isolation chal-
lenges that heterogeneous cores can introduce, making them unsuitable
for mixed-criticality scenarios. In [77] the authors discuss the challenges
and opportunities of asymmetric architectures, proposing the OpenAMP
framework as a solution for remote core communication and power man-
agement. Despite the framework is not meant for mixed-criticality, the
works in [8, 78] and [79] explore the possibility of using such a framework
in critical scenarios. Both approaches focus on real-time communication
with remote cores, overlooking the interference between cores. In con-
trast, the Omnivisor aims to provide spatio-temporal isolation between
asymmetric cores, offering a complementary solution that will incorporate
real-time communication in the future.

2.4.3 MPSoCs Hypervisors

Some recent works have been proposing techniques to virtualize heteroge-
neous platforms featuring programmable logic (FPGA) as well as hetero-
geneous processors, to realize reliable mixed-criticality systems.

Moratelli et al. propose a real-time full-virtualization technique for
MPSoCS [80]. While this work provides a solution to run unmodified
software on a traditional hypervisor with real-time requirements, the Om-
nivisor is an extension for partitioning systems where the resources are
statically allocated to virtual machines and there is no need for sched-
ulers.
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Gracioli et al. [44] explore the capability to run mixed-criticality sys-
tems in MPSoCs where an SPH is deployed on APUs to isolate resources.
The paper outlines how the rich hardware features provided by modern
heterogeneous SoCs can reduce the contentions between partitioned ap-
plications. However, while this work analyzes the optimal utilization of
heterogeneous resources such as diverse scratchpad memories, aspects not
considered in our work, it overlooks the threat posed by unrestrained
microcontroller-level CPUs. In contrast, Omnivisor (Chapter. 4) focuses
on addressing temporal and spatial isolation issues between asymmetric
cores. It also offers flexible and seamless control over remote cores through
the hypervisor.

CHIPS-AHOy is a predictable holistic hypervisor [81] that aims to sat-
isfy temporal predictability and high-performance requirements of soft-
ware running over MPSoCs while simultaneously handling energy effi-
ciency, thermal bound, and system lifetime. The authors’ goal is to ad-
dress the most relevant source of unpredictability in MPSoCs, such as the
memory hierarchy, the I/O subsystem, and the hardware variability, by
using techniques such as cache coloring and I/O throttling. However, the
authors do not provide a common interface to manage heterogeneou VMs
and neither consider using bandwidth regulation mechanisms to improve
temporal isolation.

Biondi et al. present the SPHERE project [82], an integrated frame-
work to abstract the hardware complexity of MPSoCs and simplify the
management of heterogeneous hardware. The work explores the interest-
ing possibility of using the dynamic partial reconfiguration of the FPGA
to provide efficient implementations for cryptography modules, as well as
hardware acceleration for deep neural networks in a hypervisor-based sys-
tem. However, the authors do not explore asymmetric Instruction Set
Architecture (ISA) cores as the Omnivisor (Chapter. 4, and instead focus
solely on accelerators. While there is a strong effort in the literature to
develop virtualization systems that utilize FPGA, existing works primar-
ily focus on sharing the FPGA among Virtual Machines running on the
main cores [83, 84]. In contrast, our model (Chapter. 4 acknowledges the
presence of cores in FPGA, which run entire and isolated VMs.

Although the Omnivisor model we present in this dissertation has sim-
ilar objectives to those described in related work, that is, to realize a
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mixed-criticality system with strong real-time guarantees for critical VMs
and to streamline the use of heterogeneous systems, it may be distin-
guished primarily by three points. First, it is the first hypervisor model
that considers running isolated VMs on cores with heterogeneous ISAs as
equal from the point of view of the hypervisor interface. This simplifies
the adoption of such complex platforms and improves the overall system
reliability. Secondly, unlike other solutions, it dynamically coordinates a
combination of modern heterogeneous hardware protection mechanisms
at runtime (including MMU, SMMU, SMPU/SPPU, and QoS) to pro-
vide spatial-temporal isolation to heterogeneous cores, transparently to
the user. Finally, it is the first approach that considers using the soft-
cores deployed on FPGA as isolated domains where to run VMs.

Before diving into the Omnivisor model in the next chapter we want to
motivate, using real tests cases, the reason to choose partitioning hyper-
visor in safety critical environments. To do it we also propose a standard-
ized DoE-based approach to assess the temporal isolation of virtualized
environment and a standardized way to tune the parameters offered by
modern hypervisor in order to improve the temporal predictability of our
systems.
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Temporal Assessment and
Modeling of

Mixed-Criticality
Virtualized Systems

THIS CHAPTER explores the practical challenges of configuring hyper-
visors to deploy MCS using virtualization, as well as modeling it
within an IoT-fog-cloud continuum [85].

Hypervisors provide various configuration options, such as scheduler
parameters and CPU affinity, which can significantly affect the perfor-
mance of VMs. Given the vast number of possible configurations, manually
testing each setup to find the best for a specific application is impracti-
cal. To address this, we introduce a Design of Experiments (DoE)-based
methodology to systematically evaluate temporal isolation across differ-
ent configurations, reducing the number of experiments needed. The pro-
posed DoE method allows us to rigorously estimate the importance and
significance of the numerous existing factors in virtualized scenarios (e.g.,
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different real-time schedulers at hypervisor level), against various opera-
tional scenarios (e.g., virtual CPU/physical CPU sharing ratios, external
disturbance, etc.).

Additionally, to systematically integrate the system in a more complex
ToT-fog-cloud scenario, such as the one described for nuclear fusion in
(Section 1.2), we propose a MCS deployment model in Section 3.4.

To test the proposed design we examine the capabilities offered by
the real-time flavor of the Xen hypervisor running on top of an ARM-
based Xilinx Zynq Ultrascale+ board family (see Section 2.2), which are
popular choices as a basis for safety-critical virtualized systems [86, 87].
We focus on Xen since, over the years, the community has provided sev-
eral features for enabling industrial settings. Indeed, current versions of
Xen include support for real-time applications along with built-in cloud
computing support (e.g., orchestration), minimal size for ARM architec-
tures (less than 50KSLOC), paravirtual and GPU mediation for rich I/0,
Trusted Execution Environment (TEE) virtualization support, and static
partitioning (i.e., Dom0less architecture), as well as undergoing work for
safety certification [88, 89, 90].

We implement a virtualized 2 out of 2 (2002) schema which is one of
the most common fault-tolerant approaches and a summary of the main
findings of the experiments are in the following;:

o Adjusting configurable knobs, such as schedulers and their param-
eters, can significantly influence the temporal isolation of the sys-
tem. Our approach allows us to tailor the configuration according
to specific requirements, such as prioritizing high performance for
certain VMs over others with soft real-time requirements.

e When we statically assign each virtual CPU to a physical CPU,
we observe no significant difference in predictability by varying the
Xen schedulers, even when external CPU-related disturbances are
enabled.

e Despite the static allocation of virtual CPUs to physical ones being
the preferred option for real-time scenarios, it still leads to a severe
increase in the mean and standard deviation of maximum execution
time when the system experiences various types of stress.
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CHAPTER 3. TEMPORAL ASSESSMENT AND MODELING OF
MIXED-CRITICALITY VIRTUALIZED SYSTEMS

o In a privileged VM-based hypervisor (like Xen), the privileged VM
(namely Dom0 in Xen), heavily influences the predictability of the
software running on it compared to unprivileged VMs (namely Dom U
in Xen).

The objective is to provide guidelines that allow the development and
fine-tuning of virtualized MCSs, to document temporal isolation evidence
required for certification purposes. These results highlight the challenges
that need to be addressed in real scenarios such as nuclear fusion reactors
when deploying mixed-criticality software using virtualization. Therefore,
based on this analysis, we identify a set of directions toward the real use
of virtualization in the context of ARM-based systems. Specifically, this
observation serves as the key motivation for developing the Omnivisor
model (Chapter. 4), which aims to solve the problem of asymmetric cores
virtualization, starting from static partitioning hypervisors to maximize
the isolation between VMs.

3.1 Systematic Approach and Workflow

The proposed temporal isolation assessment approach follows the steps
highlighted in 3.1. The proposal includes a systematic approach to unveil
potential interference in a virtualized MCS under corner case conditions
(e.g., stressful privileged /unprivileged VMs, faults in the hypervisor, bad
configurations, etc.). The ultimate objective is twofold: i) quantifying
how strong the selected hypervisor assures the temporal isolation, and
ii) providing guidelines for industry practitioners to fine-tune the system
parameters in case of weak isolation. The main idea is to leverage the well-
known DoFE to rigorously assess the impact and significance of virtualized
system parameters in real operational scenarios.

3.1.1 Analysis

In the first step () in Figure 3.1), industry practitioners need to analyze
the target safety-related standard to extrapolate temporal isolation proper-
ties, then recommended mechanisms (if specified) to assess such properties.

Table 3.1 shows how four different safety-related standards, i.e., ISO
61508 [91], DO-178C [92], ISO 26262 [16], EN 50128[14], treat or men-
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Figure 3.1: Proposed Temporal Isolation Assessment Workflow.

tion temporal isolation properties to be met according to specific level of
safety. Depending on the standards, the safety level is indicated as Safety
Integrity Level (SIL), Automotive Safety Integrity Level (ASIL), Software
Safety Integrity Level (SSIL), or Design Assurance Level (DAL). Fur-
thermore, some standards also mention specific techniques to ensure these
properties. For instance, DO-178C and IEC 61508 recommend achieving
temporal predictability through fixed cyclical scheduling, time-triggered
scheduling, fixed priority-based scheduling, CPU execution time monitor-
ing, or WCET analysis for temporal isolation purposes.

In the context of virtualized MCSs, temporal isolation includes the
ability to isolate or limit the impact of resource consumption (e.g., CPU,
network, disk) of a VM on the performance degradation of other VMs and
even against the host. This means that a task running in a VM must
not cause delays to other critical and non-critical tasks running in dif-
ferent VMs, avoiding phenomena such as starvation, reduced throughput,
and increased latency. Indeed, by adding this new level of software in-
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Table 3.1: Temporal isolation properties across safety-related standards.

[ Domain [  Standard \ Details | Reference |

“Temporal: one element shall not cause another
element to function incorrectly by taking too high

Generic Il‘l‘zacrt631?8?]’ a share of the available processor execution time (anneii)
or by blocking the execution of the other element
by locking a shared resource of some kind.”
“A partitioned software component should be Section
Avionic DO-178C [92] allowed to consume shared processor resources 241b

only during its scheduled period of execution.”
“With respect to timing constraints, the effects
of faults such as those listed below can be
1SO 26262, considered for the Sf))"tware e/er.nents execut?d in D22
Part 6 [16] each software .partlt/on.: blocking of exe'cutlon; (Annex D)
deadlocks; livelocks; incorrect allocation of
execution time; incorrect synchronization
between software elements.”

“An analysis is performed which will identify the
distribution demands under average and
worst-case conditions. This analysis requires

estimates of the resource usage and elapsed time D.45
of each system function. These estimates can be (Annex D)
obtained in several ways, for example, comparison
with an existing system or the prototyping and
benchmarking of time critical systems.”

Automotive

Railway EN 50128 [14]

direction (i.e., the hypervisor), we need to take into account additional
knobs, e.g., the guest OSes schedulers, vCPUs/pCPUs mapping, the hy-
pervisor scheduler, and so on: if not properly managed they could easily
break temporal isolation requirements.

3.1.2 Testbed Setup

Once specified what isolation properties should be monitored and verified,
the second step ((2) in Figure 3.1) includes testbed setup. This step con-
sists of i) selecting metrics that reflect the temporal isolation properties
identified in the previous step; ii) defining a workload that involves average
and worst-case conditions; the workload can reflect recommended mecha-
nisms proposed by the target standard to verify temporal isolation prop-
erties; iii) selecting the target hypervisor to deploy the virtualized MCS.
In turn, the hypervisor selection includes several knobs to be manipulated,
e.g., how many guests need to be used for running the target workload,
guest OSes schedulers and real-time patches to be applied (e.g., PRE-
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EMPT_RT), vCPUs/pCPUs affinity, hypervisor scheduler, hardware/-
software isolation mechanisms (e.g., cache coloring [67, 93, 94|, memory
bandwidth reservations [93]). Clearly, if these features are not properly
tuned, they could easily cause temporal isolation violations.

3.1.3 Design of Experiment (DoE)

The third step is the Design of Ezperiment (DoE) [95] (3 in 3.1). DoE
enables a systematic way to unveil the relationship between the key factors
in a virtualized deployment (e.g., vCPU/pCPU affinity) and the variation
of information according to the variation of these factors (e.g., the stan-
dard deviation of application latencies). In particular, the DoE allows
planning experiments so that appropriate data can be analyzed by statis-
tical methods that result in valid, unbiased, and meaningful conclusions.
Realizing a Dok involves a design phase. This latter consists of choos-
ing a response variable of interest and a set of controllable factors that
we expect to affect it. Each factor is characterized by different values
called levels, and each experiment has to be replicated to reduce as much
as possible the statistical error. By performing enough experiments, it is
possible to define which of the factors is more important and significant
than the others and which level of each factor allows for improvement
in the response variable. Subsequently, DoE exploits statistical methods
such as the ANOVA analysis [96], which includes a set of guidelines to
extract statistically meaningful information from data to provide numer-
ical evidence. Eventually, the DoE step produces both quantitative and
qualitative indicators. The former is related to performance metrics, such
as throughput and latency, and the statistical importance and significance
of chosen factors during step 2. The latter, instead, includes guidelines
about providing the best combination of testbed configurations to achieve
the desired temporal isolation.

3.2 Temporal Isolation Assessment
The proposed temporal isolation approach is applicable in several domains,
including Automotive, where adherence to the ISO-26262 standard under-

scores the importance of isolation guarantees. Similarly, in Avionics, com-
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pliance with DO-178C standards emphasizes the need for robust temporal
isolation mechanisms. Even in cutting-edge fields such as nuclear fusion,
virtualization finds utility, as demonstrated in [78].

The target of our analysis is a 2002-based mixed-criticality system
where a simple control application is replicated in two different VMs and
a voter mechanism is deployed on a different VM to assess the correctness
of the replica’s output. When an error is notified, the system should be
brought to a fail-safe state. This is a typical scenario for safety-critical ap-
plications such as the controllers in nuclear fusion reactors. The objective
is to determine in which conditions it is possible to employ virtualization
to migrate existing applications and reduce SWaP-C.

3.2.1 Step 1: the Standard Analysis

Given the context, the adopted standard will guide the developers for
the Software Verification and Architecture and Design activities.
Specifically, developers should provide the Software Verification Plan
and Software Integration Test Specification documents, both of
them refer to Performance Testing requirement.

This analysis provides the temporal isolation properties to be verified
(resource usage and elapsed time) of target critical system function by
comparing different configurations, and leveraging benchmarks to unveil
potential issues.

3.2.2 Step 2: Xen on ARM-based MPSoC Testbed Setup

Following the step 2 in the workflow depicted in the previous section,
we deployed a 2002-based MCS testbed (see Figure 3.2). The 2002-
based MCS is consolidated via Xen v4.16 hypervisor, all on top of the
ZCU board (described in Section 2.2).

The implemented 2002-based MCS application (see Figure 3.2) in-
cludes two replicas (i.e., VM A and VM C running as DomUs) that pe-
riodically produce measurements to be assessed by a voter (i.e., VM B
running within Dom0) that compares them once received. The period of
the replicas and voter is 20ms; the period was chosen to have enough slack
time to verify the temporal behavior in various stress conditions and at
the same time to speed up the DoE step, which includes several factors
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and test repetitions. After sending the measurement, each replica sleeps
until the next period. As soon as a value from each replica is received,
the voter compares them, returning an ACK to replicas within the next
period. All the VMs leverage UNIX sockets for inter-VM communication.
This choice was made since our main objective is to reuse (unmodified)
legacy software in a virtualized environment. This setting is also useful in
unveiling whether the utilization of the network software stack can lead
to unpredictability even if it is used inside the same platform.

Critical Non-critical

VM A VM B vMC VM X
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Figure 3.2: The Xen-based virtualized 2002-based testbed used for exper-
imentation.

The testbed described before is realistic in terms of the replication
schema commonly used in the industry domain. However, what is cru-
cial for us is to understand how to fine-tune the critical knobs mentioned
before to build a virtualized MCS properly. To this end, during exper-
imentation, we launch a stress VM, i.e., Stress DomU (VM X in 3.2),
which runs side by side with replicas and voter domains to emulate a
co-located non-critical workload. The purpose is to cause a high compu-
tational load that might result in interference between the existing critical
domains. To introduce the desired stress (e.g., CPU, network, I/0), we
used stress-ng [97], a versatile stress testing tool suite, also used in indus-
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Table 3.2: Experimental factors and levels

Factors Levels

Host-level Credit2 RTDS null
scheduler

Scheduler Rate Limit [us] Budget/Period [us] N/A
parameters | 100 | 500 | 1000 | 5000 | 1k/5k | 3k/9k | 5k/10k | 10k/10k

CPU

afhiy One-to-One Many-to-Many
Stress Yes No
Tests CPU | Cache | Device | 1/O | Intr | FS | Net

trial domains [98, 99], designed to assess system stability and performance
by inducing various types of stress on hardware components. It offers a
wide range of stressor classes, including CPU, memory, disk, network,
and other subsystems, allowing for comprehensive testing of system re-
silience under diverse workloads. Clearly, in an in-production scenario,
the testbed in 3.2 can be implemented by adopting multiple MPSoCs run-
ning spare versions of both replicas and the voter. However, we aim to
unveil temporal isolation breaks induced by the hypervisor.

As mentioned before, we isolate each replica in different VMs (Do-
mUs in Xen jargon) and deploy the voter application on the most critical
domain in Xen, namely Dom0. It is important to specify that in a realis-
tic scenario, the voter is a very high-critical component that needs to be
implemented on dedicated hardware with hard-wired logic for real-time
communication. However, we still decided to deploy the voter on Dom0,
both to facilitate the testing phase and to understand how much this do-
main affects the execution time of replicas within DomUs. This analysis
is crucial since by default Xen comes with Dom(0 anyway, and avoiding
running applications on top of it would be a waste of resources, which
are already scarce in real-world embedded scenarios, especially in the case
of strict partitioning, when physical hardware resources are statically as-
signed to VM and not shared. We compare different configurations of
Xen to verify which is the best one according to the requested real-time
requirements.

Regarding the metric selection task in the proposed workflow (see step
2 in 3.1), we choose the replicas mazimum execution time as the worst-case
metric for comparing all the target hypervisor configurations, where each
replica runs a periodic task that produces data and sends it to the voter
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whose check whether the data produced by the two replicas is equivalent.
The testbed knobs we decided to manipulate are the host-level sched-
ulers and the related configuration parameters (e.g., budget/period ratio
for RTDS scheduler), and the affinity between virtual CPU of VMs and
physical CPUs, i.e., CPU affinity). Therefore, we set a PREEMPT _RT-
patched Linux, enabling the SCHED FIFO policy for each guest OS.
PREEMPT RT patch is known to provide the best real-time guarantees
(lowest kernel-induced latencies) for Linux environments [100, 101]; fur-
ther, we leveraged SCHED _FIFO policy since each application (the voter
and the replicas) is single-threaded, and SCHED__FIFO is the simplest
Linux scheduler with real-time capabilities. We discarded any of the new
experimental techniques proposed in the literature that improve resource
isolation (e.g., Memguard [50], cache coloring [67], I/OGuard [102]), due
to either no support or still ongoing work for Xen. The ultimate objective
is to have a simple and easily reproducible scenario, as well as a precise
worst-case scenario.

Given this scenario, we can understand if some configurations exhibit
more interference than others by precisely estimating the significance of
factors via the DoE approach (see step 3 in 3.1), which is described in the
following.

3.2.3 Step 3: Design of Experiments

The last step within the proposed workflow is defining the factors and
levels for DoE use. 3.2 shows their description.

The first factor is the host-level scheduler that, as mentioned above,
includes all the possible Xen schedulers except for the old version of Credit
and for ARINC-653, which only supports one CPU core per guest and
wastes compute resources for virtual guests that do not fully utilize com-
pute time. Thus, we consider RTDS, Credit2, and null schedulers as levels
for that factor.

We assume the host-level scheduler parameters as a second factor.
Regarding RTDS, the scheduler parameters include the budget and the
period of the scheduler; specifically, we give to the VMs one-fifth, one-
third, one-half, and finally the entire budget in each period as levels. For
the Credit2 scheduler, we decided to vary the rate limit, i.e., the minimum
execution time interval of a vCPU before a context switch. The valid
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Figure 3.3: CPU affinity factor and its levels.

range in Xen is 100us to 500000us (500ms), but since the replicas and
voter period were set at 20ms in our experiments, and we have four VMs,
we decided to reduce the range from 100us to 5000us (5ms) so that at
least once in a period all VMs can run. Regarding Credit2, Xen also allows
modifying the weight associated with each VM, where the weight indicates
how much physical CPU to reserve for one VM compared to the others.
However, this parameter is too application-dependent, so we set the same
weight for each VM even though it could not be the optimal solution.
Lastly, for the null scheduler, there are no parameters modifiable.

Therefore, we assume the affinity level of vCPUs over available pCPUs
as the third factor, namely, CPU affinity. Specifically, we focus on two
scenarios depicted in Figure 3.3: the first one is where each vCPU (thus,
each VM) is pinned on a dedicated pCPU (i.e., the One-to-One level); the
second case is where more vCPUs (thus, more VMs) are not pinned to a
specific pCPUs but run on multiple shared pCPUs (i.e., the Many-to-Many
level). In our experimental scenario, each critical VM (replicas and voter)
has a single vCPU, and we can use 3 out of 4 pCPUs available on the target
board (i.e., Zynq Ultrascale+ ZCU104) for these VMs since the fourth
pCPU is dedicated to the non-critical stress VM. Finally, the One-to-One
level implies that each VM has one pCPU at his own disposal, meanwhile
the Many-to-Many level implies that the three critical VMs share three
pCPUs. However, in case the host-lost scheduler is null, the only CPU
affinity level available is One-to-One; this is because null scheduler by
default assigns each vCPU to a single pCPU not allowing any kind of
scheduling of vCPUs over several pCPUs.

Finally, the stress factor indicates the presence/absence of the stress VM,
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where 8 possible levels of stress were considered if the stress VM is enabled.
In particular, we focused on CPU (CPU intensive), Cache (stress CPU in-
struction and/or data caches), Device (raw device driver stressors), I/0
(generic Input/Output operations), Intr (high interrupt load generators),
FS (file system activity), and Net (TCP/IP, UDP, and UNIX domain
socket stressors).

To assess the temporal isolation provided by Xen, we need to record
the time needed by the replicas for sending measurements. In particular,
we measure the execution time, of both replicas, n = 2000 times for each
configuration test, then we take the mazimum execution time among the
n samples. To provide statistical significance in our experimentation, and
to remove the noise, we performed 30 repetitions for each experimental
configuration, by also resetting the target board, for each repetition, to
assure test independence. Considering the DoE described in table 3.2 we
have 4 factors with respectively 3, 4, 2 and 8 levels. Using a Full Factorial
Design we would have a total of 192 potential experiments to conduct,
repeated 30 times, for a total of 5.760 experiments. However, some of these
configurations are not implementable; for example, null scheduler has just
one possible level for both scheduler parameters and CPU affinity factors.
Furthermore, we decided to not consider all the stress classes (CPU, Cache,
Device, etc.) for each possible combination of the other three factors but
we decided to test first the CPU stress class fixing the best scheduler
parameters factor and varying the Scheduler and the CPU affinity factors
and then to test all the eight stress classes fixing the best level for each of
the other factors. In this way, the number of final experiments is reduced
to only 29 such as to allow us a more targeted analysis of our data.

3.3 Temporal Isolation Results and Analysis

This section presents the experimental results from the tests conducted
on the established testbed setup and experimental design outlined earlier.

To ensure clarity, we initially present the results by isolating each
scheduler and analyzing its performance under various scheduler parame-
ters configurations and CPU affinity. This approach allows us to discern
the optimal configuration for each scheduler and gain insights into their
respective behaviors.

48



CHAPTER 3. TEMPORAL ASSESSMENT AND MODELING OF
MIXED-CRITICALITY VIRTUALIZED SYSTEMS

Subsequently, we fix the best configuration found for each scheduler
and compare the schedulers with each other. To perform a fair comparison,
we first compare the schedulers when the physical CPUs are fully shared
(Many-to-Many scenario), and then we compare the schedulers when the
physical CPUs are not shared (One-to-One scenario), thus including null
scheduler in the comparison. Having identified the most optimal sched-
uler and configuration based on the mean and standard deviation of the
response variable (i.e., maximum execution time), we proceed to evaluate
its performance under various stress conditions introduced by executing
stress tests on one isolated stress VM.

3.3.1 Credit2 Analysis

The Credit2 scheduler is the Xen default non—real-time scheduler. As
mentioned, we compute the maximum execution time, performing 30 rep-
etitions w/ and w/o the stress DomU, configured with a CPU stressor, to
reveal potential isolation breaks. We could use a two-way ANOVA with
interactions and repetitions to verify if both factors (CPU affinity and rate
limit) induce a significant difference in the response variable (i.e., the maz-
imum execution time). To apply it we need independence of observations,
the homoscedasticity, and the normality of the residuals [96]. To ensure as
much as possible independence between observations, we reset the target
hardware for each experiment. Hence, we have to check for homoscedas-
ticity and normality of the residuals. The residuals are normal according
to the performed Shapiro-Wilk test (i.e., W = 0.83 and p-value < 0.0001);
however, the homoscedasticity assumption is rejected by the Levene test
with high confidence from each type of test. In such conditions, we must
proceed with a heteroscedastic ANOVA test [103], and we decided to use
Welch’s ANOVA test. The results indicate statistical significance of both
factors with a very low p-value (< 0.0001), i.e., variation in the levels of
both CPU affinity and Rate Limit factors implies significant variation in
the response variable.

3.4a and 3.4b show the variability of the mazimum execution time in
one of the replicas used in the 2002-based application, according to the
variation of CPU affinity and rate limit factors. The sharing of phys-
ical CPUs implies a large increase in average maximum execution time
as well as greater standard deviation. Furthermore, in the case of non-
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(a) Means (M) and standard deviations (SD) of maximum execution time for
replica VMs. One-to-One is highlighted with green (m), while Many-to-Many
with magenta 0).

Rate Limit [us] 100 500 1000 5000
M [us] 56.62 56.81 56.19 57.33
211.50 227.07 217.87 134.72
SD [us] 15.42 14.07 14.58 15.96
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(b) Boxplots depicting the maximum execution times of replica VMs.

Figure 3.4: Credit2 host-level scheduler analysis, by varying rate limit i.e.,
the minimum execution time interval of a vCPU before a context switch.

sharing of pCPU (i.e., the One-to-One scenario), the rate limit factor, for
each level, does not lead to any noticeable change, neither in the average
nor in the standard deviation of the maximum execution time. On the
other hand, in the Many-to-Many case, the configuration with the highest
rate limit (i.e., 5000us) has both a lower average of maximum execution
time and lower standard deviation, thus is the best configuration for this
type of scheduler in this scenario. This is because this configuration causes
as few context switches as possible.
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(a) Means (M) and standard deviations (SD) of maximum execution time for
replica VMs. One-to-One is highlighted with green (m), while Many-to-Many is
highlighted with magenta ).

Budget/Period [us] 1k/5k 3k/9k 5k/10k 10k/10k
M [us] 57.78 56.54 55.82 56.87
64.28 85.68 92.32 80.88
SD [us] 15.06 14.38 15.41 15.76
12.60 15.59 37.34 45.01
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(b) Boxplots depicting the maximum execution times of replica VMs

Figure 3.5: Analysis of "RTDS" host-level scheduler factor, while varying
the budget/period in microseconds.

3.3.2 RTDS Analysis

Same as with Credit2, we leveraged two-way ANOVA with interactions
and repetition for RTDS level for host-level scheduler factor. Accordingly,
the scheduler parameters factor is the ratio between budget and period.
Again, the Shapiro-Wilk test demonstrates the normality of the resid-
uals (W = 0.9 and p-value < 0.0001) and the Levene test proves the
heteroscedasticity. Therefore, in this case, as well, we leveraged Welch’s
ANOVA test to prove the significance of our factors with high confidence
(p-value < 0.0001 for both factors).
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3.5a and 3.5b show the difference between maximum execution time by
varying the CPU affinity factor. In contrast with Credit2, RTDS is much
more robust to variations, as we expected. Anyway, as for Credit2, in the
case of the One-to-One scenario, the variation of factor levels does not
affect significantly the maximum execution time; however, in the Many-
to-Many case, it is clear that the configuration set with one-fifth of the
bandwidth, i.e. the 1k/5k level, guarantees very low variation both in the
mean and standard deviation of the response variable. Thus, we can state
that the 1k/5k configuration seems to be the best configuration for RTDS
in our scenario.

Credit2 and RTDS Analysis

% Credit2 and RTDS scheduler parameters (rate limit and budget/period,
respectively) heavily impact temporal isolation. Fixing the best scenario, in
which no pCPUs are shared between VMs, comparing to vCPU/pCPU sharing
enabled:

e Credit2 leads to a noticeable deterioration in the standard deviation of
maximum execution time, i.e., +801% and +376%, in the worst (rate
limit equal to 1000us) and the best (rate limit equal to 5000us) cases,
respectively;

e RTDS leads to a smaller increase in the standard deviation of maximum
execution time, i.e., +185% in the worst case (budget/period equal to
5k/10k). The best case (budget/period equal to 1k/5k) includes no
statistically significant difference by enabling or disabling pCPUs sharing
between VMs.

3.3.3 Credit2 vs RTDS: Many-to-Many Analysis

In this section, we take into account scenarios in which there is a strict re-
quirement for using more virtual CPUs than the available physical CPUs.
This is the common case for high consolidation degrees in virtualization
environments. However, these kinds of scenarios, especially in the pres-
ence of sources of disturbance, can heavily affect real-time guarantees. To
evaluate the robustness of Xen in the worst case, against these scenar-
ios, we performed a comparative analysis of Credit2 and RTDS in the
case of Many-to-Many level for CPU affinity factor. Precisely, we fixed
the best-case configurations of bothCredit2 (rate limit equal to 5000)
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(a) Means (M) and standard deviations (SD) of maximum execution time replica
VMs. Stress factor disabled is highlighted with blue (O), while stress factor
enabled (CPU level) is highlighted with red (m).
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(b) Boxplots depicting the maximum execution times of replica VMs

Figure 3.6: Analysis of "Credit2" and "RTDS" host-level scheduler fac-
tors, fixing the CPU affinity factor to the Many-to-Many level, and by en-
abling/disabling stress factor, CPU level. Parameters for both schedulers
are configured based on the optimal results attained in prior experiments.

and RTDS (budget/period equal to 1k/5k) in the Many-to-Many case
(see 3.3.2). However, in this case, instead of joining the repetitions w/
and w/o the stress DomU, we provide two different isolated data samples
for each scheduler; one with the stress DomU (configured with a CPU
stressor), and one without.

In this scenario, the stress VM runs on a dedicated physical CPU, and
can be configurable according to the desired stress workload: we lever-
aged CPU intensive stress class workloads provided by stress-ng (e.g. Fi-
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bonacci, factorial, etc.). This is to understand how robust are Credit2
and RTDS against such kind of disturbance. From a DoE point of view,
we consider two factors with two levels, respectively, i.e., the stress fac-
tor (specifically the CPU stress level) with {yes, no} levels, and host-level
scheduler factor with RT DS, Credit2 levels. We still used the ANOVA
test in this scenario, so we need to verify the normality and homoscedas-
ticity of the residuals. The results show that residuals are normally dis-
tributed according to the Shapiro-Wilk test (W = 0.88
and p-value < 0.0001), and heteroscedastic according to the Levene test.
Also, in this case, Welch’s ANOVA test suggests that both factors are
significant with a high level of confidence (p-value < 0.0001).

As we expected, 3.6a and 3.6b show that RTDS is the most suitable
scheduler for real-time setting. Indeed, the standard deviation of the maxi-
mum execution time is much lower than Credit2, and in addition, the mean
variation w/ and w/o stress enabled is also lower.

Credit2 vs RTDS: Many-to-Many Analysis

% RTDS is the most suitable scheduler for real-time setting when
vCPU/pCPU sharing is enabled, even enabling external CPU-related distur-
bances. Indeed, the standard deviation (+30% vs +0%) and means (+42%
vs +31%) of the maximum execution time are much lower comparing RTDS
against Credit2.

3.3.4 Credit2 vs RTDS vs null: One-to-One Analysis

So far, we left alone null scheduler since it does not imply any scheduling
actions but simply runs each vCPU on an isolated pCPU. Notably, factors
considered for Credit2 and RTDS schedulers, such as CPU affinity and
scheduler parameters, can not be applied for null scheduler. In this section,
we take into account the One-to-One level of CPU affinity factor to make
a fair comparison between null, Credit2, and RTDS schedulers. As in
the previous section, we also considered the stress factor configured with
the CPU level. In this case, we can not rely on the ANOVA Welch test
since the analysis of the residuals, via the Shapiro-Wilk test, shows that
they are not normally distributed (W = 0.69 and p-value < 0.0001).
According to the Levene test, the residuals are heteroscedastic for the
stress factor and homoscedastic for the host-level scheduler factor. Thus,
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(a) Means (M) and standard deviations (SD) of maximum execution time replica
VMs. Stress factor disabled is highlighted with blue (O), while stress factor
enabled (CPU level) is highlighted with red (m).
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(b) Boxplots depicting the maximum execution times of replica VMs.

Figure 3.7: Analysis of "Credit2" and "RTDS" host-level scheduler fac-
tors, fixing the CPU affinity factor to the One-to-One level, and by en-
abling /disabling stress factor, CPU level.

to verify whether the distribution of data, by varying schedulers, belongs
to the same population or not, we leverage the Kruskal-Wallis test. The
test proves, with a high level of confidence (p-value < 0.0001), that the
data distributions, when the disturbance factor varies, belong to different
populations, meanwhile, when the scheduler factor varies, they belong to
the same population.

The data reported in Figure 3.7a and 3.7b confirm that all the sched-
ulers behave similarly when we avoid any sharing of physical CPUs among
virtual CPUs (i.e., the One-to-One scenario). However, what stands out
is that even for One-to-One scenario, the stress DomU, configured with
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a CPU stressor, leads to statistically significant delays in maximum exe-
cution times for replicas.

Credit2 vs RTDS vs null: One-to-One Analysis

% Considering the null scheduler, which is designed to statically assign every
vCPU to a pCPU, and no pCPUs sharing between VMs, compared to Credit2
and RTDS, we obtain no significant difference on both means and standard
deviations of maximum execution time, even enabling external CPU-related dis-
turbances.

3.3.5 null Scheduler Stress Analysis: DomU vs Dom0O

To further analyze the stress impact on our testbed, we decided to fix the
host-level scheduler to null scheduler, as the best scheduler for real-time
by design, and perform several stress tests by varying levels (i.e., stress-ng
stressors) of the stress factor, as depicted in Table 3.2. For each stress
level, we use all the stressors provided by stress-ng application belonging
to it. For example, to stress the CPU, stress-ng computes the Fibonacci
sequence, finds factorials from 1 to 150 using Stirling’s and Ramanujan’s
approximations, solves a 21 disc Towers of Hanoi stack using the recursive
solution and so on. In the following, we compare both replicas and voter
behaviors.

Replicas (DomU)

Also in these experiments, the residuals are not normally distributed ac-
cording to the Shapiro-Wilk test (W = 0.60 and p-value < 0.0001), and
they are heteroscedastic according to the Levene test. Therefore, we use
the Kruskal-Wallis test, which confirms with a high level of confidence that
all stress levels lead to distributions of data that are statistically different,
i.e., the type of stress is a significant factor for our response variable.

Data reported in Figure 3.8a and 3.8b show that the presence of a
stress VM, running on a separated pCPU, cause non-negligible delays on
the execution time of high-critical real-time VMs. However, we must also
consider that in the case of not-shared physical CPUs, we can observe that
all execution times even in the worst case are always under 150us, a time
that is within the requirements of most critical applications.
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(a) Means (M) and standard deviations (SD) of maximum execution time for
replica VMs (DomUs).

Stress No CPU  Cache  Device 1/0 Intr FS Net
M [us] 42.60 69.03 10456 78.13 111.66 11557 92.80 56.07
SD [us] | 2.77 3.86 9.88 6.71 8.37 10.28 8.60 3.66
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(b) Boxplots depicting the maximum execution times of replica VMs.

Figure 3.8: Analysis of "null" host-level scheduler factor on DomU, fixing
the CPU affinity factor to the One-to-One level, and varying all levels
within stress factor (CPU, Cache, Device, I/O, Intr, FS, Net).

null Scheduler Stress Analysis: DomU

% Despite the null scheduler was designed to be the best choice for real-time
scenarios, it still leads to severe increase against a different kind of stress
in the means and standard deviation of maximum execution time, i.e., +31.62%
and +32.13% in the best case (socket stressors), and +162% and +271% in
the worst case (high interrupt load).
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(a) Means (M) and standard deviations (SD) of maximum execution time for
voter VM (Dom0).

Stress No CPU  Cache Device 1/0 Intr FS Net
M [us] 64.32 94.19 162.60 11220 161.42 162.61 147.90 81.46
SD [us] | 2.96 5.93 14.17 9.08 10.38 9.64 9.87 3.89
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(b) Boxplots depicting the maximum execution times of voter VM (Dom0).

Figure 3.9: Analysis of "null” host-level scheduler factor on Dom0, fixing
the CPU affinity factor to the One-to-One level, and varying all levels
within stress factor (CPU, Cache, Device, I/0, Intr, FS, Net).

Voter (Dom0)

The results provided previously focused on replicas and their maximum
execution time distributions. As specified in Section 3.2.2, the voter runs
on Dom0 for easy testing and inducing a realistic disturbance on the target
testbed. However, we also analyzed the maximum execution time distri-
bution for voter VM (Dom0) by fixing the host-level scheduler to null and
by varying the stress factor across all the target levels. As for experiments
in 3.3.5, we can state that applying all stress levels leads to distributions of
data that are statistically different with a high level of confidence. Further,
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Figure 3.10: Distribution of maximum execution times for voter(domO)
and replica(domU) by fixing host-level scheduler factor to null level, the
CPU affinity factor to the One-to-One level, and the stress factor to CPU.

Table 3.9a and Table 3.9b show the results obtained. Compared to what
was obtained for replicas, it is clear that running applications on Dom0
heavily influences predictability, with higher standard deviation variation
compared to no stress. Furthermore, looking at 3.10, the tail distribution
of the maximum execution times in domU is significantly smaller than in
dom0, making it more suitable for real-time applications. This is due to
critical operations that Dom0 performs in tandem with the Xen hypervi-
sor. As mentioned in previous sections, the voter should be implemented
in an ad-hoc component, leaving Dom(0 with no applications running on
top. Actually, Dom0 is well-known to be one of the weakest points in terms
of predictability of the Xen hypervisor, as it includes all the features for
handling paravirtualized devices (i.e., PV drivers) and VMs lifecycle. For
this reason, current works by Xen FuSa Special Interest Group [88, 89] are
focusing on making Xen a fully static partitioned hypervisor for resource-
constrained embedded systems and mixed-criticality systems. involves the
complete removal of Dom0 to speed up VMs’ boot, simplify the certifica-
tion process, and reduce the overall complexity of Xen-based systems.
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Figure 3.11: Distribution of maximum execution times for the entire exe-
cution (replica + voter) by fixing host-level scheduler factor to null level,
the CPU affinity factor to the One-to-One level, and varying all levels
within stress factor.

null Scheduler Stress Analysis: Dom0

% Dom0 heavily influences the predictability of the software running on
it compared to DomUs. This is due to the critical operations Dom0 performs
in tandem with Xen hypervisor (i.e., PV drivers). CPU instruction and/or data
caches stress the most impactful, with an increase in the standard deviation of
the maximum execution time of +379%. Additionally, Dom0 exhibits a larger
tail distribution compared to DomU.

Aggregated Response Time Analysis

Up to this point, our analysis has focused on examining the temporal
isolation of individual replicas and the voter in isolation. However, the
most crucial metric for the application under analysis is the aggregated
response time. This encompasses the duration from when the replicas
initiate computation to when the voter renders its final evaluation. To
conclude our analysis, we present in 3.11 the distributions of WCET for
the aggregated response times. These are computed as the sum of the
voter’s response time and the maximum execution time among the two
replicas. Each distribution corresponds to a specific type of disturbance
applied using stress-ng in the other DomU. Our results reveal that de-
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Table 3.3: Means (M) and standard deviations (SD) percentage increase,
comparing One-to-One level to Many-to-Many level. SD best case and
worst case are highlighted in green and red, respectively.

Rate limit [us] (Credit2) 100 500 1000 5000
M [us] +274% +300% +288% +134%

SD [us] +654% +660% +801% +376%
Budget/Period [us] (RTDS) 1k/5k 3k/9k 5k/10k 10k/10k
M [us] +11% +51% +65% +42%

SD [us] -16% +8% +142% +185%

Table 3.4: Means (M) and standard deviations (SD) percentage increase,
comparing No Stress level to CPU Stress level. SD best case and worst
case are highlighted in green and red, respectively.

Scheduler [Many-to-Many] Credit2 RTDS
M [us] +42% +31%
SD [us] +30% +0%
Scheduler [One-to-One] Credit2 RTDS null
M [us] +67% +68% +62%
SD [us] +52% +47% +39%

spite the utilization of a real-time scheduler, the inherent complexities of
a hypervisor such as Xen introduce a certain level of interference when
the system is under stress. However, this interference can be thoroughly
considered and analyzed to provide a realistic estimation of WCET for
mixed-criticality applications.

3.3.6 Results and Lessons Learned

Tables 3.3, 3.4, and 3.5 summarize results obtained, and highlight the
percentage increases caused by factor variations in the analysis shown so
far. The experimental analysis shows us a clear and statistically signifi-
cant spectrum of Xen’s behaviors across several configurations for building
mixed-criticality systems on ARM-based architectures. However, the vir-
tualized software operations heavily depend on whether the hypervisor
allows or not the sharing of physical CPUs. Further, the fewer phys-
ical CPUs shared, the better the time isolation (i.e., lower means and
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Table 3.5: Means (M) and standard deviations (SD) percentage increase,
comparing No Stress level by fixing the host-level scheduler factor to null
scheduler. SD best case and worst case are highlighted in green and red,

respectively.
Stress Levels: [DomU] CPU  Cache Device 1/0 Intr FS Net
M [us] +62% +145% +83% +162% +171% +118% +32%
SD [us] +39% +257% +142% +202% +271%+210% +32%
Stress Levels: [Dom0] CPU  Cache Device 1/0  Intr FS Net
M [ps] 146% +152% +74% +151% +152% +130% +27%
SD [us] +100% +379%+207% +251% +226% +233% +31%

standard deviations). However, this does not mean that temporal isola-
tion is assured if a partitioning approach is used, i.e., running virtual CPUs
on dedicated physical CPUs. This is because sharing resources, such as
I/O and memory (LLC), still causes uncontrolled latency under the hood.

A partitioning approach (see One-to-One and null scheduler experi-
ments in 3.3) might be a good solution for high-criticality VMs. How-
ever, this approach obliges knowing in advance vCPU/pCPU affinity for
all VMs, which is not the case if many less critical VMs need to be handled.
An optimal solution would still use less stringent scheduling algorithms if
possible (e.g., Credit2, RTDS) to optimize resource utilization across high
and low-critical VMs, especially in embedded and resource-constrained
environments.

The experimental results highlight that industry practitioners can iden-
tify optimal combinations of scheduler parameters for both Credit2 and
RTDS schedulers through the systematic assessment approach proposed in
this study. This allows for effective management of Xen overhead, making
it manageable across various industrial applications.

Additional mechanisms are currently developed for the next versions
of ARM-Xen, which promise to greatly reduce the hypervisor latency and
overhead revealed in this analysis, at the cost of increasing the complexity
of configuring Xen and reducing resource sharing. In particular:

e Cache Coloring: a static partitioning of LLC for VMs to avoid
cache misses induced by running many VMs.

e Dom0Oless: Xen can be configured statically without the need for a
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privileged VM (i.e., Dom0), which has full control over the hardware.
This completely removes dependence on Linux to run Dom0, and
speeds up the boot of guests (DomUs);

o Static memory communication: it allows i) static allocation of
shared memory between VMs, ii) static event channels without the
need for complex communication drivers (e.g., xenbus [104]);

e« CPU-pools: static group division of pCPUs that enables the usage
of different host-level schedulers (e.g., null, RTDS) simultaneously
for different groups of VMs.

Other studies in the literature proposed novel mechanisms to increase
the temporal isolation in hypervisor-based environments (e.g., Mempol [51],
Memguard [50], I/OGuard [102], RPUGuard [8]), but unfortunately they
are not currently integrated into the mainline Xen.

The experimental analysis outlined in this section demonstrates how
temporal isolation can be evaluated and optimized in virtualized environ-
ments. The lessons learned from these experiments highlight the need
for precise control over resource sharing to ensure predictable real-time
performance, especially in complex safety-critical applications like those
found in nuclear fusion systems.

While these results provide valuable insights into the behavior of vir-
tualized systems, they also underline the necessity for a more systematic
approach to deploying MCSs in distributed environments. This is particu-
larly relevant in industrial settings such as nuclear fusion, where multiple
criticality levels must be managed simultaneously across both edge and
cloud environments (see Section 1.2).

To address these challenges, the following section introduces a model-
based approach for the deployment of MCSs within the context of edge/fog
computing. This model is designed to efficiently allocate and manage
tasks on virtualized MPSoCs and remote servers, ensuring that critical
and non-critical applications meet their performance requirements while
communicating seamlessly across the edge-cloud continuum.
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3.4 Mixed-Criticality Deployment Model

This section proposes a standardized deployment model for MCSs on dis-
tributed systems utilizing virtualized MPSoCs and servers within a Cloud-
to-Thing continuum environment.

Our model describes the deployment of MCSs as architectural scenar-
ios, which are quadruplets ( ENV, ENV g, SS, CS) where ENV [ is the
local environment, ENV g is the remote environment, S'S is the scheduling
scheme, i.e., the scheduling algorithms used to schedule VMs and tasks
within VMs, and CS is the inter-VM communication scheme, i.e., the
communication channels VMs use to communicate with each other.

Please note that from now on, VMs are considered as sets of tasks,
where each VM isolates tasks from other VMs.

The aforementioned quadruplet is obtained by a mapping function
AS__M AP that combines tasks, computational resources, scheduling al-
gorithms, and inter-VM communication channels together, configuring ar-
chitectural scenarios. Figure 3.12 collects all the elements here discussed;
the way they are arranged together depends on the AS M AP function,
which configures the virtualization layer and the interconnection among
tasks, I/O devices, and data repositories.

‘ | = i —» . Control flow
1

Real-time tasks | Monitoring tasks oo o Data flow
(My_0)

T 1 i 1

Communication Communication Communication
channels channels channels
(CTy4 (€T Ty

) A F'y A
................ Y;Y+YI
Local CPUs | | | Remote CPUs |
(CPUL1.p) Virtualization layer (CPUR,1.q)

Ll WO devices l
L Data

Figure 3.12: The elements that the proposed MCS deployment model
handles.
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Global Task Set. The global task set (7'S) is the set of all tasks of
an MCS:
TS=RTUMUG,

where RT is the set of real-time tasks, G is the set of all other general-
purpose tasks, and M is the set of monitoring tasks. Monitoring tasks are
considered part of the set because they play a crucial role in distributed
critical scenarios, such as nuclear fusion. These tasks are more important
than general-purpose ones but not as critical as the real-time controllers.

Local and Remote Environments. Our model splits MCSs into two
environments: the local (ENV ) and remote ( ENVR) environments,
where the ENVp, environment is a fog node with substantial hardware
resources and virtualization support (e.g., an MPSoC), and the ENV g
environment is the cloud.

The set of computational resources ( C'R) groups Processing Elements
(PEs) from both environments:

CR =PE; UPER,

where a PE is a generic processing unit that MPSoCs ship with, such
as CPUs, RPU,GPUs, FPGAs, and NPUs. PE; and PEgr are the sets of
local and remote PEs, respectively.

VM € VMg, VMg C VMg,

where VM U VMpgr = VMg, i.e. the union of local and remote VMs is
the global set of VMs

In order to fully define environments, we consider PE pools. A PE
pool (P) is an element of power sets of either PE;, or PEg ( P € P(PEL)U
P(PER)), and represents a group of physical PEs isolated from other PEs
(Pi ﬂPj = @,i 75])

Given PE;, € P( PEr)and PEr C P( PER)) the two sets of local and
remote PE pools (i.e., the two local and remote pooling schemes), ENV 1,
and ENV g are defined as follows:

ENVy={DM, = (VM,P) e VM x PS.},
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ENVg ={DM;p = (VM,P) € VMg x PSg},

where DM; g is the i-th deployment module of the z environment.
If |[ENV || = 1, the environment z is made of only one VM and one PE
pool, i.e., environment x is non-virtualized.

We here note that during evaluation (Section 5.1) we consider CPUs as
the only PEs. Therefore, in the following we consider the set of computa-
tional resources as the collection of local and remote CPUs,

ie. CR = CPUL U CPUg.

Scheduling. Concerning both tasks within VMs and VMs themselves,
we split scheduling algorithms according to the hierarchical scheduling
taxonomy [105, 106].

Thus, we split scheduling algorithms into two categories: local schedul-
ing algorithms ( Sp) for tasks within VMs, and, global scheduling algo-
rithms ( S¢) for VMs assigned to a given CPU pool.

The scheduling scheme SS s for a given deployment module (DM
€ ENV ) is a pair (SLDM’SGDM)’ where SLDM and SGDM are the
local and global schedulers linked to DM, respectively. The set of all
scheduling schemes of all deployment modules is labeled as S'S.

Defining the scheduler at deploying time is important for the designer
since the choice affects the number of deployable VMs. If a partitioning
hypervisor is used, the global scheduling is null and the number of VMs is
limited by the number of CPUs. On the other hand, the number of VMs
can be higher than the number of CPUs with a traditional scheduler.

Starting from the generated deployment model, the designer can later
employ an analytical timing analysis method that aligns with the schedul-
ing taxonomy that has been chosen during the deployment phase (e.g.,
hierarchical scheduling [105]).

Inter-VM Communication. The inter-VM communication scheme CS
is a set of triples defined as follows:

CS = {(CC,VMl,VMQ) € CC x (VMg UVMg) x (VM UVMR)},

where C'C is the set of communication channels, such as hypervisor-
managed shared memory or network sockets.
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Figure 3.13: A sample architectural scenario.

Mapping Function. The mapping function AS M AP is defined as
follows:
AS=AS MAP(TS,CR,Sr,Sq,CC),

where AS = (ENV,ENVR,SS,CS), i.e., the architectural scenario,
which collects the: local and remote environments (ENV  and ENVR);
scheduling schemes (5SS5); and inter-VM communication scheme (C'S).

In order to clarify the application of AS MAP, we depict in Fig-
ure 3.13 a sample architectural scenario commonly found in distributed
applications and described through the MCS deployment model. In this
case, the elements are:

o T'S: one general purpose task (G), two real-time tasks (R and C),
and two monitoring tasks (DS and AD).

e C'R: Local CPUs of the ZCU 104 MPSoC and remote CPUs of a
Desktop PC.

e Sp and Sg: the local schedulers of VMs deployed on top of the hy-
pervisor and its global schedulers to orchestrate such VMs to handle

their access to shared hardware resources, and the local schedulers
of an Ubuntu-based OS.

e (CC: Network sockets.
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Table 3.6: Local and remote VMs, CPU pools, DMs, and scheduling
schemes of the sample architectural scenario.

Local environment
V My Py, DMy, SSpmy,
1,L:{R,C} 1LL:U CPU- (VMir,Pi1) | DMy : (RTDS,DPS)
2,L:{G} T ol (VMop,Pi1) | DMy : (RTDS,FPS)

1,L:
i=1...p 2,L .

Remote environment
VMR PR DMR SSDMR
l,RI {DS,AD} lvR:Uizl___pCPUzﬂ,R I,RZ (V]\JLR,PLR) D]\/[LRZ (—,FPS)

Table 3.7: The deployment quadruplet of the sample architectural sce-
nario.

Deployment quadruplet
ENVj, ENVgp SS CS
{DM,,,DMs 1} | DMy r | {SSpnm, 1, SSDM, ., SSDM, 5} | {(Socket, VM 1, VM g)}

The way these elements are laid out by AS_ M AP is described in Ta-
bles 3.6 and 3.7, which collect local and remote VMs (VM and VMpg),
local and remote CPU pools (P, and Pg), local and remote deployment
modules (DM, and DM pR), the scheduling scheme of each local and re-
mote deployment module (SS /), and the corresponding quadrupled.

Given our objective to deploy MCSs in safety-critical environments,
and the takeaways of this chapter, for the next chapter we chose to focus
on partitioning hypervisors that already incorporate advanced techniques
for improving isolation. In the next chapter, we will introduce the Om-
nivisor model, which addresses the limitations of current hypervisors in
managing these challenges in heterogeneous multi-core systems. For our
reference implementation, we decided to start with the Jailhouse hypervi-
sor. Unlike Xen, Jailhouse already implements advanced techniques such
as cache coloring and memory bandwidth management using both soft-
ware (Memguard) and hardware (QoS) mechanisms. This foundation will
allow us to build and demonstrate the efficacy of the Omnivisor model in
ensuring robust isolation for mixed-criticality systems.
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The Omnivisor: A Unified
Approach to Virtualizing
Heterogeneous MPSoCs

N THIS CHAPTER, we introduce the Omnivisor, a novel hypervisor model
that generalizes static partitioning hypervisors to enable the transpar-
ent execution of VMs on heterogeneous cores over COTS MPSoCs. The
model aims to streamline the deployment process and simplify the pro-
gramming model of such complex architectures while providing strong
spatial and temporal isolation as required by mixed-criticality systems.

4.1 Unified Model for Heterogeneous Virtualiza-
tion

We introduce a cohesive virtualization solution that integrates multiple
technologies designed for managing heterogeneous MPSoCs. Central to
this solution is the Omnivisor model, which incorporates key technologies
to tackle virtualization challenges in mixed-criticality systems.
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The Omnivisor model is built around a core technology that enables
the hypervisor to manage remote cores as resources as explained in Sec-
tion 4.2. This allows the hypervisor to start VMs on these remote cores
while ensuring isolation over heterogeneous cores. This core technology is
essential for providing a unified management interface and ensuring that
all cores, regardless of their type, can be efficiently utilized without com-
promising system integrity or performance.

A critical component of the Omnivisor is the RPUGuard technology
described in Section 4.3. RPUGuard is designed to ensure secure and re-
liable communication between multiple VMs running on APUs and those
running on RPUs. This technology is crucial for maintaining isolation
and preventing interference, which is particularly challenging in heteroge-
neous environments where different types of processing units must interact
seamlessly.

Additionally, looking beyond current COTS boards, in Section 4.4 we
introduce a method to implement
lightweight and predictable virtual memory on microcontroller-based pro-
cessors within MPSoCs. This advancement is aimed at enhancing the
future capabilities of the Omnivisor, allowing it to provide robust virtu-
alization support even on microcontroller-based processors, which tradi-
tionally lack sophisticated memory management features.

Finally, to further improve the usability of this technology we have
integrated the Omnivisor in an orchestration system. Specifically, we
introduce RunPHI as a solution to deploy high-criticality containers on
heterogeneous platforms.

Through these integrated technologies, the Omnivisor model offers a
comprehensive solution for managing heterogeneous MPSoCs, ensuring
both performance and isolation in mixed-criticality systems.

4.2 The Omnivisor Architectural Design

As depicted in Figure 4.1, while conventional hypervisors are designed to
manage microprocessor-level CPUs, the Omnivisor model extends its con-
trol to include microcontroller-level CPUs and soft-cores on programmable
logic (FPGA). To achieve this, the Omnivisor assumes control over differ-
ent hardware mechanisms to ensure isolation, both temporally and spa-
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tially, of the VMs. Three primary objectives underpin the Omnivisor
model:

e 1. To offer users a consistent, transparent, and easy-to-use interface
for managing virtual machines on both primary and remote cores.

e 2. To reorganize the privilege levels of the software running on
heterogeneous cores in order to build a holistic privilege hierarchy
across the platform.

e 3. To seamlessly administer spatial and temporal isolation between
virtual machines, regardless of the specific core on which they are
deployed.

According to this novel model, remote cores are no longer mere I/0O de-
vices; instead, they are elevated to primary CPUs capable of running
self-contained, strongly isolated VMs.

Clarification of Terminology. Before delving into the specifics of the
Omnivisor, it is important to clarify why we chose to use the term "Virtual
Machine" to denote the code executed by the Omnivisor on all the types
of cores. We acknowledge that the code running on remote cores does not
execute atop an actual hypervisor, meaning that there is no scheduler, and
the code has complete control over the core itself. However, we have opted
to label them VM for two main reasons. First, they are encapsulated by
the Omnivisor, which is capable of isolating the accessible resources in the
system, similar to how SPHs handle traditional VMs. Second, we provide
users with a unified and transparent method for utilizing remote cores,
mirroring the process of launching a VM on application cores.

4.2.1 Requirements Responsibilities and Features
Requirements

The Omnivisor model is based on the assumption of having at its disposal
a fully featured MPSoC with the following characteristics:

e Multiple Core Clusters: Two or more heterogeneous clusters of cores,
and at least one of the clusters is a multiprocessor-level CPU cluster.
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Figure 4.1: A block diagram illustrates the Omnivisor model, showcasing
varied temporal and spatial isolation mechanisms across CPU clusters,
emphasizing their heterogeneity. The arrows indicate the flow of a request
from an initiator to the accessed resource (memory or I/0).

Address Translation: An MMU featuring two levels of translation
in front of each multiprocessor-level CPU cluster and an SMMU
placed between DMA-capable peripherals/accelerators and shared
resources.

Accesses Protection: SMPU/SPPU hardware protection mechanisms
to shield shared resources (memory, system registers, and peripher-
als).

Bandwidth Regulation: A hardware QoS-like bandwidth allocation
mechanism for each core cluster and DMA-capable peripherals that
access shared resources.

Power Management Firmware: A board-specific firmware that ex-
poses an interface to the hypervisor for power management of cores.
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These specified characteristics represent the foundational prerequisites for
a platform to be deemed Omnivisor-ready. Although these requirements
may initially appear as limiting factors, they effectively align with the
design standards of modern embedded system platforms [107, 108, 109],
tailored to meet industrial demands.

Responsibilities

The Omnivisor operates as holistic software running at the highest priv-
ilege level on the board. It delivers services to software running at lower
privilege levels. Therefore, its primary responsibility is to prevent the
escalation of VM privileges, regardless of the used cores.

AMP privilege enforcement. The coexistence of multiple cores with
varying architectures in an MPSoC precludes the application of a Symmetric
Multi-Processing (SMP) approach. In SMP, all cores are orchestrated by a
single software instance sharing a common address space. Instead, MPSoCs
imply the use of an Asymmetric Multi-Processing (AMP) approach, where
different core clusters operate independently, each with a unique address
space. Given that constraint, similar to traditional hypervisors in SMP
configuration, the Omnivisor must ensure that VMs running in AMP con-
figuration do not access resources outside of the boundaries of the par-
titions. However, while traditional hypervisors can leverage multi-core
hardware extensions to manage the privilege levels of VMs, the Omnivi-
sor must employ a combination of distinct hardware mechanisms tailored
to the specific core cluster it is managing. For instance, while soft-cores
deployed on FPGA can be protected using the SMMU, the Omnivisor
must leverage SMPUs to shield the resources from the VMs running on
microcontroller-level CPUs. Consequently, as shown in Figure 4.2 (right),
every time a new VM is launched on a remote core, before starting the
core, the Omnivisor must configure an isolation layer that restrains the
capabilities of the newly-created VM restricting access to both higher priv-
ileged resources (e.g., system registers) as well as resources belonging to
different VMs (e.g., I/O peripherals, memory regions). The arrows in Fig-
ure 4.2 (right) are color-coded based on the operation and are enumerated
in temporal order. Specifically, when the user requests to run a new VM
on a remote core, the Ominvisor internally parses the configuration file
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describing the VM, loads the code in the memory, programs the hardware
protection mechanisms (isolation layer), and starts the remote core.

DMA-capable I/O: The cores are not the only platform managers
within the system. Indeed, DMA engines could have access to all system
resources, potentially jeopardizing inter-partition spatio-temporal isola-
tion. To address this risk, the Omnivisor must prevent:

e 1. DMA engines from having unrestricted and unregulated access to
INemory resources.

e 2. A core from programming the DMA to access memory regions it
does not own.

As depicted in Figure 4.1, the Omnivisor addresses the first issue by em-
ploying SMMU mechanisms to enforce address translation and access pro-
tection for DMA, much like traditional SPHs. Additionally, the QoS is
employed to provide temporal isolation.

Typically, when an SPH allocates the DMA to a VM, it configures
the SMMU to allocate the same memory regions to both. Therefore, a VM
cannot exploit the DMA to access inaccessible regions. However, if a sec-
ond virtual machine is running on a remote core without MMU/SMMU
protection (microcontroller-level CPUs), it can freely access the address
region of the DMA registers. Therefore, it could potentially program
the DMA to gain unauthorized access to memory areas belonging to the
first VM. To avoid that, addressing the second issue, the Omnivisor
employs a strategy wherein SMPUs are configured to restrict access to
the DMA registers exclusively to the Omnivisor itself and to the VM that
is supposed to use it.

In a broader context, the Omnivisor applies a similar strategy to re-
strict permissions of remote cores to protect other critical address regions,
including those for configuring the SMMU, SMPUs, and QoS.

Features

The Omnivisor provides a set of features that includes that of the tradi-
tional SPHs while expanding them to encompass heterogeneous processing
elements (see Figure 4.2). Given the diversity among existing hypervisors,
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Figure 4.2: Omnivisor feature set (left) and remote core VM startup pro-

cess (right).

defining the minimum feature set and how they are extended for effective
operation on asymmetric architectures is crucial.

The Privileged Virtual Machine (PVM) interface.

75

First, we in-
troduce the Privileged Virtual Machine (PVM), which is a known concept
in hypervisor’s literature [110], and is the only VM with the ability to
manage other VMs. A few examples are the root-cell in Jailhouse [29],
and the Dom0 in Xen [111]. The Omnivisor provides the PVM with the
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same interface for managing VMs for both the main and remote cores.
For instance, as shown in Figure 4.2, the PVM only needs to request
the VM launch, and then the Omnivisor takes charge of programming
the underlying resources to serve the request for the specified processor.
Other than launching a VM, the Omnivisor provides methods for stopping
and restarting a VM and an interface for monitoring the current status of
the VMs.

Omnicall. Most state-of-the-art hypervisors implement hypercalls to
expose functionalities to virtual machines, akin to how operating systems
implement system calls for processes. Despite the current implementation
of Omnivisor restricting this mechanism to virtual machines running on
the APUs, we aim to propose a design for extending this service to VMs
running on remote cores, which we will refer to as “Omnicalls”. To im-
plement this mechanism, the Omnivisor needs to provide three additional
features:

e 1. Event signaling from the Omnivisor to VMs on remote cores.
e 2. Event signaling from VMSs on remote cores to the Omnivisor.
e 3. A real-time protocol for inter-VM communication.

For the first functionality, we need to differentiate between processing
elements that support interrupt delivery, like APUs, and those that do
not support them, such as hardly restricted soft-cores. To signal an event
to the former category, the Omnivisor can leverage Software Generated
Interrupt (SGI). Meanwhile, signaling events to the latter requires the
remote VM to periodically check for Omnivisor-originated pending events
(polling).

Regarding the second functionality, the Omnivisor can grant the VMs
on remote cores access to a subset of the interrupt controller’s configura-
tion space, enabling the generation of SGIs toward the cores where the
Omnivisor operates. Currently, the Omnivisor supports restricted access
to the interrupt controller configuration space for these VMs.

Lastly, using shared memory for data exchange is already implemented
in most legacy SPHs. We extended this feature to remote cores in the Om-
nivisor, but enhancing the real-time performance of the communications
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requires a tailored mechanism. To provide real-time guarantees, one ex-
isting solution consists of using an external processing element as a broker
to orchestrate the communications between VMs. This has been theo-
retically proved and tested on a heterogeneous MPSoC by Schwéricke et
al. [112], and the Omnivisor can easily integrate the broker as a VM run-
ning on a remote core while using its features to isolate it both temporally
and spatially from the other VMs.

Dynamic Address Translation. In traditional hypervisors, when a
new VM is created on the APU, address translation is typically imple-
mented using the MMU. The Omnivisor extends this functionality to
soft-cores by utilizing the SMMU. It’s worth noting that the SMMU is
already employed by SPHs to perform address translation for 1/O devices
associated with VMs. However, the Omnivisor changes the perspective
and utilizes the same mechanism to implement self-contained transla-
tion specifically for soft-cores, which are treated as self-contained VMs
in this context. This approach unfortunately cannot be employed on
microcontroller-level CPUs which usually do not present any mechanism
for address translation. However, there is a trend for the deployment of
virtualization support over microcontroller-level CPUs which can be ex-
ploited in future MPSoCs to extend the translation even to these cores as
will be discussed in Section 4.4 [113] [114] [115].

Dynamic Accesses Protection. Protection mechanisms on MPSoCs,
such as SMPU/SPPU, are commonly configured statically at boot time
by high-privilege and secure software (e.g., first-stage bootloader). These
configurations typically remain unchanged throughout the system’s life-
time. However, to enable the seamless execution of isolated VMs on re-
mote cores, the Omnivisor dynamically determines how to configure all
access protection mechanisms. This approach ensures dynamic system-
level protection that adapts during runtime based on the specific VMs
currently active.

Dynamic Bandwidth Allocation. Traditional SPHs ensure that re-
source assignments remain static between PVM management calls. This
implies that everything can be dynamically reassigned by these calls, re-
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maining static until the next call. The Omnivisor maintains consistency by
applying the same approach to bandwidth allocation. Hence, every time a
new VM is launched, it is possible to dynamically allocate the bandwidth
to that VM. Moreover, to enable mission-critical reconfiguration scenarios
and ease parameter tuning, the Ominivisor implements bandwidth alloca-
tion as a settling call that the user can leverage to modify the temporal
behavior of the VMs to a new static configuration. Once more, the Om-
nivisor shifts the paradigm regarding resource utilization. Unlike SPHs,
which primarily focus on protecting VMs solely on the APU, the Om-
nivisor extends its scope to encompass VMs on other remote processors.
Consequently, bandwidth regulation mechanisms like QoS are not only
employed on accelerators to maintain service quality for APUs but also
for remote cores, even if they are soft-core deployed on FPGA.

4.2.2 Implementation Strategy

The Omnivisor model is designed to apply to a wide range of existing par-
titioning hypervisors; nonetheless, our reference implementation is built on
top of the Jailhouse hypervisor [29] because it has low overhead [55] while
maintaining an easy-to-use interface to manage VMs at runtime. Fur-
thermore, the Jailhouse-RT branch, overseen by Minerva Systems [116],
already implements MemGuard-like regulators for the APUs, page color-
ing, and basic SMMU drivers. It also provides a rudimental interface to
control ARM QoS regulators.

The implementation was carried out with testing focused on the ARM-
based Zynq Ultrascale+ board from Xilinx. This MPSoC aligns with all
the requirements outlined in Section 4.2.1: it features a quad-core ARM
Cortex-A53 (APUs), a dual-core ARM Cortex-R5F (RPUs), and a 16nm
FinFET + Programmable Logic (FPGA). Additionally, the platform is
equipped with protection mechanisms for both temporal isolation (QoS),
address translation (MMU, SMMU), and access permissions (SMPUs,
and SPPUs). From now on, we will refer to this platform with the ZCU
notation. Moreover, to use the correct terminology, the SMPUs/SPPUs
on the board are named XMPU and XPPU.

This section aims to illustrate key Omnivisor technical details, provid-
ing a comprehensive discussion of strengths and limitations. To achieve
this, we first briefly describe the Jailhouse hypervisor, and the additional
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functionalities introduced by the Omnivisor extension. Then, we walk
through the compiling and start processes of a VM from the user’s per-
spective while explaining how the Omnivisor manages the system under
the hood.

Jailhouse in a Nutshell. A pivotal design choice in Jailhouse is to
initiate the hypervisor from a running Linux instance. Specifically, by uti-
lizing a Linux kernel module, users can load the hypervisor into memory
and initiate a series of procedures to prepare the system. Upon initializa-
tion on each core, the hypervisor takes control of the underlying hardware,
transforming the running Linux into the first virtual machine within the
system, referred to as the root-cell. For its bootstrap, the hypervisor re-
quires only a configuration file that lists the resources allocated to the
root-cell. Next, to create reservations (cells in Jailhouse jargon) for the
creation of additional VMs (inmates), the hypervisor reallocates hardware
resources (e.g., CPU(s), memory, PCI or MMIO devices) from Linux to
the new cells as detailed in other cell-specific configuration files. From
now on, we will use the term “VM" to refer to the cell plus inmate pair
and “PVM" to refer to the root-cell.

Omnivisor Extension Overview. Starting from a vanilla Jailhouse,
besides the small modifications integrated all over the code to transpar-
ently unify the interface of Jailhouse with the new services, the Omnivisor
extends the hypervisor with new low-level functionalities. First, the power
management of remote cores has been implemented, encompassing shut-
down, stop, and start functionalities for both microcontroller-level and
soft-cores. Second, spatial isolation management has been enhanced to
include dynamic control of XMPUs/XPPUs. Moreover, temporal isola-
tion management has been refined through the integration of QoS regu-
lator control. Finally, the compiling procedure for remote cores VMs has
been integrated into the hypervisor offline workflow. The usage of these
functionalities is detailed below.

4.2.3 Omnivisor Usage Workflow

One of the key objectives of the Omnivisor is to simplify the utilization
of complex heterogeneous architectures for users. Therefore, the Om-
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nivisor provides a unified approach for managing VMs on both main
and remote cores. In our implementation, based on the ZCU, alongside
the legacy APUs we have integrated all the necessary code to run VMs
on two types of remote cores: RPUs (ARM32-CortexR5F) and RISC-V
soft-cores (Pico32 [57]). To streamline our discussion, we will utilize the
term “rCPUs" to refer to any remote core, while we will delve into the
implementation for RPU and RISC-V cores only when required.

VM Compiling Process (Offline)

The initial step involves the user compiling a specific VM application to
run on a remote core. The offline compiling procedure, along with its in-
put and output, is depicted in Figure 4.3. Given the nature of the remote
cores, the applications we run are either bare-metal or built on top of sim-
ple RTOSes. In both cases, linking some libraries may be a requirement
for the code to work correctly on a specific core. For instance, the tradi-
tional compiling approach for RPUs on ZCU entails using Xilinx-provided
libraries. To streamline the utilization of rCPUs and align with the Jail-
house methodology, we have integrated the libraries for compiling VMs
targeting RPU and RISC-V cores into the Omnivisor code. Consequently,
the user only needs to integrate the application-specific code into the Om-
nivisor code, as all the necessary libraries are already provided, similar to
how Jailhouse includes libraries for compiling APU-based VMs. Addition-
ally, the user must provide a configuration file for the VM, specifying the
required resources. This configuration should include details on the core(s)
used by the VM, whether they are main cores or remote cores, as well as
information about memory regions and peripherals the VM will access.
Furthermore, the configuration must list the IDs with which the VM’s
managers (e.g., CPUs/rCPUs and DMA-capable devices) are recognized
in the system. Once the user has prepared the application code and the
configuration file for the VM, they can be compiled together with the Om-
nivisor code. To do it, the user must provide a list of cross-compilers, with
one compiler designated for each core with a different ISA in the system.
For instance, in the case of the ZCU, this would entail using the AArch64
compiler for main cores, the A Arch32 compiler for RPUs, and the RISC-V
32-bit compiler for the soft-cores. The output artifacts are the Omnivisor
binary and the binary images for the VMs.
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Figure 4.3: Architectural view of VM compiling and start procedures using
the Omnivisor implementation on top of Jailhouse and the Zynq Ultra-
scale+ board.
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VM Start-Up Process (Online)

Omnivisor Enable Before starting an inmate, since the Omnivisor
generalizes Jailhouse, we need to enable it from a Linux instance as ex-
plained in Section 4.2.2. Different from the vanilla Jailhouse, the config-
uration in our Omnivisor may also include a field for the rCPUs. If this
is the case, the Omnivisor verifies whether the remote cores are already
active, and if they are, it proceeds to shut them down. After that, it stat-
ically assigns their ownership to the PVM so that it can later assign the
cores to other VMs. Additionally, the Omnivisor disables all the access
permissions to the resources protected by the XMPUs such as memory and
system registers. Then it configures the first entry of each XMPU’s table
to allow only the PVM to access those regions specified in its configuration
file. This means that every manager outside the Omnivisor control can
not access any resource in the system.

While the Omnivisor is up and running, launching a VM for the user
involves using three simple commands, as depicted in Figure 4.3: (1) cre-
ate, (2) load, and (3) start, reviewed below.

Create. The create command takes as input the configuration file of
the VM, which is parsed to generate per-VM data structures. Resources
are then carved out from the PVM and mapped to the new VM. For
example, the requested remote and main cores are hot-plugged and de-
tached from the PVM to be assigned to the new VM. After that, the
isolation layer is configured. First, the MMU is programmed to manage
the APU’s memory region accesses. However, the rCPUs lack protection
from the MMU and, if left unprotected, have direct access to all memory-
mapped regions. Therefore, XMPUs are dynamically re-programmed to
allow access permissions only to the resources requested in the configura-
tion, avoiding unexpected accesses to sensible memory-mapped registers
(e.g. DMA registers) and memory regions belonging to other VMs. Fi-
nally, in the case of soft-cores over FPGA, the Omnivisor configures the
address translation by leveraging the SMMU.

Load. The load command requires as input the VM image. Initially, it
verifies the image size against the carved-out memory reservation. Then,
if the available memory is sufficient, it loads the VM image into memory.
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Moreover, before starting the VM, the user can optionally regulate the
memory bandwidth assigned to the managers to provide specific tempo-
ral guarantees to the VMs. The Omnivisor provides the knobs to do it,
leveraging the aforementioned QoS and MemGuard interfaces in Jailhouse-
RT [116]. This step is integrated into the load command during the start-
up of a VM to avoid adding another PVM call between load and start.
However, the Omnivisor also implements a PVM call for bandwidth allo-
cation separately from the load to enable mission-critical reconfiguration
scenarios. When selecting parameters for bandwidth allocation, it is the
system integrator’s responsibility to determine the suitable bandwidth for
each VM, as this choice heavily relies on the application’s requirements.
However, using the tools offered by the Omnivisor, it is possible to em-
pirically evaluate the parameters needed to enforce a specific maximum
slowdown for a given VM. An example of a simple offline policy to autom-
atize the choice of bandwidth parameters is provided in the experimental
Section

Start. Finally, using the start command, the user initiates the VM
start-up. Different MPSoC’s architectures have different standards for
power management of cores, such as the ARM Power State Coordination
Interface (PSCI) [117] or the Intel Advanced Configuration and Power
Interface (ACPI) [118]. However, the functionalities provided by these
standards are similar. Therefore, the Omnivisor implements a series of
generic power management procedures that are subsequently customized
to the specific platform and core. We have implemented the procedures for
the RPUs (ARM32-CortexR5F) and for a RISC-V soft-core (Pico32) de-
ployed on the FPGA. In the ZCU the RPUs are overseen by the Platform
Management Unit (PMU) core, which exercises control over their exe-
cution and power state. The only software with enough permission to
call PMU services is the PSCI layer within the ARM trusted firmware.
Consequently, we implement a specific ZCU module to communicate with
the PSCI to request the wake-up and power-off of the RPUs. Regarding
the soft-core(s), instead, we have implemented a memory-mapped configu-
ration port in FPGA, and we expose this port to the Omnivisor to control
the reset state of each soft-core.

The experimental evaluation in Section 5.2 demonstrates that deploy-
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ing this model on a real system enables the seamless deployment of virtual
machines on cores with heterogeneous ISAs (ARM and RISC-V) within a
single platform, even if some or all are implemented as soft-cores in FPGA.
Furthermore, the solution ensures robust and controlled spatial and tem-
poral isolation of VMs, achieved through a combination of software /hard-
ware mechanisms, which is the key to deploying safety-critical nuclear
fusion control systems in future reactor infrastructure.

4.3 Real-Time Asymmetric
Communication: RPUGuard

While the Omnivisor simplifies the use of VMs on remote cores, as previ-
ously demonstrated, the challenge of maintaining real-time requirements
when multiple VMs need to communicate with these remote CPUs remains
unresolved. Therefore, in this section, we address the following questions:

o [Q1] Multi-Tenancy Abstraction: how can a hypervisor abstract
the RPUs to more than one VM, making the latter believe to be
the only one using it?

o [Q2] Communication Technologies: are the current AMP commu-
nication technologies (adopted for inter-processor communication
in MPSoCs) appropriate to realize deterministic and reliable ap-
plications with strict temporal constraints?

o [Q3] Isolation Methodologies: how can a hypervisor manage parallel
communication channels ensuring isolation and a certain amount of
communication bandwidth to each channel (useful for timing analy-
sis and incremental development and certification)?

Aiming to answer to above questions, we propose a novel architectural
solution for RPU sharing in mixed-criticality applications, through virtu-
alization. In Section 5.2.4 We also provide experiments on real hardware
showing the shortcomings of currently available AMP technologies and the
benefits of the proposed solution in the context of a compelling case study
related to the Vertical Stabilization (VS) system [119, 120] of the ITER
experimental fusion reactor [121] (more details are given in Chapter 5).
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4.3.1 RPUGuard Design

The envisioned system model foresees several VMs running on APUs with
different levels of criticality that require services wich are running on RPU.
The requested services can be very heterogeneous since the RPU, un-
like GPU and FPGA, is a fully functional processor unit as shown in the
previous tests. The RPU does not simply accelerate calculations, but it
can implement more or less complex logic to manage incoming messages.
The advantage is that the code executed on this kind of prequestedrocessor
is expected to be more easily predictable and more suitable for performing
safety-critical tasks as the hardware is certified (e.g., the ARM Cortex-
R5 RPU can be used in safety-critical applications up to SIL 3 according
to IEC 61508 and up to ASIL D according to ISO 26262). Hence, before
describing the architectural design of the solution, we must define some
assumptions.

The first assumption (A1) states that each VM is aware of the services
offered by the VM running on RPU. This assumption is reasonable since
typically, in embedded systems, applications that will be performed are
well known before the execution, especially in a safety-critical environment
with strict temporal requirements.

The second assumption (A2) states that the software stack executed
on RPU is realized taking into account that more than one VM may require
its services. Therefore, the RPU’s software stack must manage its load
guaranteeing the worst-case execution time of all exposed services.

Figure 4.4 shows the high-level design architecture for RPUGuard.
Starting from the APU software stack, we imagine a number of VMs
running different OSes or Bare-Metal applications characterized by dif-
ferent levels of criticality. However, each VM has at least one function
that requires RPU usage, using an inter-processor communication mecha-
nism. Even if assumptions Al and A2 are respected, concurrent requests
by VMs can still introduce non-predictable effects and interferences on
critical tasks, as will be confirmed by our experiments (Section 5.2.4)
in response to [Q2]. Therefore, we need to introduce a component in
the hypervisor that manages requests: The RPUGuard. It uses a shared
memory to exchange messages with the RPU software stack, as typically
done by AMP communication mechanisms. To answer the questions [Q1/
and [Q3], the RPUGuard mechanism must capture all messages from and
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Figure 4.4: RPUGuard Architectural Design

to the RPU, establishing an isolated communication channel for each VM.
The channels must be reliable and must have deterministic latency to meet
the requirements in /Q2/, hence the bandwidth limits must be accurately
defined. Finally, to fulfill the third research question [Q3/ the mechanism
must assure that a sudden increase in message requests to and from a VM
does not induce an unexpected increase of latency to other VMs, and to
the software that runs on RPU.

4.3.2 RPUGuard Algorithm and Implementation

Given the maximum communication bandwidth BW;, of the channel,
RPUGuard is in charge of partitioning it, ensuring a certain amount
to each VM. When a VM starts, it can specify the maximum band-
width BW,,,, needed to communicate with the RPU during its execution,
and RPUGuard can accept or refuse the request; granting or denying ac-
cess to the RPU from the beginning of the execution. All VMs that start
without any bandwidth request are managed with a best-effort policy by
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Algorithm 1 RPUGuard: feasibility check

: BW;ot + Maximum bandwidth

: BWiew < New VM bandwidth request

if BWiot > (X7 BWym (i) + BWpeyw) then
Create new communication channel
n<n+1
BWextra < (BWtot - Z?;ol Bva(Z))
The new VM can access the RPU

else
The new VM cannot access the RPU

end if

,_.
@

RPUGuard; to these VMs is reserved a bandwidth equal to

n—1
BWea:tra = (BWtot - Z Bva(l)) ’
=0

where n is the number of VMs which did require bandwidth guarantees
at the start time. Then, only if a new VM starts specifying a bandwidth,
RPUGuard must perform a feasibility check (see Algorithm 1) to ver-
ify that the new VM can be added without reducing the communication
bandwidth of running VMs below their designed limits. If the feasibil-
ity check is completed successfully, RPUGuard manages the bandwidth
assigned to each VM to include the new communication channel. When
a VM mistakenly uses more bandwidth than it was suppose to (BWy ),
the RPUGuard must handle the requests. Hence, every time a new send
message request to RPU arrives, the RPUGuard checks the elapsed time
(T;) since the last request from the same VM. If the elapsed time is be-
low the allowed time interval (T;,;,) assigned to the VM, the request is
delayed for a time interval equal to the difference T}y;, — Te; plus another
time interval T,,;, for each request not yet served. Doing so, RPUGuard
prevents the VMs from sending messages with a frequency higher than
those set at start time (see Algorithm 2).
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Algorithm 2 RPUGuard: send_message

R, <+~ Number of requests in queue

T.; < eclapsed time since the last send message
Timin <+ minimum interval time between requests
Ty < (max(0, Thnin — Tep) + (R — 1) * Thin)
delay the request for a time T}

Send the message to RPU

Implementation Details

The proposed architecture design requires a message-based communica-
tion technique that makes use of shared memory. Recently, practitioners
of AMP systems rely on an open-source framework named OpenAMP [122]
to realize communication between asymmetric processors. OpenAMP is
built on top of two other frameworks: RemoteProc and RPMsg. Re-
moteProc is used to manage the lifecycle of a remote processor; it allows
loading the firmware into remote cores, starts and stops the remote cores,
and configures resources that the remote cores might need during their
execution. We don’t need this mechanism since the same role is already
implemented in the Omnivisor. On the other hand, RPMsg is a mes-
saging mechanism implemented on top of the Virt/O framework [123] to
realize inter-processor communication. OpenAMP is currently the most
used technology to exchange messages with the RPU because it is highly
portable and open source, but this framework alone is still not enough to
ensure isolation and transparency to VMs running on APU cores. Our
implementation makes use of the OpenAMP framework, but we imple-
ment the RPUGuard mechanism to guarantee isolation and transparency
to VMs. Since our solution uses OpenAMP and more specifically RPMsg,
we provide some further details on RPMsg in the following.

The RPMsg framework implements AMP transmission using three in-
dependent layers: Transport, Media Access Control, and Physical Layer.
The Physical Layer is the most straightforward and comprises only two
hardware components: shared memory and Inter-Processor Interrupt (IPT).
The shared memory is accessible by both the cores and each time a new
message is sent, an IPI is called to warn the remote core. The central
layer, or Media Access Control layer, uses the VirtIO queue mechanism:
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Figure 4.5: RPMsg layers

each virtqueue contains two ring buffers named “Available" and “Used".
The Master core allocates the “used" ring buffer, writes inside them, and
adds them to the “available" ring buffer. The remote core reads the data
from the “available" ring buffer, processes them, and finally returns them
to the "used" ring buffer. To implement the double-side communication
two virtqueues must coexist in each channel, one to send messages (Tx
virtqueue) and one to receive them (Rx virtqueue). Finally, the Transport
layer simply defines a message format as shown in Figure 4.5. The for-
mat’s header includes two fields for the destination and source addresses,
one containing the message length, and one last field for some flags, while
the payload contains the message data.

Usually, each remote core in the RPMsg component is represented by
an RPMsg device, also known as RPMsg channel. To implement the envi-
sioned multichannel communication, we could use an entire RPMsg virtual
device, with its two virtqueues, for each VM. However, this solution has
two intrinsic limitations: The RPU firmware, before the system starts, has
to maintain the memory area needed for each RPMsg device. So, (I) the
number of channels that VMs will require must be known in advance, lim-
iting the flexibility of virtualization, and (II) if a VM only uses a certain
number of buffers in one channel, leaving the others unused, it causes a
waste of memory that is not desirable in an MPSoC with limited hardware
resources.
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A more interesting solution consists of using RPMsg endpoints that
are logical connections on top of the RPMsg channel. Endpoints allow the
user to bind multiple Rx callbacks on the same channel distinguished by
the destination address of the messages. When an application creates an
endpoint with the local address, all subsequent inbound messages with the
destination address equal to the local address of the endpoint are routed
to that callback function. Our solution uses endpoints but adjusts the
order and frequency of messages sent between VMs via the RPUGuard
component implemented in the hypervisor.

The experimental evaluation in Section 5.2.4 demonstrates that it is
possible to realize isolated communication channels in software using exist-
ing AMP communication mechanisms and that real-time processors such
as the RPUs are good candidates to deploy safety-critical control algo-
rithms for plasma stability in nuclear fusion reactors.

4.4 Virtualizing Co-Processors: Microcontroller
Virtualization

As shown in the previous sections consolidation in embedded systems can
be obtained by employing ad-hoc tailored hypervisors running on top of
processors powered by hardware extensions for virtualization. However,
by its very nature, virtualization support integrated into application-class
processors (e.g., Arm Cortex-A family) leads to downsides concerning real-
time and power-saving requirements. The complexity of mechanisms such
as page-based memory virtualization and translation caches, improves the
average performance while decreasing predictability and hardening the cer-
tification. Moreover, in certain scenarios where one needs to combine sev-
eral simple applications, these processors incur higher costs and introduce
a significant unexploited energy consumption. Even in complex MPSoCs
where partitioning hypervisors reach a good level of isolation, there is a
strong limitation on the number of virtual machines and so the number of
applications that are possible to deploy in the system. In these scenarios,
despite performing worse, the use of microcontrollers is preferred, as they
are characterized by low power consumption and high predictability [124].

Modern microcontrollers have enough computing power to run sev-
eral applications at once [125, 126], but concerning memory management,
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they only feature memory protection, while lacking memory virtualization.
This places a limit on consolidating independent applications on such ar-
chitectures while ensuring the required protection both from a temporal
and security point of view. Integrating traditional page-based memory
virtualization technologies into microcontrollers would increase nondeter-
minism as well as cost and power consumption, which would make it more
appropriate to directly leverage application-class processors. This clearly
points out the need for ad-hoc memory virtualization solutions taking
these constraints into account.

In light of this, in this section, (1) We examine two hardware-based
models to support lightweight and predictable memory virtualization for
medium-end microcontrollers. We specifically categorize medium-size mi-
crocontrollers as those having sufficient computing power for multiple
applications, but only featuring memory protection mechanisms with no
memory virtualization support (such as the RPU). Both models enable
the consolidation of multiple applications and RTOSes with overlapping
memory addresses on a single microcontroller but with different impacts
on energy consumption and predictability. Then, (2) we provide an open-
source implementation of the two models on a RISC-V processor together
with (3) an extensive and reproducible analysis of the area along with
performance overhead investigation on numerous benchmarks.

4.4.1 Lightweight and Predictable Virtual Memory

The problem of virtual memory predictability is widely recognized in the
literature and numerous solutions have been proposed to address it. Most
of these solutions optimize the paging mechanism rather than proposing
a different MMU design such as [127, 128, 129]. However, we agree with
Puffitsch et al. [130] in pointing out that the requirements of hard real-
time systems are different from general-purpose systems, and that these
different requirements call for a different virtual memory design. Modern
microcontrollers have reached enough computing power to support mul-
tiple execution environments [131, 132]. However, different from general-
purpose virtual memory, specific requirements related to flexibility, secu-
rity, efficiency, and predictability are to be enforced in order to satisfy
the industry’s demands. We call a virtual memory scheme supporting the
following requirements a LPVM.
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Predictability. The introduction of LPVM must avoid nondetermin-
ism, such as the one caused by Translation Lookaside Buffer (TLB) and
memory swapping mechanisms. If extra latency is to be added for the
sake of performance, the upperbound must be known in order to guaran-
tee the WCET of each workload.

Lightness. An LPVM scheme must require few resources, both in terms
of memory usage and power consumption. Cost-related features are to be
preferred to execution time.

Isolation. Multiple environments must be isolated, providing protec-
tion from both malicious software and programming errors, and minimiz-
ing the chances of critical system failure.

Memory efficiency. Real-time systems assume their memory to be a
precious and scarce resource. Under the assumption that an execution en-
vironment features sparse memory and the host system has more physical
resources than the tenants, memory regions can be rearranged in order
to optimize memory usage. Unlike general-purpose virtual memory, ex-
ecution environments are unlikely to dynamically require more memory
or implement a disk swapping mechanism. Hence, segmentation shall be
preferred to paging because it can provide finer memory organization and
no internal fragmentation, also avoiding the burden of defragmentation.

Memory Transparency. Modern critical systems require to dynam-
ically update running environments and less frequently deploy new ones
independently of the others. This implies that a translation mechanism
should exist to provide independent linking and execution. However, real-
time environments will only be assigned a specific translation when de-
ployed, making a translation mechanism lighter compared to classic virtual
memory.

There are two main use cases where LPVM can be applied: predictable
virtual machines management and isolation-enhanced operating systems.

For the former, a single level of LPVM can be used by real-time hy-
pervisors to support the deployment and updating of multiple physical-
memory RTOSes provided by distinct parties. This applies to automotive
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where different Electronic Control Unit (ECU)s can host multiple subsys-
tems driving actuators and sensors, to achieve ECU consolidation [133].
Furthermore, LPVM can be used to enforce simple process abstraction,
providing isolation among different workloads, similarly to TockOS [134].
Such an approach is ideal for medium-end microcontrollers, granting them
flexibility and robust isolation. While LPVM might be purely imple-
mented in software, performance degradation must be minimized with
dedicated hardware support, as described in the next Section

4.4.2 Hardware-Based LPVM Methods

While microcontrollers implement software protection by means of table-
based structures, e.g. ARM MPU, RISC-V Physical Memory Protection
(PMP), application processors support sophisticated MMUs which use
hardware page-walkers to explore a memory-based radix trie structure
through implicit accesses in order to find the physical address, using TLBs
as caches for those translations.

The simplest approach to implement LPVM consists of reusing a hard-
ware table configured by means of a private memory-mapped address
space. As depicted in Figure 4.6, each entry in the table describes a mem-
ory region in the form of a {base, range, relocation, permissions} quadru-
ple. Each transaction (i.e. read, write, execute) must be checked against
all entries in parallel; if the access falls into the interval [base, base+range],
access permissions are checked and finally, an address relocation function
is applied. A plain relocation would map a virtual address onto a physical
address. This would require a 32-bit field per entry, but also simple logic
and maximum translation space coverage. On the other hand, more com-
plex relocation functions can reduce the number of used bits, increasing
scalability, but hurting remapping coverage and also requiring more logic
for each entry.

A tabular approach is quite simple to design and brings the benefits
of small hardware overhead and no extra latency. However, the number
of hardware entries does not scale well in terms of area occupancy and
power consumption because of the associative table along with the extra
control and translation logic. Moreover, MPU-like structures lead to other
downsides, as depicted in [135]. Specifically, positioning a new component
into the memory path is likely to reduce the maximum working frequency.
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Figure 4.6: Table-based LPVM. The virtual address is checked against all
entries, and permissions are computed thanks to a checker module. The

relocation function is then applied, and the correct entry is selected. If no
region is found, or a permission mismatch occurs, a fault is raised.

Finally, table entries are to be considered part of an environment context
(especially in the case of VMs), making context switches slower.

These issues can be addressed by adopting a trie-like structure. Pan
et Al. [113] describes tries as a possible generalization of ARM MPUs; dif-
ferently from MMUs, LPVM can leverage the sparsity of microcontroller
memory to implement a hardware walker for GRT [136], minimizing mem-
ory usage and latency. In fact, a GRT is based on the key idea that
subparts of a virtual address prefix can be skipped during trie exploration
because only one entry in that trie exists for it. As a consequence, multiple
levels can be avoided, reducing overall performance degradation. LPVM-
GRT memory layout can be structured in two parts: the ST and the LT.
We call a level of the ST a STT; each STT will have 2Prefiz_siz¢ entries,
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but not all of them need to be defined. Because dynamic environment
deployment can be quite uncommon or not required at all, the GRT will
be programmed at boot-time and unlikely to be modified again. There-
fore, it is possible to have a compressed representation, where a STT only
contains valid entries.

Figure 4.7: GRT-based LPVM flow diagram describing the translation
process starting from a user mode access to the physical address genera-
tion.

A single STT entry is a 64-bit structure made of two 32-bit words,
the control word, structured in five fields {NPTR[31:19], VALID[18],
LIMIT[17], GSIZE[16:12], HINT[11:0]}, and the guard word. HINT
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is a 12-bit field that provides information regarding the next level. If
the HINT [next_access_prefix] bit is high, then the next entry exists,
otherwise a fault is raised. If the LIMIT bit is high, the next level is the
LT, so HINT [envid] will be used instead, where envid (environmental ID)
refers to a task ID or a Guest ID and serves the purpose of distinguishing
overlapping virtual addresses among different environments. The VALID
bit specifies if the current entry is valid or not. If an invalid entry is
implicitly accessed, a fault occurs. GSIZE specifies the guard size of the
guard word. If it is not zero, the next GSIZE bits of the current address
are compared to the guard word for the current entry. If no match is
found, a fault occurs, otherwise, the next prefix will be selected as the
first prefix after the matched guard. Finally, NPTR is used as a pointer to
the base of the next ST'T, while the entry will be addressed by using the
next prefix.

If an entry with a high LIMIT bit is reached without any exception, a
valid segment base address is found for the provided virtual address. NPTR
is then used to access the LT, which contains the permissions and range in
the first word, the configuration word, and the plain translation in the
second word, called relocation word. Permissions are encoded in the
three least significant bits of the configuration word, while the remain-
ing bits are used to encode the range, meaning a segment can be as small as
eight bytes. If the current access is permitted and the virtual segment off-
set falls into the physical segment size, the access is allowed and translated
by means of the relocation word. For LPVM-GRT the best relocation
function is a direct mapping. Because the number of clock cycles is N +1,
where N is the number of walked ST levels, the LPVM walker hardware
requires a static and fast on-chip memory only accessible by the privileged
code, called Region Protection Memory (RPM). User code will be accessed
from main memory and translated by the walker reading from the RPM,
while privileged code will be protected by using a small MPU-like structure
with no translation. The flow is depicted in Figure 4.7, while the archi-
tecture design is shown in Figure 4.8. As long as the RPM is faster than
main memory, latencies can be partially masked, providing benefits simi-
lar to TLBs but with no stochastic behaviors. LPVM-GRT model brings
great flexibility and scalability compared to table-based approaches, with
a fixed hardware overhead. Also, because RPM can contain translations
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Figure 4.8: GRT-based LPVM. The virtual address is used by an FSM
to extract the current prefix and suffix. According to the current STT
entry, checks are performed on the control word and guard word and
a new request to the RPM is submitted. If no fault occurs during ST
exploration, the physical address is retrieved from the LT.

for each guest segment, it does not enlarge environment contexts, enabling
fast context switches. The main downside consists of adding extra latency
to each access. In terms of predictability, however, this extra latency is
strictly bounded by the GRT depth. Furthermore, the sequential nature
of the LPVM walker potentially allows limited or even null impact on the
critical path delay, and hence the circuit working frequency, as confirmed
by the experimental results in Section 4.4.3.

97



4.4. VIRTUALIZING CO-PROCESSORS: MICROCONTROLLER
VIRTUALIZATION

4.4.3 LVPM Experimental Results

We implemented both the aforementioned schemes on a 32-bit open-source
RISC-V processor, cv32e4ls [137]. It supports a new nonstandard exten-
sion called extended PMP, which allows for the processor to host a trie-
based PMP and the translation mechanism itself. Also, all the following
results have been collected from our clock-cycle accurate simulator, freely
available at [138].

Table 4.1: Area, Power, and Frequency results for cv32e4ls-based soc
baseline, with different PMP and LPVM-TAB configurations and LPVM-
GRT as well. Data refer to the Nexys A7-50T board.

Look Up | Flip Power Working
Tables | Flops | Usage | Frequency

Baseline (no PMP) 7223 5853 | 201 mW | ~ 48Mhz
8 PMP entries 9176 6232 | 214 mW | ~ 40Mhz
32 PMP entries 15323 7136 | 228 mW | ~ 40Mhz
64 PMP entries 27651 8343 | 273 mW | ~ 40Mhz
8 LPVM-TAB entries 10071 6488 | 220 mW | ~ 35Mhz
32 LPVM-TAB entries 19517 8127 | 2561 mW | ~ 35Mhz
64 LPVM-TAB entries 32072 10285 | 298 mW | ~ 35Mhz
LPVM-GRT 10193 6592 | 211 mW | ~ 40Mhz

All experiments performed are easily reproducible by means of a set
of scripts that can be found at [139]. Results from Table 4.1 show various
synthesis results for multiple configurations of cv32e4ls on a Nexys AT7-
50T board. A key observation is that the maximum working frequency
decreases by 16% compared to the baseline because of the PMP, regardless
of the number of entries, which instead only increases the number of re-
sources used and, consequently, the power consumption. While eight PMP
entries are quite acceptable, 32 or more entries result in a Look Up Ta-
bles (LUT) usage comparable to the entire core itself. Because LPVM-
TAB is built on top of the PMP, it introduces further overhead compared
to the PMP configurations. Eight LPVM entries only cause a 9% increase
in LUTs and a 4% increase in Flip Flop (FF)s, because of a new register
for each entry and a very simple logic. However, despite using simple off-
setting as a relocation function, the impact on frequency is considerably

98



CHAPTER 4. THE OMNIVISOR: A UNIFIED APPROACH TO
VIRTUALIZING HETEROGENEOUS MPSOCS

higher since it downgrades it by about 12.5%, for a total degradation of
approximately 27% with respect to the baseline. This is due to the fact
that no pipelining mechanism is provided inside the PMP in order to avoid
extra latency. Also, while eight entries do not add a significant overhead
in terms of area and power, they scale more than linearly, making a 64
entries configuration quite heavy and inefficient for medium-end micro-
controllers with a worsening factor of 16% for area and 9% for power.
On the other hand, an LPVM-GRT implementation does not depend on
the number of entries and does not cause a significant overhead on the
frequency compared to the baseline. While its overhead is slightly larger
compared to an eight LPVM entry configuration in terms of area, energy
requirements are even better with an improvement of about 4%, making
it more resource-effective than table-based LPVM (LPVM-TAB).

Although the results in Table 4.1 seem to highlight the benefits of LPVM-
GRT compared to the table-based approach, it still requires a new on-chip
memory to host the trie. Moreover, this analysis alone cannot provide a
full understanding of how the LPVM-GRT memory layout affects the pro-
cessor in terms of time execution overhead and predictability. Therefore,
we decided to test our solutions on a set of realistic benchmarks. Specifi-
cally, our choice has gone towards TACLEbench [140], due to the lack of
dependencies, a distinguishing feature of these benchmarks. However, due
to the limitations related to the nature of the used simulation platform
(Verilator) and the absence of a floating-point extension of the RISC-V
processor we used, we ended up using a subset of them.

We chose to run the benchmarks on four distinct simulated platforms,
namely "Small" (S), "Medium Static" (MS), "Medium Dynamic" (MD),
and "Large” (L) in order not only to show the overhead that the trie-
based solution causes to the benchmark execution times, but also to es-
tablish when its use is advised as opposed to the table-based approach by
varying the complexity of the microcontroller where the LPVM is imple-
mented. We distinguish the four platforms by two main factors, which
are the maximum depth of the tree, and the presence or absence of an
off-chip dynamic memory. The maximum depth of the tree is an index of
the number of memory regions that the processor expects to manage; for
each new memory region added, we need a node in the last level of the
tree. Therefore, a higher tree enables a higher number of possible memory
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regions. We assume that smaller platforms are used to run a smaller set
of isolated workloads compared to larger ones. Therefore, we decided to
implement a tree with a maximum depth equal to 2, 4, 6, and 8 in the "S",
'"MS", "MD" and "L" platforms, respectively. Moreover, while the "S" and
"MS" platforms are designed with an on-chip static memory, the "MD" and
"L" platforms implement also an off-chip dynamic memory whose access
time is an order of magnitude greater compared to the static one. This is
because microcontrollers designed to run a larger number of applications
have higher memory requirements, which implies off-chip memory to be
used. In these larger platforms, all the user code is stored on the off-chip
memory, while the privileged code (e.g., hypervisor, firmware, and the
entire tree) is hosted on a small on-chip static memory.

The results in Figure 4.9 show the worsening factor for execution time
when the trie-based relocation mechanism is enabled compared to execu-
tion times without relocation (yellow line) and with table-based reloca-
tion mechanisms (red line). The yellow line represents the baseline where
neither of the LPVM mechanisms is used while the red line represents
the table-based relocation overhead, which is always equal to 14% since,
as previously explained, it only depends on the lowering of the proces-
sor frequency. Due to the limited space, we decided to show only the
worsening factor, while the absolute temporal results are available in the
associated repository [139]. Furthermore, for each run, in order to retrieve
the WCET, we impose each memory access to walk the tree up to the last
level. Results show a clear decrease in the deterioration of the execution
time for platforms with off-chip dynamic memory ("MD": 11.1%-19.7%
and "L": 16.6%-29.8%) compared to platforms with static on-chip mem-
ory only ("S": 65.8%-94.3% and "MS": 113.3%-155.0%). Intuitively, this
is due to the pipelined nature of the processor; every time a memory
access is requested, the processor continues its execution and if there is
another memory request, the processor starts the tree walk in the RPM
while still waiting for the response to the previous request. This mecha-
nism intrinsically hides the tree overhead by causing, in these platforms,
a smaller degradation, comparable with the one caused by a table-based
approach and in some cases, when the memory accesses are less frequent
and closer in time, it is even slightly better in "MD" platforms with a
worsening lower than 13% (e.g., matrix1, recursion, rijndael_dec, ...). In
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Figure 4.9: Benchmarks normalized execution time. For each benchmark,
the GRT-based LPVM overhead is shown compared to the baseline and
the table-based LPVM overhead. All the values are normalized to the
baseline to provide a fair comparison between the benchmarks.
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view of this, and given the most critical degradation shown in the first
two platforms, we believe that a table-based approach is preferable for
small platforms with only static memory on-chip and a small number of
envisioned memory regions. On the other hand, the GRT-based approach
appears to be a reasonable solution for enabling memory virtualization in
medium to large microcontrollers. From a point of view of predictability,
it is important to highlight that given the absence of any swap mechanism
and TLB caches, the GRT-based solution implies a maximum latency to
the execution times of real-time applications that is easy to compute given
the maximum height of the tree. Moreover, the execution of less critical
applications can benefit from the sparse and incomplete nature of the tree
structure, resulting in better average performance.

4.4.4 Balancing Partitioning and Flexibility in Heteroge-
neous Systems

In modern heterogeneous architectures, static partitioning has emerged as
the most reliable method for maintaining real-time performance as dis-
cussed also in Section 3. This approach ensures that resources are strictly
allocated to specific tasks, thereby minimizing interference and preserving
temporal isolation. However, this comes with a significant limitation: re-
sources are preallocated at startup, restricting the ability to allocate them
based on real-time demands dynamically.

On the other hand, fully sharing resources across tasks and cores in-
troduces substantial challenges in predictability, as extensively discussed
in Section 3.3. The unpredictability associated with resource contention
can severely undermine the real-time guarantees required by critical ap-
plications.

Looking forward, we believe that with the advancement of hardware
mechanisms that provide finer control over resource allocation—such as
the LPVM mechanism introduced in Section 4.4, it will be possible to
achieve a more flexible approach. By leveraging these kinds of technologies
tailored for real-time applications, it may become feasible to dynamically
allocate resources at runtime while still maintaining the strict performance
and predictability requirements necessary for real-time systems. This bal-
ance between flexibility and reliability could represent the next evolution
in the management of heterogeneous architectures, enabling more efficient
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and adaptable systems without compromising on critical real-time perfor-
mance.

Before we move to the evaluation section, where the practical usability
of our proposed method in real-world nuclear fusion applications is as-
sessed, the next section introduces how the Omnivisor can be integrated
into cloud orchestration systems like Kubernetes. Specifically, the upcom-
ing section explores this integration in detail, demonstrating how parti-
tioning hypervisors can be seamlessly managed within such orchestration
environments using our proposed solution, RunPHI.

4.5 RunPHI framework for Omnivisor Orches-
tration

The Industry 4.0/5.0 vision relies on the replacement of hardware elements
with cloud-native components to simplify the development and manage-
ment of industrial applications and reach a sustainable, flexible, and re-
silient environment.

Traditional cloud-native applications use virtualization to simplify the
management of services and guarantee elasticity, flexibility, resiliency, and
cost-effective resource usage. Hence, cloud environments mainly use vir-
tualization technologies prioritizing consolidation over isolation, like OS-
level virtualization (i.e., containers) integrated with orchestrators (e.g.,
Kubernetes). However, cloud-native components running in containers
and VM [141] cannot yet guarantee low and predictable response times,
availability, and reliability required by industrial settings.

Conversely, the recent adoption of virtualization for industrial appli-
cations, as shown previously, is pushed by the need to achieve isolation
while consolidating systems to meet SWaP-C requirements [142, 143, 27].
Thus, simplicity is prioritized over features to cope with certification, e.g.,
ARINC-653, DO-178C, ISO 26262.

The Omnivisor model proposed in this dissertation is based on SPHs
which, as detailed in Section 2.3, are gaining the limelight in this perspec-
tive, nevertheless, they require a remarkable manual configuration effort
and are not supported by cloud orchestration tools modified to support
real-time and critical applications [144]. Hence, real-time critical appli-
cations cannot benefit from easy and automated management at a scale,
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which includes deployment, networking, scaling, and migration. The com-
plexity is exacerbated by the heterogeneity of nodes in industrial edge
settings, which may span from low-end multi-core embedded boards (even
with asymmetric cores, such as application and real-time processing units)
to fully-fledged server machines. Currently, such heterogeneity is seen as
an obstacle for cloud technologies, as the same application must be re-
compiled or rewritten for a different operating system or instruction set
architecture.

In this section, we aim instead to take advantage of industrial nodes’
heterogeneity by introducing the runPHI framework, as the convergence
between container orchestrators and Omnivisor. The framework works as
a glue between the orchestration functionalities and the isolation capability
of the Omnivisor.

The inherent node diversity allows for meeting stringent dependabil-
ity requirements. In particular, we introduce unprecedented orchestration
primitives to leverage diversity, namely Diverse Replication, Seamless Mi-
gration, and Diversified Rolling Update. For instance, a controller can be
replicated on a fully-fledged edge cloud server and on an embedded board
to avoid common mode failures through the diversity of the implementa-
tion and platform. If a replica fails, it could be migrated to yet another
different platform, seamlessly.

In addition to implementing the runPHI framework, this section pro-
poses a probabilistic model for managing real-time tasks running within
standard containers and those deployed on an Omnivisor across a cluster
of heterogeneous nodes. The model unifies the management of fault toler-
ance and timing unpredictability, and it can be used by the orchestration
system when applying our orchestration primitives to plan the deployment
of tasks implemented with diversity to meet the required dependability
level.

In summary, in what follows we introduce:

1. The RunpHI framework to integrate Omnivisor in orchestration sys-
tems.

2. A set of novel orchestration primitives that leverage hardware diver-
sity to improve reliability.

3. A probabilistic model that accounts for hardware diversity to drive
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orchestration decisions.

4.5.1 Advanced Orchestration Primitives for Mixed-Criticality
Systems

Containers are commonly defined as a standard way of packing appli-
cations together with their required libraries, forming a container im-
age [145]. Following this definition, a real-time application (e.g., a pe-
riodic POSIX thread) could be either compiled against Linux libraries
to become a Linux container or compiled against a library RTOS (e.g.,
Zephyr, NuttX), to be packed as a bare-metal VM.

Both containers and bare-metal VM can be managed by Cloud or-
chestrators with the same interface. Although the Open Container Ini-
tiative (OCI) specifies [146] how to divide a container image into layers
to reuse the layers containing libraries, an image containing only a single
executable file, such as a bare-metal VM is still compliant with the OCI
specification.

The availability of the same application as a container or a VM for
multiple platforms enables unseen orchestration primitives, particularly
relevant for industrial settings. Such primitives are defined as follows:

Diverse Replication: When an application should be replicated for
either redundancy (often dictated by safety-related standards) or scalabil-
ity reasons, this primitive allows generating replicas considering additional
constraints. The two main considered constraints are (i) criticality, indi-
cating the criticality of the replicas, and (ii) replication mode, indicating
how to configure the replicas, e.g., in Triple Modular Redundancy (TMR),
2-out-of-2 configuration using different networks. Given the number and
criticality of replicas, along with the replication mode, the primitive en-
ables easy deployment of diverse replicas by selecting the nodes to spawn
the containers and VMs to comply with the constraints. For example,
an orchestrator can spawn a Linux container plus two bare-metal VMs
across three different platforms for an application requiring three replicas.
Diversity is guaranteed thanks to the different images used.

Seamless Migration: This primitive allows the seamless migration of
containers nad VMs between potentially heterogeneous platforms while
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accounting for the isolation guarantees provided by the nodes. When
a migration is required (e.g., upon a node failure), the primitive allows
respawning an application onto a different platform with the same isola-
tion guarantees of the previous one. For example, the primitive transpar-
ently migrates a container from a Xenomai-based node (popular co-kernel
for real-time) to another real-time Linux-based one to achieve similar tim-
ing guarantees. If no node providing comparable isolation guarantees is
available, the primitive can select a node with lower guarantees to provide
a possibly degraded service. For instance, a complex controller runs on a
powerful Linux-based edge server to leverage large computing resources.
Upon a failure, the controller can be migrated as a bare-metal VM to a dif-
ferent platform to run a simpler implementation, which can only provide
minimal functionality or bring the system to a safe state

Diversified Rolling Update: Rolling updates gradually replace the
running application with updated ones, guaranteeing a minimum number
of running replicas to avoid downtime. In this regard, the primitive allows
performing a diversified rolling update, where the applications to update
for each round are selected according to the platform. The idea is to
always keep diverse containers and VMs running on different platforms
to prevent common mode failures due to regression faults affecting the
same platform. Thus, during the update, the primitive selects a number
of diverse (if possible) containers and VM to stop, starts their updated
version, and when the spawned containers are ready a new update round
starts.

4.5.2 RunPHI: Managing Mixed-Criticality Heterogeneous
Systems

In the proposed framework, as in standard orchestration systems, the user
defines the desired state for a cluster of nodes. The desired state includes
not only information about running containers and VMs, but also details
about their requirements in terms of isolation levels, physical resources,
real-time constraints, and other specific needs.

Each cluster node declares the maximum level of isolation that can
be provided. While Linux-based (both single and co-kernel architectures)
containers can guarantee isolation only to a certain extent [144], a node
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supporting Omnivisor can offer the maximum level of isolation available.

The orchestration system assigns each application to a node that can
host it, i.e., the node i) has an image of the container or VM available,
i1) provides an isolation level that matches the application’s requirements,
i17) has the necessary resources available.

RunPHI Image Building

To have an image available for a particular node, the building process
must integrate the creation of the images used for containers and VMs.

Provided that a POSIX-compliant application must be packaged to be
orchestrated, the same source code can be used to build both a standard
Linux container and bare-metal images. The image building process is
depicted in Figure 4.10.

ﬁ“} +libraries
_ :> HR |:’> % Executable ::}
% Compile file
% ! for Linux Linux image
\ POSIX-compliant A Babli‘:;r::st.al
app.code /——— W /) —
\_ Compile with % Binary runtime
libOS/RTOS infosmation Bare-metal
6}; images
platforms
descriptions

Figure 4.10: Image building workflow.

When building for Linux, the application is compiled using the appli-
cation toolchain, and then an image containing both the application and
its required libraries is created. The OCI specifies a standard for describ-
ing these images, which are divided into layers that can be shared and
reused by multiple containers. For example, the base layer of an image
might be an Ubuntu image, containing Ubuntu libraries. A second layer
includes the libraries required by the application, and a third layer con-
tains the application binary. When the application changes and a new
image is built, only the last layer needs to be modified and downloaded.
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When building for a bare-metal image, a POSIX-compliant RTOS or
1ibOS (e.g., Zephyr, VxWorks, NuttX) can be used to pack the applica-
tion and a minimal OS into a single bare-metal binary. In this context,
the POSIX-compliant libOS RTOS acts as a minimal bare-metal runtime
that abstracts hardware resources. The building process targets a specific
node/boards, and relies on the platform descriptor typically shipped with
the RTOS. During the building stage, in addition to producing bare-metal
binaries, the process outputs binary runtime information files. These files
contain the necessary information for the hypervisor to start a container
or a VM. For example, the binary runtime information file may include
the address space layout of the bare-metal binary, including the virtual
start address of the binary, as described in Section 4.5.2.

We evaluated other designs, such as compiling an application
to WebAssembly (WASM) code and running it on a minimal WASM run-
time. However, we found that support for real-time applications in WASM
is limited and immature at the time of writing. Additionally, the technol-
ogy readiness level of bare-metal WASM runtimes is still in its early stages.

RunPHI Image Execution

Here, we depict the node stack needed for implementing RunPHI images,
comparing it with the architecture of a Linux container stack (see Fig-
ure 4.11).

Standard Linux Container Stack. An orchestration agent present
on each node of the cluster interacts with the container manager through
the Container Runtime Interface (CRI) API. This interface exposes func-
tions to manage sandboxes (i.e., a group of application containers in an
isolated environment with resource constraints) and their respective con-
tainers. The container manager tracks the state and lifecycle of containers,
downloads or updates the container images, and manages virtual networks
for the containers. Specifically, the container manager selects a suitable
image version to download, according to the target OS and ISA. Next, the
container manager relies on a shim daemon (typically one per container)
to interact with the low-level container runtime and the container itself.
The shim layer abstracts low-level runtimes and it exists as long as the
controlled containers, and redirects the stdin, stdout, and stderr streams
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Figure 4.11: Linux container stack (on the left) vs. runPHI images stack
(on the right).

to a file. The shim daemon interacts with the low-level container runtime
through an API defined by the OCI standard, which mandates exposing
at least a minimal set of functions to create, start, kill, delete, and get
the status of a container. The low-level OCI runtime performs the system
calls to configure the required resources for the container. For example,
in the case of Linux containers, the low-level runtime performs system
calls to configure the cgroup and namespaces for the container, creates the
processes, and moves them into the container. Once a process runs in a
container, its access to hardware resources is regulated by the kernel.

RunPHI Image Stack. In the runPHI architecture, the container
manager is responsible for downloading images suitable for the specific
platform.

The core of our proposed framework [147] is a low-level OCI runtime,
responsible for creating, starting, killing, and deleting containers and bare-
metal VMs. Instead of relying on the containerization subsystem of the
kernel, runPHI configures a static partitioning hypervisor to create a sand-
box for the containers.

The framework extends the utilization of the Omnivisor (see Sec-
tion. 4) enabling the orchestration of images even for co-processor lack-
ing MMU such as the RPUs. Once the static partitioning through the
Omnivisor is configured and started, runPHI relies on custom daemons to
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create a bridge with the partitioned VMs. In particular, the daemons are
in charge of maintaining the status consistency and the communication
channels concerning the containers and the VMs. The current network
management in partitioning hypervisors lacks real-time guarantees. How-
ever, several approaches can enhance this aspect. Omne approach is to
use a broker to manage the network [112]. Another method involves us-
ing a board with multiple network interfaces partitioned and assigned to
different VMs [9]. Additionally, hardware support such as SR-IOV with
real-time capabilities can be used [148].

& runPHI )

| oci API (create, start, kil, delete, status, + optional) |

L

| OCI API to Hypervisor APl Mapping |

v v
& Config ™ Resource Partition
Generator —® Manger Management
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runtin?; Hypervisor-Specific Implementation

information

4

Figure 4.12: High-level architectural description of runPHI, highlighting
the interactions of the configuration generator and partition management.

In Figure 4.12, a high-level architectural description of runPHI inter-
nal is depicted. The topmost layer maintains compliance with the OCI
APIs. Below that, an intermediate layer addresses the semantic mismatch
between parameters and data structures belonging to containers and con-
cepts associated with VMs. The intermediate layer relies on the bottom
layer, which is hypervisor-specific. This hypervisor-specific layer contains
commands to manage the partition lifecycle. Most partitioning hyper-
visors, as well as Omnivisors, rely on a configuration file to specify the
resources assigned to a partition. Hence, a component that automatically
generates the configuration file is necessary. This component must adhere
to the indications of a resource manager, which tracks available resources

110



CHAPTER 4. THE OMNIVISOR: A UNIFIED APPROACH TO
VIRTUALIZING HETEROGENEOUS MPSOCS

on nodes over time. The output of the configuration generator is a file
containing all details for running partitioned VMs on the target platform.
To achieve this, it relies on the information provided in a binary runtime
information file shipped with the bare-metal image (see Figure 4.10) and
the container configuration. For instance, the image description contains
the virtual start address where the binary must be loaded in memory,
which is utilized to program the virtual-to-physical address translation
provided by the Omnivisor. If necessary, the configuration generator may
fill the gaps with predicted values for missing resources in the container
description, according to requests from the orchestration platforms and
the current usage of hardware.

4.5.3 Modeling Fault Tolerance and Timing Uncertainty in
Heterogeneous Systems

We here introduce a model to show how the orchestration of containers
and partitioned VMs can be considered in the system design. The main
idea is to create a general framework that unifies the management of fault-
tolerance and non-deterministic timing effects under a joint probabilistic
model.

Indeed, on the one hand, in a distributed edge system, nodes have
different hardware/software characteristics and hence timing guarantees.
Sometimes, precisely defining the WCET [149] is either barely impossible
or overly pessimistic. For example, a real-time Linux-based container
running on complex COTS hardware presents fewer timing guarantees
due to interferences than industrial machinery equipped with a minimal
real-time system.

On the other hand, simplistic assumptions are often used in fault tol-
erance techniques for real-time systems [150]. For example, assumptions
include a well-defined WCET, perfect error detection, guaranteed time be-
tween faults/failures, limited fault/error model, etc. For example, in [150],
the authors acknowledge that dealing with permanent failures different
from total system failure is complex because they also include fail-partial
and fail-slow behaviors.

The timing nondeterminism (due to complex hardware) and the fault
tolerance are generally addressed separately. With the proposed model, we
aim to deal with different node hardware/software determinism character-
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istics, schedulers, and fault tolerance techniques, with the same theoretic
framework. This enables a holistic view of the system, in which we only
care about a task WCRT. The WCRT hides the complexity of models and
assumptions local to a node, including failure behaviors, fault tolerance
techniques, and timing determinism.

To this aim, we use the probabilisticc WCET (pWCET [151, 152])
random variable, to model both the inherent hardware/software unpre-
dictability and the possible longer duration due to fault/failures handling
or fail-slow behaviors. In this sense, different errors like crashes, unex-
pected longer executions, livelocks, and deadlocks, are all modeled like a
tail in the pWCFET distribution.

We model our edge cloud environment as composed of a set of mi-
croservices I'Y deployed across the cluster, which provides functionalities
to clients. A microservice is a set A; of k task replicas 7; ; (with j € [1,k])
deployed across one or more nodes. Depending on the replication scheme,
the replicas can be either identical for load-balancing purposes, or diverse
for fault tolerance purposes.

Without a lack of generality, we assume a fixed-priority periodic task
model, but any other task model using pW C ET would work. A task is de-
fined as 7 = (pWéET, T, D,p), where pWCET is the vector of pW CET
defined for the cluster nodes that can host the task, T" is the period, D is
the relative deadline, and p the priority level. A task 7; is assigned to only
one cluster node. The pWCET depends on the hardware/software char-
acteristics of the node. In particular, the assurance provided by the node
in terms of resource isolation, defined as A = f(a, f,7) in [144, 153] deter-
mines the skewness of the pW CET'. In this sense, the pW CET accounts
for nondeterminism in hardware contention and resource interference, but
also fail-slow behavior, recovery blocks, and forward error recovery.

Multiple tasks 7, ..., 7% may be assigned to the same node, competing
for hardware resources and scheduled by the algorithms characterizing a
node. Thus, a stochastic response time analysis determines how, from
the task set on the node, a pWCRT (probabilistic WCRT [154]) can
be derived for each task. We leave undefined the response time analysis
formula used because it could be different for each node. In this sense,
the pW CRT accounts for the scheduling algorithms along with task re-
execution, dropping, degradation, etc. that may be implemented on the
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Figure 4.13: Example of combined WCRT. The fault-free execution has a
long tail due to interference caused by complex hardware. F1 and F2 are
two different faults that cause a fail-slow behavior. For example, F1 is a
fault affecting the task itself, while F2 is a fault affecting a higher priority
task affecting the preemption time. A single task re-execution may be
accounted for in the WCET, assuming a single transient fault. With a
single WCRT we can account for all of this weighted by its occurrence
probability.

node. An example is shown in Figure 4.13

A task fails if it is not able to respect its deadline (timing failure) or it
does not produce a correct output (including a wrong result, or omission
and crash failures). The failure probability of a task can thus be defined
as shown in (4.1), where “correct val.” means that the task produces an
output and the output is correct. Note that the event that a task does
not produce a correct output can be modeled as an infinite WCRT, lying
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in the pW CRT distribution.

P(Failure;,) = P(oWCRT,, > D,,) =
= P(pWCRT;, > D;,|7; correct val.)*P(7; correct val.)+ (4.1)

+P(—; correct val.).

A platform guaranteeing a high degree of isolation therefore has a lower
failure probability compared to a platform that prefers workload consoli-
dation to isolation.

The task replicas composing a microservice may present implementa-
tion diversity, and the nodes on which they are deployed may have dif-
ferent assurance levels. This translates to a deeply different pW CET,
and consequently pW CRT', distribution for each task replica. Thus, each
task 7;; € A; (with j € [0, &]) has its own P(Failure,, ;).

The failure probability of a microservice depends on the fault tolerance
scheme adopted. For example, assuming that the “at least one” scheme
is adopted (i.e., the request is sent to all the task replicas, and the first
response is used), the microservice fails to respond if all the task replicas
in A; fail to respond, as expressed in(4.2), which assumes independent
failures.

P(Failurey,) = [[ P(Failure,, ) =
JEILK]
= [[ P(eWCRT

i
JE[L,K]

b, (4.2)

We plan to extend the model to include applications represented by Direct
Acyclic Graph (DAG) of microservices and consider the graph response
time, similarly to [155].

Finally, integrating the Omnivisor into an orchestration system us-
ing runPHI significantly enhances flexibility and reduces the amount of
hardware needed to achieve the same level of system reliability by opti-
mizing how tasks are distributed across available nodes. As a result, fewer
physical machines are required, lowering costs and improving scalability
without sacrificing system performance or reliability.
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Evaluation of Nuclear
Fusion Scenarios

UCLEAR fusion is considered one of the most promising clean energy
N sources for the coming century, with the ITER tokamak reactor
(iter.org) set to become the first fusion device to achieve net-positive en-
ergy output. As the global demand for sustainable, low-carbon electricity
grows, nuclear fusion stands out as a leading technology to address this
need [156].

In a tokamak (see Figure 5.1), plasma is confined using magnetic fields
generated by electric currents flowing through an array of external coils.
These currents are managed by the Plasma Control System (PCS) [157], a
complex multi-input-multi-output control system. The PCS is composed
of several sub-components, each tasked with controlling a specific plasma
characteristic, with varying demands in terms of reliability, latency, and
computational resources.

Vertical Stabilization. One of the essential problems to be tackled in
a tokamak reactor is control of vertically unstable plasma in order to pre-
vent it from collapsing on the reactor wall, as such an event may seriously
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Figure 5.1: Simplified scheme of a tokamak fusion device.

damage the plant. Therefore, plasma must be controlled very precisely
and any misbehavior must therefore be properly addressed [158]. Any ex-
isting solutions for the VS problem strongly depend on the value of the
plasma growth rate -y, i.e. the value of the unstable eigenvalue associ-
ated in the plasma linearized model to the vertical instability. Adaptive
control of vertical instabilities is not easily obtainable since the real-time
estimation of + is a computationally demanding task compared to the
time scale in which the Vertical Stabilization (VS) should react. There-
fore, the most used solution to vertical instabilities relies on model-based
controllers such as the one presented in [159]. However, nowadays com-
putational capability leads the way also to data-driven approaches, such
as control based on Extremum Seeking [160] and on Reinforcement Learn-
ing [161][162] which are supposed to be tested and integrated in the near
future. Clearly, such controllers suffer of higher grade of unpredictability
compared to traditional model-based controllers also due to the use of
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accelerators such as the GPUs and FPGA. To run and test these newly
proposed approaches together with the traditional ones for safety reasons
can be a good compromise between performance and predictability, and
the virtualization technique proposed in this thesis can help achieve such
a compromise by strongly isolating the applications on the same platform.

The ITER project plans to deploy MPSoCs [21] as near as possible to
the machine as part of the computing infrastructure to execute multiple
control loops such as the VS for vertical instability and signal process-
ing algorithms—each with distinct sampling rates and reliability require-
ments—on the same system [78]. This makes ITER’s magnetic control
system a prime candidate for a Mixed-Criticality System (MCS) solution.
Three key use cases that can be addressed with the proposed Omnivisor
solution are:

« [UC1] Real-Time Co-located Monitoring: The Omnivisor ar-
chitecture enables real-time sensor data monitoring alongside the
control of the physical system. This enables timely detection of
anomalous behaviors, enabling the system to transition to a fail-safe
state if necessary.

o [UC2] Co-running Controller Versions: As an experimental fa-
cility, one of ITER’s missions is to test advanced control schemes,
such as reinforcement learning-based controllers. The Omnivisor al-
lows complex control applications using accelerators and co-processors
to run side-by-side with basic control loops for safety-critical func-
tions.

» [UC3|Flexible Deployment: The Omnivisor, combined with the
runPHI framework, simplifies the deployment of applications across
the system. This is particularly crucial for ITER, as once the hard-
ware is installed near the reactor, physical access will be challenging.
Additionally, the framework facilitates application migration and up-
date, leveraging unused system resources for utility applications.

The platform utilized for the evaluation phase is the ZCU already
presented in Section 3.2.2 which is also used in ITER project.

This chapter evaluates the nuclear fusion control system scenarios out-
lined in [UC1], [UC2], and [UC3], presenting an experimental evalua-
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tion of architectural solutions based on the Omnivisor model, with a fo-
cus on deploying the Vertical Stabilization control algorithm. Section 5.1
introduces an evaluation of the model-based development process pre-
sented in Section 3.4 that unifies real-time control and monitoring soft-
ware on a single platform [UC1]. By utilizing formal notation for the
design and deployment of MPSoCs, this approach allows developers to
effectively leverage embedded hypervisors for monitoring real-time appli-
cations while ensuring system predictability through hardware resource
isolation. The model is applied to the ITER control system to evaluate
the benefits and challenges of integrating anomaly detection monitoring
alongside the control algorithm. Additionally, the Section 5.2 provides a
thorough evaluation of key Omnivisor mechanisms, such as remote VM
spawning and RPUGuard communication protocols. These mechanisms
are tested using the Vertical Stabilization control algorithm, operating
within a closed-loop configuration with an emulated plasma model. The
objective is to demonstrate the feasibility of running isolated applications
on the same platform, even when utilizing co-processors and accelerators
in modern heterogeneous MPSoCs [UC2]. Finally, in Section 5.2 we also
illustrate how safety-critical applications can be seamlessly integrated into
a criticality-aware orchestration system, showcasing the robustness and
flexibility of the proposed solution [UC3].

5.1 Model-Based Fog Monitoring Evaluation in
Nuclear Fusion

In this section, we present and evaluate the MCS model presented in Sec-
tion 3.4 in a nuclear fusion scenario that requires monitoring its application-
level behavior while guaranteeing system predictability. We have con-
sidered developing prototypes of the system according to the traditional
system development process.

The goals of the evaluation are:

e Showing a practical application of the model-based MCS deployment
model introduced in Section 3.4;

e Showing that different architectural choices impact the predictability
of the real-time scenario described in [UC1] differently.
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5.1.1 System Description and Specification.

In this work, we are interested in monitoring the plasma during the appli-
cation of the VS control algorithm. Specifically, we consider a real-time
task executing a control strategy based on Extremum Seeking (ES) to
vertically stabilize the plasma [10]. This experiment directly relates to
[UC1], where real-time monitoring applications are deployed alongside
critical controllers, ensuring that the real-time behavior of the system is
not compromised.

Although procedures for the assessment of the PCS performance re-
quirements are envisaged [163, 164], no standards apply to specific safety-
critical metrics for real-time control tasks when designing the PCS. How-
ever, there is significant interest in high-frequency and fine-grained mon-
itoring of real-time control systems for performance, predictability, and
safety to provide countermeasures in due time to address run-time anoma-
lies. This is shown by the intensive exception management study being
conducted in fusion projects such as ITER [165] and JET [166, 167], and
by other works dealing with the monitoring of hard real-time control algo-
rithms for performance guarantees [168, 34|, or with disruption prediction
systems [169, 170].

Regarding VS, this algorithm ensures that the plasma column is kept
around a given equilibrium, i.e. the vertical position of the plasma cur-
rent centroid is bounded in a given range during operation. Moreover,
other state variables, mostly involving currents flowing throughout the
plasma and actuator circuits, must follow patterns that lead to correct
steady-state behavior. Figure 5.2 shows the typical response of the con-
trolled system to a sudden disturbance, modeled as downward Vertical
Displacement Event (VDE)s [120]; in particular, the time traces of the
vertical position of the plasma centroid Z. and of the plasma current I,
are shown. When VDEs exceed a given threshold, the plant may enter an
operation regime that may lead to a plasma disruption, which, in turn,
makes Z. and I, exceed normal bounds, seriously damaging the plant.
Hence, prompt identification of a potentially dangerous regime should be
put in place, to trigger the proper mitigation policies. This is shown in
Figure 5.3, which depicts anomalous Z. and I, dynamics due to VDEs
exceeding safety thresholds.

The set of all normal dynamics characterizes the system’s normal be-

119



5.1. MODEL-BASED FOG MONITORING EVALUATION IN
NUCLEAR FUSION

1e7

1e7
e
L3000 L3000 w |
., Laa7s /_ ., Laa7s
T T 1

2 14350 a 14330

14925 4 - Min bound 14925 4 - Min bound
— Max bound — Max bound

1.4300 1.4300
058 058 A ive
054 054
gom gom
< sz = 2 g5z T
N N
8519 — win bound 9519 — win bound
0.50 — Max bound .50 — Max bound
o 2000 4000 6000 BooO 10000 12000 14000 o 2000 4000 6000 BOOD 10000 12000 14000
sample sample

Figure 5.2: Normal behavior of the Figure 5.3: Anomalous behavior of
plasma current Ip and vertical ~ the plasma current Ip and vertical
position of the plasma centroid Ze. position of the plasma centroid Zec.

havior to be used when comparing it to runtime behavior under unknown
(possibly anomalous) conditions.

As Figures. 5.2 and 5.3 outline, application-level behavior is monitored
through time series. This requires modeling normal behavior and checking
the system at runtime for such behavior through data-driven anomaly
detection for time series, of which we surveyed possible options from the
literature.

Recovery actions are uniquely prescribed for each of the experimental
designs in operation (e.g. ITER and JET [165, 166, 167]). In any case, the
main concern for these projects is forcing the fail-safe behavior of the plant
to prevent catastrophic consequences. As a result, the detection must
happen within a time interval that depends on both the specific tokamak
and the plasma configuration. This is to ensure that all safety shutdown
processes are carried out on time so as to avoid any contact between the
hot plasma and the blankets, i.e., the tokamak’s walls. Indeed, a sudden
shutdown can lead to faulty machine parts that are too costly and difficult
to repair. However, it is worth noting that the exact procedures for plasma
cooling during a fault have not yet been established for the experiments
on ITER.

In order to check whether the requirements coming from fusion needs
are met, such as timely application of control inputs, isolation of safety-
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critical tasks from others, and fault tolerance to runtime errors and fail-
ures, there are several metrics that can be evaluated. Among these, there
are:

o WCET,, the Worst Case Execution Time (WCET) of tasks;
o ACET;, the Average Case Execution Time (ACET) of tasks;
o BCET;, the Best Case Execution Time (BCET) of tasks;

o TL,, the Tail Latency (TL) of tasks, which is the 99th percentile of
the execution time of tasks;

o std,, the Standard Deviation (std) of tasks.

Due to the iterative nature of the system development process, it is
worth noting that requirements can be refined incrementally. In fact, as
the design space is explored and prototypes are developed, there may
be failures that developers may initially not consider, such as crashes of
critical tasks involved in, e.g., the execution of the ES algorithm during VS,
application-level data sampling, or the application of recovery actions in
response to anomalies. In the iteration we are considering, the concern
is about the evaluation of the predictability of tasks in absence of other
failures. Specifically, as outlined in [UC1], this scenario demonstrates the
feasibility of deploying high-frequency monitoring tasks without affecting
the critical VS control algorithm.

5.1.2 System Architecture Design.

In order to comply with the requirements that were identified in the pre-
vious step, our system must have a real-time control task C', the ITER
industrial plant C' must control, and a set of local CPUs (CPU; ) 1) that
C runs on.

Additionally, we may consider:

o A set of general-purpose tasks G = {Gj;,i € {1,...,n}}, a real-time
recovery task R, and two monitoring tasks M = {DS, AD}, in which
DS concerns application-level data sampling and AD runs anomaly
detection on sampled data
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o A set of remote CPUs (CPU;_4 r)

e A data repository to collect the nominal behavior of the ITER in-
dustrial plant

o A set of communication channels (CTy_).

The design of the system can be driven using a plethora of models that
refer to several of its different views. These models may guide designers
in choosing deployments that aim to optimize a given goal function.

Taking into account the goal of evaluating changes in the system’s pre-
dictability due to different deployment scenarios, we model architectural
scenarios ASy, AS1, and ASs by applying the AS M AP function of the
proposed MCS deployment model (Section.3.4).

We extend each architectural scenario with a general-purpose task G
deployed on ENVp, which generates network disturbance by communi-
cating with the Internet through a network socket. This is because a
substantial amount of raw data are collected by sensors during the ex-
periments and must be transferred to storage sources for later analysis to
further assess the behavior of the plasma. Additionally, general-purpose,
signal-processing tasks, which may send data to outbound servers for addi-
tional and non-urgent analysis in distributed scenarios, may use the same
data collected during real-time control as well. Therefore, it is worthwhile
deploying such tasks in the local environment. This leads to the d counter-
parts of the aforementioned architectural scenarios (AS; 4,z = {0,1,2}),
where there is the task G deployed on one of the VMs of ENV.. We
collect local and remote VMs and CPU pools, their corresponding DMs
and scheduling, and the resulting quadruplets in Tables 5.1 and 5.2.

For the sake of clarity, we depict one of the architectural scenarios
(AS2) in Figure 5.4, though it is worth noting the opportunity to for-
malize the scenario through a well-defined mathematical language makes
graphical representations superfluous, eliminating ambiguity and reducing
the time required to describe several different scenarios.

The metrics previously mentioned can now be specialized for the C
and DS tasks of our design:

e« WCFETy, BCETq, ACETq, TLe, and stdc;
e WCFETps, BCETps, ACETpg, TLpg, and stdpg.
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Table 5.1: Local and remote VMs, CPU pools, DMs, and scheduling
schemes of the designed architectural scenario.

Local environments
VM, Py DMy, SSpm
AS, 1,L:{C} ,L: U CPUy | 1,L: (VMg Prr) DM, . : (-, FPS)
i=1...p
1,L2 {C} . : 1,LI (V]‘/Il,L7P1,L) DAI],L : (RTDSFPS)
ASo.a 2,L:{G} 1LL: —Tp CPU. L 2,L:(VMyy,Pr1) | DMy : (RTDS, FPS)
AS; 1,L:{C,R}Y |1,L: CPU;y | 1,L: (V,My 1, Pr1) DM, . : (-, FPS)
i=1...p
IL{C,R} . : 1,LI (VAII,L,PI,L) DAI],L : (RTDSFPS)
AS14 2,L:{G} 1LL: —Tp CPU. L 2,L:(VMyy,Pr1) | DMy : (RTDS, FPS)
1,L:{C,R} . v 1,L: (VM ,P.) | DMy : (RTDS, FPS)
AS2 2,L:{DS, AD} LL: izl'.pCPU”L 2,L:(VMyy,Pr1) | DMy : (RTDS, FPS)
1,L:{C,R} 1,L: (VMy,Pi) | DMy : (RTDS,FPS)
ASsq4 | 2,L:{DS,AD} | 1,L: CPU;y | 2,L: (VMsy,P1) | DMy : (RTDS,FPS)
3,L:{G} =l.p 3,L:(VMsy,Pr1) | DMsy : (RTDS, FPS)
Remote environments
VMg Pr DMpg SSpm
ASy ] ] 0 U]
ASo.q 0 0 0 0
ASl 1,R{DSAD} 17R2 CPULL lsR:(ij\/Il,R)Pl,R) D]\f])R:(—,FPS)
i=1...q
AS, 4| 1,R:{DS,AD} | 1,R: CPU,r | 1,R: (V,Myp, PLR) DM, g : (-, FPS)
i=1...q
AS, 0 0 0 U]
ASs 4 0 0 0 0

Table 5.2: The deployment quadruplets of the designed architectural sce-

narios.
Deployment quadruplets
ENVy, ENVg SS CS
ASyp {DM, 1} 0 {SSpn,..} ]
ASoa {DM, 1, DMy} 0 {SSpm, .- SSDM, . } 0
ASy {DA"[LL} {DM r} {SSDMLL-,SSDAILR} {Socket, VJWI,L-,VAILR}
ASl,d {D]\JLL.,DAJQ_'L} {D]\JLR} {SSDMLUSSD}WLR} {SOCkCt, V]\/fl‘L,VJMLR}
AS,y {DM, ,DM, 1} ] {SSDAVILL-,SSDMQV,_} {SHM,V M ,VM}
ASsq | {DM, 1,,DM>s 1, DMs 1} ] {SSpm, 1, SSpM, 1, SSDMy L} | {SHM, VM, 1,V Moy}

As mentioned, these metrics drive the evaluation of the predictability of
the prototypes deployed according to ASy, ASp 4, AS1, AS14, AS2, and

ASs 4.

It is worth noting that access policies to shared memory are strictly
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dependent on the specific protocol chosen by the designer. Since this is
out of the scope of this work, we decided to use a simple asynchronous
protocol, which we briefly describe in the following.

The C task asynchronously sends data to the DS task within each
of its execution periods. In turn, the DS task reads the newest data
sent by C from the communication channel. The most important factor
is to receive the newest data possible, even if it could imply the loss of
some samples. For the same reason, we decided to use the User Datagram
Protocol (UDP) protocol in the scenario where network sockets are used as
a communication technique. Conversely, suppose two or more applications
communicate synchronously. In that case, this may result in temporal
variations, which should be appropriately handled by the communicating
tasks, regardless of the communication channel they send/receive data
to/from.

Finally, anomaly detection, performed by task AD and based on pro-
cess mining, allows characterizing the nominal behavior as locally-stored
patterns and comparing new time series with such behavior at runtime [171].
However, please note that the goal of our experimentation is not evaluating
the predictability of process mining algorithms, which is an open challenge
on its own. Rather, in the following, we evaluate the ability of each archi-
tectural scenario to isolate the non-deterministic nature of AD. In light
of this, we do not consider any metric for AD in our experimentation.

5.1.3 Prototype Development.

The prototype for each of the designed architectural scenarios employs
a ZCU104 (described in Section. 2.2) as the node where ENV7, is deployed,
whereas a workstation with an Intel(R) Core(TM) i7-4790 CPU, 16Gb
RAM, and 512Gb HDD is used for EN Vg deployment. When virtualized,
ENVp is managed by the Xen hypervisor.

In order to generate normal and anomalous system dynamics, we used
an ITER nuclear plant simulator that allows injecting VDEs. During
the offline phase, VDEs are injected within normal ranges, allowing the
storage of normative patterns as the ES algorithm runs and controls the
plant to its equilibrium. These normative patterns are used during online
monitoring and as the simulator runs together with the C' task running
the ES algorithm; throughout online monitoring, the nuclear plant is in-
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Figure 5.4: The ASs architectural scenario.

jected both with normal and anomalous VDEs, so as the D.S task collects
samples from the C' task, checking whether there are anomalies or not.

In each experiment, we have performed 50 runs per architectural sce-
nario, where, for each run, the C task is a periodic task with period 1000us
and acquires, for each task instance, a sample from the ITER nuclear plant
simulator while it runs under unknown conditions. Each sample is a vector
of 5 floating point values, including the previously cited I, and Z, state
variables.

In ASy, these samples are not sent to any other task, whereas in AS;
and ASs they are sent to the DS task through a network socket and shared
memory, respectively.

Once 2000 samples are collected by DS, the AD task executes and
classifies the behavior according to the normal patterns that were charac-
terized during the offline phase. For each run, a total of 60000 samples are

collected from the simulated plant, thus there are 60000 execution times
collected from both the C and DS tasks.
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Table 5.3: Metrics per scenario related to tasks C' and DS (N/A: Not
Applicable).

WCET,(pus) | ACET:(us) | BCET-(us) | TL-(us) std,(ps)

ASo C :14.00 C :13.07 C :11.00 C :14.00 C:0.90
DS : N/A DS : N/A DS:N/A | DS:NJ/A | DS:N/A

ASo 4 C :15.00 C:13.41 C :11.00 C :15.00 C:091
’ DS : N/A DS : N/A DS:N/A | DS:N/A | DS:N/A
AS, C :43.00 C :41.87 C :11.00 C :43.00 C:097
DS :14.00 DS :3.94 DS :1.00 DS :13.00 | DS :3.27

ASy 4 C :69.00 C :45.29 C :12.00 C :67.00 C:4.12
’ DS :33.00 DS :6.24 DS :1.00 DS :27.00 | DS:6.31
ASs C :15.00 C :13.09 C :10.00 C :14.00 C:0.88
DS :3.00 DS :1.38 DS :1.00 DS :3.00 DS :0.59

ASay C :20.00 C :15.01 C :11.00 C :19.00 C:1.85
’ DS :15.00 DS :4.28 DS :1.00 DS :14.00 | DS :3.28

Table 5.3 collects the metrics per scenario. These are computed glob-
ally, which means all execution times from all runs are considered at once
and all metrics are computed accordingly. For instance, in order to com-
pute WCET¢ for scenario ASy, execution times from all 50 runs are col-
lected and the maximum is computed.

In Figure 5.5 the metrics per scenario are visualized as histograms to

highlight how the distributions of execution times of tasks C' and D.S shift
from one setup to another.

Figs. 5.6a and 5.6b show violin plots of tasks C and DS per scenario
in order to provide another view of the results with a greater focus on the
variability of the data across scenarios.

The results presented show that each architectural scenario impacts the
predictability of the system differently. As shown in Figs.5.5 and in Fig-
ure 5.6, the execution times are generally higher when data between C and
DS are sent across the network (AS7). Furthermore, network disturbance
impacts the predictability of the MCS slightly more when deploying net-
work sockets for inter-VM communication (AS7) than hypervisor-managed
shared memory (AS3).

Firstly, the observed WCETc and ACET¢ in each scenario AS; and
ASs (see Figure 5.5a) suggests that hypervisor-based shared memory (ASs2)
should lead to execution times that are considerably closer to the non-
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Figure 5.5: Density function plots of execution times of tasks C' (a), (c)
and DS (b), (d), per scenario.

virtualized baseline (ASp). In fact, compared to the baseline, shared
memory only worsens WCET¢o and ACET¢ by 7.14% and 0.15% (AS3),
whereas network sockets worsen WCETo and ACET¢ by 207.14% and
220.35% (ASh).

Secondly, as Table 5.3 highlights, there are W C ET¢ shifts when adding
network disturbance to all architectural scenarios (see Figs. 5.5a and 5.5¢).
Specifically, network disturbance make WC ETo worse by 7.14%, 60.46%,
and 33.33% in architectural scenarios ASy, AS; and ASs, respectively.
Similarly, network disturbance makes stdc worse by 1.11%, 324.74%, and
110.22%.

Furthermore, by directly comparing scenarios AS; and AS, under net-
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Figure 5.6: Violin plots of execution times of tasks C' (a) and DS (b), per
scenario.

work disturbance we can notice an increase in time variability when net-
work sockets are used. In fact, the value of stde from scenario ASs to AST
worsens by 122.7%. Clearly, such worsening is due to the interference of
tasks when accessing shared network resources.

It is worth noting that, as Figs.5.5b and 5.5d show, also execution times
of DS, both with and without network disturbance, show less variability
when deployed as a VM on the same board where C is running (AS>)
compared to the scenario where these two tasks communicate over the
Internet through network sockets (AS7). Specifically, in case of network
disturbance, the value of stdpg in AS; is 92.37% higher than the one in
ASs.

Although shared memory is the best option with respect to reduc-
ing WCET and std worsening of tasks, virtualization still causes a slight
variation in execution times in case of network disturbance, regardless of
the deployed communication channel between C' and DS. This is because,
despite resource partitioning and deployment of real-time schedulers, there
still is interference caused by both context switches between VMs and in-
terrupt handling.

Despite hardware support for virtualization speeds up the process due
both to the presence of a hypervisor-dedicated execution mode, such as
the ARM Exeption Level (EL)3, and a set of additional registers, context
switches still lead to non-negligible delay.

Furthermore, each time a device sends an interrupt, as the network
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device deployed in our experiment does, the hypervisor intercepts it to
determine which VM has to serve it. This behavior causes a delay to
the running VM. Though modern hardware interrupt managers are ex-
tended to support virtualization allowing direct access to VMs when possi-
ble; The ARM Generic Interrupt Controller (GIC)v4, currently, is limited
to Message Signaled Interrupt (MSI)s and IPIs and does not avoid trig-
gering the hypervisor.

Therefore, in spite of the problems we have outlined, and given the
experimental results, we believe that virtualization is a good choice to
implement high-frequency co-located monitoring of control algorithms via
shared memory [UC1], as non-virtualized communication via network
sockets not only impacts the predictability of the system more, it also
makes performance worse due to use of the software network stack and
the more intensive use of the I/0.

5.2 Omnivisor Experimental Validation

In this section, we provide an evaluation of the Omnivisor model and
implementation both with standard benchmarks and in Nuclear Fusion
scenarios. The reference implementation, along with a set of scripts to
reproduce the basic experiments, is openly available as open-source soft-
ware [172]. The platform under test is the ZCU described in Section 2.2.
The evaluation aims to address the following questions:

o Is the boot time of a VM on a remote core comparable to that on main
cores? If so, is it possible to flexibly and dynamically reconfigure the
system within a reasonable time?

o What degree of spatio-temporal isolation does the Omnivisor guar-
antee for VMs on main and remote cores?

e Can the Ominvisor be a turnkey solution to achieve controlled degra-
dation?

e Can the Ominvisor guarantee the isolation in a real scenario where a
high-frequency vertical stabilization controller runs alongside strong
disturbance running on processors, co-processors, and accelerators?
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It’s important to note that the additional functionalities introduced in
our Omnivisor, as described in Section 4.2.2, are only invoked during the
startup of newly created VMs, not at runtime. Therefore, the overhead of
Omnivisor is consistent with prior findings on Jailhouse [55].

5.2.1 Boot Time Performance Assessment

This section shows that booting a VM on a remote core using Omnivisor is
comparable in time to booting a VM via Jailhouse on a main core. Thus,
with Omnivisor, users can deploy VMs on either main or remote cores
with negligible differences in boot times, enabling flexibility for scenarios
like real-time migration [173], reboot after failure [174], system rejuvena-
tion [175] and Over-The-Air (OTA) updates [176, 177].

Figure 5.7 shows the boot times obtained by deploying a VM on RPU
and RISC-V soft-core, using the Omnivisor, compared to the boot time
on APU using vanilla Jailhouse. In each case, the binary contains the
identical bare-metal application. However, running the application on
the APU with the Jailhouse hypervisor necessitates linking a tiny ’inmates’
library for initialization whose overhead is negligible during boot times.
To obtain the boot time values, the root-cell acquires the initial value from
a global platform timer just before initiating the new cell (Create). The
same timer is used to measure the length of the load sequence (Create
+ Load). Finally, the newly started cell captures the third timer sample
(Create + Load + Start), representing the boot time, and records it in a
shared memory page. The described process has been repeated 100 times
for ten different VM image sizes, specifically from 1 to 90 megabytes. It
is possible to observe in Figure 5.7 in more detail the three phases that
comprise the boot times: create (blue line), load (orange line), and start
(green line).

We first compare the boot times of a cell on APU and RPU. The
results exhibit significant similarity, indicating that starting a VM on a
microcontroller-level CPU does not result in performance losses. On the
contrary, the RPU boot shows a slight speed advantage during the config-
uration phase. This difference arises because the APU needs to reorganize
the page tables for the new cell, while the RPU does not use page tables.
However, the final boot time is quite similar, partially due to the lower
frequency of the RPU (600MHz) compared to the APU (1.5GHz), leading

130



CHAPTER 5. EVALUATION OF NUCLEAR FUSION SCENARIOS

500 Boot Time APU {Hypervisor) Boot Time RPU {Omnivisor) Boot Time RISCV {Omnivisor)

400 ~@— Create + Load + Start
P Create + Load J—

)
_E_ 300 Create o =
o =

£ 200 - L ™= . Dame
= —

100 — . =

0 = £ ¥ "~ P - 1 - =0 - mn
1 10 20 30 40 50 60 70 BO 90 1 10 20 30 40 50 60 70 80 90 I 10 20 30 40 50 60 70 8O 90

VM Image Size (MB)
Figure 5.7: Comparison of boot times across heterogeneous processors in
the ZCU Platform

to the longer RPU wake-up procedure that involves both the PSCI and
the PMU, as detailed in Section 4.2.3. The results for the RISC-V soft-core
exhibit similar creation and loading times as the RPU, as there is no ne-
cessity for configuring the page tables in either case. Nonetheless, the boot
time is notably faster. Despite the soft-core lower frequency (100Mhz), the
boot time disparity arises because the soft-core is always powered on in
the FPGA. Removing it from its reset mode via the FPGA’s configuration
port is a fast operation compared to the RPU boot procedure.

In the ITER project, a fusion experiment enforces multiple stages of
the plasma: ramp-up, flattop, and ramp-down [119]. Each stage requires
different controllers to effectively manage the plasma. Leveraging the Om-
nivisor ensures flexibility in dynamically reconfiguring these controllers,
deployed as VMs on the board, by rebooting them on main or remote
cores.

5.2.2 Omnivisor’s Isolation Capability

To demonstrate the Omnivisor isolation capabilities we initially highlight
the vulnerabilities that arise when executing unprotected code across vari-
ous cores within an MPSoC. Subsequently, we activate the Omnivisor with
solely spatial protection mechanisms. Finally, we show the effectiveness of
the full-fledged Omnivsior by enabling also temporal isolation. This test
setup is representative of [UC2], where the ability to deploy and isolate
multiple versions of safety-critical controllers on the same platform aids
in testing and redundancy.

Experiment Setup. Figure 5.8b (left) depicts our experimental setup:
we run a VM under test both on RPU-0 and RISC-V soft-core, while other
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managers, such as the APUs, the other RPU (RPU-1), and the FPGA,
create interference by accessing the memory area owned by the VMs under
test. The deployed application is the same on both remote cores. It in-
volves a simple periodic task that reads an array from memory, calculates
the sum of its values, and then writes the result back into memory at a dif-
ferent location. The only difference is that, due to the frequency difference
between the soft-core (100Mhz) and the RPU (600Mhz), the matrix used
in the soft-core application is smaller than that used in the RPU applica-
tion to ensure comparable results in terms of execution time. The RPUs
are configured with disabled caches and operate in split mode, where RPU-
0 operates independently from RPU-1. The RISC-V soft-core is deployed
on FPGA without any cache. Since the experiments are the same for
both VMs under test, we will generally refer to both cores as 'rCPU" for
simplicity.

To assess the isolation capability of the Omnivisor against the vanilla
Jailhouse hypervisor, we augment the Jailhouse hypervisor with minimal
code necessary to execute applications on remote cores, a functionality not
available by default. This enables us to compare the isolation achieved
using Jailhouse alone with those obtained using an Omnivisor.

Employing a traditional hypervisor, as illustrated in Table 5.8a, will
cause applications running on remote cores (RPU, RISC-V) to experience
failures when other managers access their memory (e.g., RPU1 and FPGA
). Conversely, when the Omnivisor extension is enabled, we expect these
applications to continue functioning without failures.

Spatial Isolation Evaluation. The results in Figure 5.9 show that
without explicitly programming the isolation layer, a manager can break
both spatial and temporal isolation of VMs. In the test, the VM under
test starts on one rCPU and, after two seconds of execution, an interfering
application starts on one of the other managers. We repeat the test using
Jailhouse vanilla (no protection mechanisms) and using the Omnivisor
extension first with only spatial isolation and then the full-fledged version
with temporal isolation too.

The interference application deployed on the APU is the well-known
IsolBench bandwidth benchmark [178] from the RT-Bench framework [179].
The test is launched on three APU cores out of four and it reaches a uti-
lization factor close to 1 on each processor. The free core is used to launch
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Figure 5.8: Expected fault outcomes (top) and experimental configuration
(bottom) of VMs running on rCPU subjected to interference from various
sources (APU, RPU-1, FPGA): a comparative analysis between traditional
Hypervisor and Omnivisor.

the scripts, start the tests, and save the results. On RPU-1, we deploy a
synthetic bare-metal application mirroring the bandwidth benchmark be-
havior. Finally, in the FPGA, we deploy two instances of the AXI traffic
generator IP from Xilinx [180].

We can observe the results when the RPU-1, FPGA, and APU man-
agers are the source of interference in Figs. 5.9a, 5.9b, and 5.9c respec-
tively. The lower bars represent the execution state of the VM, where
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green indicates that the application is running, while red denotes that the
application has failed. We can observe that, without the Omnivisor, all
managers can break the spatial containment of the cell, causing the virtual
machine to fail except when the APU is the source of interference (5.8a).
This is because the Jailhouse hypervisor already uses the MMU to protect
the memory areas of the VMs. Since the APU is the only manager that
accesses memory using the MMU, it is also the only one for which spatial
permissions are enforced with traditional hypervisors. Notably, the access
of the cell running on the APU to the memory belonging to a different
cell causes the APU-bound VM to be shut down by the hypervisor while
the latter continues undisturbed. That is the reason why, in Figure 5.9c,
the execution time of the VM under test is not impacted when the vanilla
hypervisor is deployed.

To run this evaluation, we have integrated the code to run VMs on
remote cores in Jailhouse. Without this upgrade, launching an application
on remote cores at run-time is possible with the remoteproc driver [181].
In that case, since the hypervisor has no vision of the memory used by
the RPU, it would not offer any form of isolation, leading to a fallback in
the same failing scenario, even when the APU is the source of traffic.

In real-world scenarios, like the ITER project, diverse applications, of-
ten developed by separate groups, introduce the potential for bugs that can
adversely affect other components. For instance, as described in [UC2],
a control application running on the RPUs might inadvertently overwrite
memory used by APUs for a second safer control algorithm, resulting in
the possible loss of control during expensive experiments. Thus, the con-
tainment level provided by the Omnivisor emerges as a crucial feature,
mitigating the risk of system failures caused by the malfunction of indi-
vidual applications and facilitating seamless integration.

Temporal Isolation Evaluation. Figure 5.9d illustrates the tempo-
ral behavior of the periodic task running on the rCPU when all other
managers access the memory. Every four seconds, a new manager is ac-
tivated and starts creating contention over the memory communication
channels. From the result, it is clear that hardware mechanisms such
as MMU, SMMU, and XMPUs/XPPUs can provide spatial isolation be-
tween VMs but cannot guarantee temporal isolation and, therefore, cannot
ensure real-time performance. This is intuitively due to the resources that
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Figure 5.9: Execution time slowdown of simple periodic task running in a
VM over both RPU-0 and RISC-V soft-core. The behavior of the appli-
cations under different sources of interference is shown first when using a
plain jailhouse, then a partial Omnivisor implementation only with spatial
isolation mechanisms enabled, and finally the full Omnivisor implementa-

tion.

are still shared on board, such as the bus and the memory controller.
Therefore, temporal isolation can be enforced using mechanisms for band-
width regulation.

As discussed in Section 4.2.3, the Omnivisor provides the knobs to
regulate the memory bandwidth of different managers in the system by
leveraging a QoS and MemGuard implementation. Since there are already
papers exploring these mechanisms in detail [59, 52, 60], in this experi-

135



5.2. OMNIVISOR EXPERIMENTAL VALIDATION

ment, we are interested in demonstrating that the Omnivisor can use these
mechanisms to reduce the temporal interference caused on a VM running
on remote cores.

To isolate the VM running on rCPU from the other managers, the Om-
nivisor first configures the QoS for the FPGA and RPUs channels. In this
experiment, each channel has a request rate bounded to 11, which, using
the formula from [60], translates to a memory bandwidth of 4.7 MB/s. Re-
garding the APU, on the other hand, we enabled a MemGuard regulation
of 78 cache refills each millisecond for all the cores, which corresponds to
having 4.997 MB/s of available bandwidth. Combining the two approaches
strongly reduces the performance impact on the rCPUs, as shown in Fig-
ure 5.9d. Specifically, the maximum slowdown drops from 142% to 7%
on RPU and from 85% to 6% on RISC-V.

Integrating state-of-the-art monitoring and profiling applications into
real safety-critical systems is often sidestepped in favor of legacy meth-
ods. This hesitation primarily stems from the difficulty in demonstrating
that these applications don’t disrupt the temporal behavior of the critical
application under observation. However, with the Omnivisor, integrating
such mechanisms becomes significantly easier, thanks to the utilization of
a fully temporally isolated VM running on remote cores.

Parameter Tuning for Controlled Degradation

To comprehensively evaluate and demonstrate the usability of the Om-
nivisor beyond synthetic benchmarks, we execute a realistic benchmark
suite on the remote cores. Specifically, our choice has gone towards using
the benchmark set called TACLeBench provided in [140]. It is a collection
of 56 benchmark programs from several research groups and tool vendors
worldwide. However, while we were able to execute all the benchmarks on
the RPU, due to the limitations related to the absence of a floating-point
extension of the RISC-V processor (Pico32) deployed on FPGA, we used
a subset of them for our RISC-V experiments.

The objective of this evaluation is twofold: first, to demonstrate how
the Omnivisor can induce controlled degradation in the execution time of
a VM running on remote cores, and second, to elucidate how the Omnivi-
sor streamlines the parameter tuning process for achieving an acceptable
performance degradation level. Therefore, we first determine the band-
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Figure 5.10: Comparative evaluation of TACLeBench: The bar plots de-
pict the execution time slowdown with and without temporal constraints.
Each benchmark showcases the bandwidth limitation imposed on other
managers to achieve the desired 20% maximum degradation on the VM.

width allocation required to ensure unrestricted memory transactions on
every manager. Specifically, leveraging findings from [60] and experimen-
tal evaluations, we established that a bandwidth limit of 950 MB/s for
each manager is sufficient to maintain a comparable rate of memory trans-
fers to what was observed without regulation. Then, using these values
as a starting point, we developed a script iterating the execution of the
benchmarks employing a binary search algorithm to calculate the band-
width allocation parameters. Specifically, we search for those parameters
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that ensure a maximum slowdown of 20% for each benchmark. Still, the
script is generic and can be used to find the parameters for any value of
degradation. The slowdown is calculated in comparison with the observed
maximum execution time over thirty repetitions of the benchmarks with-
out any interference. Furthermore, in between each change of parameters,
we execute thirty repetitions and consider the worst result as the target
value for the slowdown; when the target value is below the decided thresh-
old, we consider the bandwidth allocation quota used in that iteration as
a possible candidate. However, we stop the binary search after 15 itera-
tions or when the slowdown is strictly between 19% and 20%. Figure 5.10
presents the slowdown over thirty repetitions for each benchmark under
two scenarios. First, the slowdown without any bandwidth regulation is
depicted. Next, the case where the bandwidth is configured to incur at
most a 20% degradation is shown. In the same figure, we can also ob-
serve the level of bandwidth regulation in MB/s applied to obtain the
controlled degradation for each benchmark. The results demonstrate that
it is possible to achieve the desired slowdown even when the unconstrained
slowdown exceeds 350%, provided you are willing to significantly constrain
the rest of the system (e.g., max bandwidth limit of 4 MB/s).

Naturally, given specific application constraints, an ad-hoc policy that
chooses the parameters based on the importance of the VMs can be imple-
mented to further improve the utilization of the cores while maintaining
the real-time guarantees of critical applications [52].

5.2.3 HIL Evaluation of Vertical Stabilization Controller

To evaluate the isolation guarantees provided by Omnivisor in a realistic
nuclear fusion scenario, we deploy a hardware-in-the-loop (HIL) setup (see
Figure 5.11) to emulate plasma behavior and control its vertical instabil-
ities. Specifically, a ASPACE SCALEXIO target [182] is used to emulate
the complete ITER plasma model as defined in [159]. The emulator gener-
ates plasma position and current data and transmits it via UDP to a ZCU
platform (see Section 2.2). On the ZCU platform, the vertical stabilization
control algorithm [159], running at a frequency of 5 kHz, is implemented
using the Linux-based version of the MARTe2 framework (described in
Section 2.1.2). Based on the received plasma data, the controller calcu-
lates and sends back the required tension adjustments.
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Figure 5.11: Hardware-in-the-loop Simulation Setup

The goal of this experiment is to assess the isolation capabilities of
Omnivisor when running the controller alongside memory-intensive work-
loads on CPUs, co-processors, and accelerators. This setup is compared to
a baseline scenario without a hypervisor and without any memory band-
width regulation. We aim to demonstrate that deploying MCSs) in com-
plex cyber-physical systems CPS, like nuclear fusion control, is feasible
when the software is fully isolated in VM and the memory bandwidth is
correctly regulated.

To evaluate the controller behavior, a gain of 2000V is injected into
the input tension value received by the simulator every three seconds. The
controller must correct the instability and restore the plasma’s position to
its nominal state. Figure 5.12 shows the plasma model’s output (current
and vertical position) and input (tension), indicating successful stabiliza-
tion despite the injected tension gain. In this scenario, the plasma vertical
position is subject to a shift of at most 1.8cm that is not enough to lose
the plasma control.

MARTe2 Controller on Vanilla Linux. In the first scenario, the
controller is executed on a standard ARM Linux system without Omnivi-
sor and without co-located applications. The time between receiving and
sending packets is measured as the controller’s execution time, using tcp-
dump to capture the data. As shown in Figure 5.13, while the average
execution time is within the required range, Linux’s non-real-time nature
leads to sporadic deadline misses. Since the control loop must respond at
a b kHz frequency, any execution time exceeding 200 microseconds results
in a missed control signal, as indicated in the figure.
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Figure 5.12: Input and Output of the simulated plasma model with pe-
riodic injected tension gain. In this scenario, the controller is able to
stabilize the plasma.
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Figure 5.13: Execution time of MARTe2 Controller running on a Linux

Vanilla without any co-located workload.

MARTe2 Controller on Real-Time Linux. In the second scenario,
we try to remove the Linux interference. To do so, we patch Linux with
PREEMPT-RT and isolate a specific core for the MARTe2 controller using
the isolcpu feature of Linux. Using this feature we avoid the periodic Linux
timer interrupting the controller and all the Linux services are managed
by non-isolated cores [183].

This setup achieves more consistent results, with no missed deadlines.
However, as shown in Figure 5.14, the average execution time is slightly
higher due to the MARTE2 application being restricted to a single CPU.
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As a result, even if the controller can stabilize the plasma in due time,
the board remains highly underutilized, and only one core is used in an
MPSoC having four application cores, two real-time cores, and various
accelerators.
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Figure 5.14: Execution time of MARTe2 Controller running on a Linux

PREEMPT-RT and isolated on a single cpu without any co-located work-

load.

MARTe2 Controller with co-located applications. Next, we sim-
ulate a MCS by deploying the Jailhouse hypervisor, where the controller is
the high-criticality task. The controller is placed in a Linux PREEMPT-
RT patched VM with two cores. The MARTe2 application, as in the
previous scenario, is isolated on one of the cores using isolcpu feature,
while Linux services run on the remaining core. Additionally, we de-
ploy two memory-intensive membomb applications in separate VMs on
the APUs, each with one core, while running a similar membomb applica-
tion on the RPU and a traffic generator on the FPGA.

As shown in Figure 5.15, without any memory bandwidth regulation,
the shared resources such as cache and memory controller lead to signifi-
cant interference between applications, resulting in multiple missed dead-
lines for the controller, despite its isolation on a dedicated CPU core.

In this scenario, the controller fails to stabilize the plasma, causing
the vertical position to shift nearly 400cm in the simulation as shown in
Figure 5.16. Since a deviation of just 15 cm is sufficient to lose plasma
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control and impact the coils, this situation could potentially lead to severe
damage to the reactor.
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Figure 5.15: Execution time of MARTe2 Controller running on a Linux

PREEMPT-RT VM on Jailhouse hypervisor and isolated on a single

cpu. The VM runs with membomb co-located workloads on other VMs

on APUs, RPUs, and FPGA.
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Figure 5.16: Input and Output of the simulated plasma model with peri-
odic injected tension gain. In this scenario, the controller is not able to
stabilize the plasma in time due to the deadline misses.

MARTe2 Controller with Cache Coloring. In the fourth scenario,
we attempt to mitigate interference between VMs using the cache-coloring
technique discussed in Section 2.2. By dedicating a portion of the cache to
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Figure 5.17: Execution time of MARTe2 Controller running on a Linux

PREEMPT-RT VM and isolated on a single cpu on Omnivisor. The VM

runs with membomb co-located workloads on other VMs on APUs, RPUs,

and FPGA. The Omnivisor employs cache protection through cache-

coloring but it doesn’t provide bandwidth regulation.

the MARTe2 application, we aim to improve predictability, as other VMs
running on the APUs cannot evict cache lines used by the critical VM.
However, as shown in Figure 5.17, the results are actually worse in terms
of deadline misses. The MARTe2 application is unable to cache all nec-
essary data, leading to continuous cache line replacements. This process
is negatively impacted by the membomb application due to contention at
the memory controller level.

To avoid introducing latencies on the APUs, we opt not to use the
memguard mechanism from the previous section. Instead, we leverage
Omnivisor’s capability to spawn VMs on remote cores and regulate mem-
ory bandwidth using one RPU. Specifically, we utilize the mempol mech-
anism proposed in [51, 184] to manage memory bandwidth for the APUs,
along with QoS for the RPUs and FPGAs. In this setup, we allocate
5 MB/s to non-critical cores, leaving the remaining bandwidth for the
controller. This approach yields good, predictable results, as depicted in
Figure 5.18.

MARTe2 Controller with Omnivisor. However, even in this sce-
nario, execution times are still not as optimal as in cases without co-
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Figure 5.18: Execution time of MARTe2 Controller running on a Linux

PREEMPT-RT VM and isolated on a single cpu on Omnivisor. The VM

runs with membomb co-located workloads on other VMs on APUs, RPUs,

and FPGA. The Omnivisor employs cache and memory bandwidth pro-

tection through cache-coloring and mempol regulation

located applications. Two main factors contribute to this. First, cache
partitioning reduces the available cache for the controller, leading to more
memory transactions. Second, the controller runs on Linux, which even
with the PREEMPT-RT patch and the isolcpu feature can still introduce
timing inconsistencies.

While the cache limitation can be addressed by allocating more cache
to the critical application or optimizing the controller itself, the second
issue can be mitigated by using the bare-metal version of MARTe2 [9].
However, the bare-metal version does not currently run as a VM in the
jailhouse hypervisor. Future work will focus on integrating this bare-metal
framework into Omnivisor, supporting execution on both APU and RPU.

In this way, it becomes feasible to deploy and test a second, more
complex controller alongside the primary one, as described in [UCZ2], with
the assurance that the two controllers remain fully isolated from each
other. This isolation ensures that any interference is minimized, allowing
the testing phase to be accelerated, as the new controllers can be evaluated
in a controlled environment without affecting the principal controller’s
performance.
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5.2.4 RPUGuard Application and Validation

Until now we have considered only scenarios where RPUs are used to run
isolated software with real-time performance. As demonstrated in the
last section, this is possible by using the hardware/software management
of protection mechanisms guaranteed by the Omnivisor. However, other
important scenarios in Nuclear Fusion may consider the use of the RPUs as
co-processors that provide real-time services to the applications running
on the APUs. In this case, the communication between the VMs and
the RPU needs to guarantee real-time performance. For this reason, we
have developed the RPUGuard mechanism described in Section 4.4.

A key use case in the context of plasma magnetic control that can
benefit from this technology involves the estimation of plasma parameters
critical for control, many of which cannot be directly measured. As a
result, computationally intensive (and often iterative) reconstruction al-
gorithms are required to estimate these parameters. One such example is
the estimation of the plasma growth rate v which is essential for deploying
adaptive VS systems. During a tokamak discharge, the plasma configu-
ration changes, which in turn alters the linearized model that describes
the plasma’s behavior. Adaptive VS solutions rely on mechanisms that
estimate v, using a linearized plasma model. This estimation requires the
execution of equilibrium reconstruction codes and corresponding lineariza-
tion procedures during the discharge [185].

Due to the high computational demands of this task, it should ide-
ally be performed on the APU, potentially with assistance from GPUs
or FPGAs, while ensuring it does not interfere with real-time control
operations. A plausible scenario involves two isolated VMs running on
the APU. The first VM pre-processes data to compute current and veloc-
ity values, while the second VM calculates the growth rate (7).

The first VM must transmit data to the VS controller on the RPU
with hard real-time guarantees. Meanwhile, the second VM sends its
data as soon as it completes the calculations, without stringent timing
requirements. Crucially, the data from the second VM must not interfere
with the real-time transmission from the first VM, ensuring that the time-
sensitive control data remains unaffected.

The reference platform for this experimental section is also the ZCU
(see Section 2.2). On the APU, we decided to deploy the official Linux
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kernel provided by Xilinx (linux-xlnx) patched with the PREEMPT-RT
patch, in order to reduce as much as possible the latency introduced by
the operating system. On RPU, we run freeRTOS which is a widely used
open-source real-time operating system.

We first show the bandwidth limitation of OpenAMP as a starting
point for our experiments. In Section 5.2.4 we measure the message la-
tency due to interference from parallel communication, pointing out the
problems caused by exceeding the band boundary. Finally, in Section 5.2.4
the benefits of RPUGuard are shown and the results are discussed.

OpenAMP Bandwidth Limitation
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Figure 5.19: Transfers success ratio

Before testing the isolation of the communication channels, we exper-
imentally tried to figure out the maximum bandwidth that OpenAMP
can achieve using a single channel and a single endpoint, and which is
its behaviour under stress. Given a fixed amount of memory dedicated
to OpenAMP’s virtqueues (262144 bytes, that is, the default OpenAMP
virtqueues’ size), we verify that if the frequency of message requests grows
beyond a certain maximum limit, the queues fill up and messages begin to
show high latency. The objective is to measure the maximum frequency
of message transmission above which high latency occurs, for a given
virtqueue size. To find this frequency, we implemented a periodic task
on Linux that sends messages to the RPU using OpenAMP. The RPMsg
message size is fixed by design to 512 bytes, where 496 bytes are used
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for the payload and 16 bytes are used for the header. Therefore, to mea-
sure the maximum bandwidth, each sent message fills the payload to its
maximum in all experiments. Therefore, the transmission bandwidth is
calculated by dividing 512, that is the number of sent bytes, by the send
frequency in microseconds. As an example, if the frequency of activation
of the task is 20us then the used bandwidth is BW = 22 = 25.6 MB/s.

For our experiments, we consider the success ratios as the number of
messages that are delivered in expected time within a time interval equal
to two seconds. As we can see in Figure 5.19, when the transfer rate is
greater than 25.6 MB/s OpenAMP, without any regulation, presents an
impressive loss of performance; the success ratios decrease below 5%. This
results answers [Q2/ showing the limits of current AMP communication
technologies, which can not be used without regulation in safety-critical
real-time applications, since critical messages, sent by critical VMs, could
not be delivered on time due to the requests of other concurrent VMs.
However, with the RPUguard mechanism, despite the fact that the per-
formance decrease starts at a transfer rate of 24.3 MB/s due to the over-
head introduced by the guarding mechanism, the success ratio decreases
as expected considering the maximum bandwidth admitted by RPUGuard
imposed at 25,6 MB/s. Therefore, to assure 100% of success rate in the
following experiments, RPUGuard is set with a BW;,; = 23.28 MB/s, and
this bandwidth is then divided into several isolated communication chan-
nels with different requirements. Let us note that a different virtqueue size
would impact the bandwidth measurement, so the desired bandwidth (up
to reasonable memory limits) can be tuned by configuring the virtqueue
size.

Isolation Tests Without Regulation

In order to measure the data transfer latency caused by parallel commu-
nications, we deploy the ITER VS algorithm (critical task) together with
a disturbance algorithm on our platform (control algorithm details can
be found in [159]). The VS algorithm is implemented in the RPU and
each millisecond (1khz frequency) receives from the APU the value of the
plasma’s current and velocity; it executes the control algorithm in a pre-
dictable way and sends back the voltage value to the APU as output. At
the same time, a disturbance task deployed on the APU sends purpose-
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Figure 5.20: Histograms of APU-RPU round-trip latency without regula-
tion, as a function of the disturbance bandwidth

less messages to a different service running on the RPU. So, in principle,
the VS algorithm and its APU counterpart are completely separated from
the disturbance tasks and related RPU service, so they should not interfere
with each other.

The frequency of the disturbance task is incremented step by step, so
we can verify how much this factor influences the task that carries out
the VS algorithm. Therefore, we calculate the time between the trans-
mission of the current and velocity values from theAPU to the RPU and
the moment when the voltage is returned.Considering that the execution
time of the algorithm deployed on the RPU has a negligible variance, the
differences that we can observe in the round-trip time are only due to the
communication channel.

As expected, looking at the histograms of the latencies in Figure 5.20,
we can notice that, above a certain transmission bandwidth used by the
disturbance task, the occurrences with high latency increase, and some of
them exceed the VS deadline (one millisecond).This happens when the dis-
turbance algorithm uses a communication bandwidth of around 25.6 MB/s.
This behavior was expected since the communication bandwidth used by
the VS algorithm is around 1.02 MB/s.The total bandwidth for our plat-
form without any regulation is at BW;,; = 25.6 MB/s as previously stated,
so, since the disturbance task uses all the available transfer bandwidth, the
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Figure 5.21: Histograms of APU-RPU round-trip latency with RPU-
Guard, as a function of the disturbance bandwidth

critical task sees its response time increase dramatically. This behavior is
not acceptable in mixed-criticality systems, as the correct functioning of
the VS critical task is not guaranteed.

Isolation Tests With Regulation

The same experiment seen in Section 5.2.4 is now carried out using the
RPUGuard mechanism. Looking at Figure 5.21, it is clear that the inter-
ference caused by the disturbance task is now perfectly mitigated. To en-
sure the independence of the communication channel at the software layer,
we have assigned a maximum bandwidth of 23,28 —1.02 = 22.26 MB/s to
the disturbance task, which corresponds to at most one request per 23 us,
and we have assigned a bandwidth of 1.02 MB/s to the VS task. We have
decided to set the maximum bandwidth at BW;, = 23.28 MB/s since, as
shown in Figure 5.19, the experiments have a success rate of 100%. Each
time the number of requests for each channel is higher than the men-
tioned limits, RPUGuard delays the requests. Hence, when the frequency
of the disturbance task is higher than the limit, the transmission latency
perceived by the task is very high, but this has no impact on the transmis-
sion latency perceived by the VS task that remains completely isolated.
This result answers the [Q3/ and demonstrates that RPUGuard isolates
the communication channels in software using existing AMP mechanisms.
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5.3 runPHI Preliminary Orchestration Experi-
ments

As a last evaluation, we show the feasibility and potential of orchestrating
containers and partitioning VMs. This scenario reflects the broader con-
text of [UC3], where distributed safety-critical systems must be orches-
trated across heterogeneous environments, ensuring system robustness.
The runPHI implementation (see Figure 4.12) compiles the partition con-
figuration file, loads the binary into the partition, and finally starts it. We
measured two metrics commonly of interest for containers: boot times and
isolation from interference. We run the experiments on two ARM-based
boards commonly used in embedded edge computing scenarios [186]: a
Raspberry Pi 4B and a ZCU (see Section 2.2).

The Raspberry Pi software setup included Docker v24.0.5 using runc
v1.1.11, a Linux kernel v5.15 patched with PREEMPT RT, and config-
ured for real-time (debug options disabled, no frequency scaling), CON-
FIG_RT GROUP_SCHED enabled, and cgroups vl configured. The
Docker daemon was configured to have all the cpu-rt-runtime available.
Inside the container, tasks run at 95 FIFO priority. The ZCU software
setup included the Jailhouse hypervisor v0.12 patched with the Omnivisor
extension [172] to run VMs on heterogeneous cores. The privileged VM
in Jailhouse (i.e., root-cell) runs Linux kernel v5.15 patched with PRE-
EMPT _RT. In the RPUs, Zephyr (a popular lib-OS RTOS) v3.22.1 runs
as a VM.

To compare partitioned containers against Linux containers, we uti-
lized POSIX-compliant applications. We compiled the same application
source code twice: once for a Linux process running within an Ubuntu
Linux container, and once against Zephyr to run bare-metal as a par-
titioned VM. Note that the code of the partitioned VM is moved to
the Tightly Coupled Memory (TCM) (i.e., programmable on-chip memo-
ries) of the RPU before running.

Boot Times

In each experiment, we measured boot times by sampling the container
creation timing. The start time was recorded right before the execution
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of the low-level container runtime (i.e., runc for Linux-based containers,
runPHI for partitioned VM), while the end time was sampled as the first
instruction executed within the container. At the end of each experiment,
we cleaned the caches in both testbeds to avoid dependencies. The image
used in the experiment for the Linux container is an Ubuntu image (76MB)
containing our executable file. The image used for the partitioned VM is
a micro-ROS (16.8MB) compiled to run over an RPU of the ZCU104.
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Figure 5.22: Cumulative distribution function of the boot times of the
solutions compared. The solutions show comparable boot times.

Figure 5.22 shows the results. The time to boot a partitioned container

is comparable to a standard Linux container. Breaking down its boot

times, loading and starting the application on the RPU takes 0.142 4 0.001s.
The rest of the time, which contributes to almost the totality of the vari-
ability, is spent compiling the Jailhouse partition configuration file.

As shown previously in Section 5.2, the application loading times with
the Omnivisor depend linearly on the image size. On the other hand, Linux
container boot times are comparable with the ones measured in [187],
where authors showed that multiple factors can impact Linux containers’

boot times.

Isolation from Interference

We compared the isolation from interference between a partitioned con-
tainer and a Linux real-time container. The aim is to show the potential of
integrating the Omnivisor into container orchestration, rather than eval-
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uating the isolation of partitioning hypervisor, already explored in-depth
in [55]. This allows leveraging the flexibility provided by container orches-
tration tools while keeping the isolation.

We compiled a periodic POSIX task performing matrix calculations
for both Linux and Zephyr OS (targeting the ZCU104 RPU). We used
the same compilation flags in both building processes. In each experiment,
we run the task for 1000 iterations and measure the execution time of each
iteration. We run the experiments in varied stress conditions, including
an experiment with no co-located stress on the node and experiments
with co-located stress generated through stress-ng. In particular, for each
experiment, we apply one of two stress types between memcpy and UDP,
and we repeat the experiment with increasing stress intensities, i.e., 1, 2,
4, and 8 threads. These tests were chosen because they stress memory
and interrupt handling subsystems, known to be the two major sources of
interference, even in partitioning systems [55].
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Figure 5.23: Cumulative distribution function of the execution times in
varied stress conditions. Partitioned containers show constant times.

Figure 5.23 shows the results. The partitioned container is about 3
times slower than the real-time Linux container: this is due to the RPU
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clock frequency of the ZCU104, which is one-third of the clock frequency
of the Raspberry Pi. However, the partitioned container outperforms the
real-time Linux container in terms of predictability. Despite the co-located
stress, the partitioned container exhibits the same execution time (with
a ps resolution) across all test repetitions. Indeed, the code loaded in
the TCM allows the application in the partitioned container to avoid re-
source contention regarding cache and RAM.

Furthermore, by utilizing the runPHI framework, we can orchestrate
both partitioned VMs and traditional containers seamlessly. The results
demonstrate that the isolation achieved with partitioned VMs is notably
effective, enabling us to move applications within a safety-critical dis-
tributed environment such as nuclear fusion, as described in [UC3]. This
capability enhances the flexibility and scalability of deploying control sys-
tems in complex settings, ensuring that high levels of performance and
predictability can be maintained even in dynamic operational contexts.
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Conclusions and Future
Activities

HIS dissertation addressed the critical challenge of optimizing hard-
ware resource utilization in the complex and safety-critical environ-
ment of nuclear fusion reactors. These systems currently face a significant
issue of overprovisioning: although the hardware platforms used are ex-
tremely powerful, only a fraction of the available computational resources
are fully utilized. This inefficiency stems from the need to maintain strict
real-time guarantees, which limits the degree to which the system can al-
locate resources to non-critical applications. As a result, large portions of
processing units remain underutilized to prevent interference with critical
real-time tasks.

To tackle this problem and improve both utilization and performance
in hardware that must reliably operate for decades in fusion reactors, this
dissertation presents an in-depth analysis of real-time virtualization tech-
niques. The work explores how virtualization can improve the resource
efficiency of heterogeneous platforms, especially those used in critical en-
vironments like nuclear fusion.

The study begins with a comprehensive modeling and Design of Exper-
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iments (DoE) analysis, aimed at improving temporal isolation in mixed-
criticality systems (MCSs). This ensures that real-time performance is
maintained, even when applications of varying criticality are co-located on
the same hardware platform. To address the challenges of resource man-
agement in MPSoC platforms, we present the Omnivisor model, which ex-
tends partitioning virtualization frameworks to effectively manage asym-
metric cores (e.g., ARM64, ARM32, and RISC-V) and accelerators. The
Omnivisor introduces mechanisms that guarantee memory bandwidth reser-
vation for asymmetric cores and accelerators, ensuring robust isolation for
critical applications while optimizing system resource utilization. As part
of the Omnivisor, the RPUGuard mechanism enables fine-grained control
over communication between virtualized processors, enhancing real-time
performance. Additionally, we developed the RunPHI framework, which
integrates the Omnivisor into an orchestration system, enabling efficient
task management and deployment across heterogeneous cores and accel-
erators.

6.1 Summary of Contributions

Through this work, we have demonstrated how innovative virtualization
models can facilitate the deployment of complex safety-critical applica-
tions on modern MPSoCs, ensuring that each application operates within
a well-isolated, well-controlled environment. By doing so, we provide a sig-
nificant step forward in maximizing the use of available hardware resources
while maintaining the strict real-time requirements of critical systems.

The contributions of this dissertation can be summarized as follows:

Comprehensive Model for Mixed-Criticality Systems (MCS) Deploy-
ment: We proposed a standardized model for deploying MCSs across vir-
tualized MPSoCs and distributed systems within a cloud-to-thing contin-
uum. This model improves scalability and simplifies integration, specifi-
cally applied to complex systems like ITER’s magnetic control, ensuring
reliable operation across distributed environments.

e Temporal Isolation Assessment and Hypervisor Optimiza-
tion: We developed a comprehensive methodology to assess tempo-
ral isolation in virtualized systems. This assessment highlights the
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importance of optimizing hypervisor configurations for real-time sys-
tems, especially when managing high-criticality applications that re-
quire strict timing guarantees. Partitioning-based hypervisors were
identified as optimal for these environments.

Comprehensive Model for MCS Deployment: We proposed a
standardized model for deploying MCSs across virtualized MPSoCs
and distributed systems within a cloud-to-thing continuum. This
model improves scalability and simplifies integration, specifically ap-
plied to complex systems like ITER’s magnetic control, ensuring re-
liable operation across distributed environments.

The Omnivisor Framework: Extending traditional static parti-
tioning hypervisors, Omnivisor manages asymmetric cores (ARM64,
ARM32, RISC-V) and accelerators (such as FPGAs and RPUs).
This model enhances system dependability and facilitates the isola-
tion and resource allocation in mixed-criticality applications.

RPUGuard Communication Framework: Introduced as part
of the Omnivisor model, RPUGuard provides precise control over
inter-processor communication in virtualized asymmetric cores. By
minimizing interference between cores, it ensures reliable real-time
performance in mixed-criticality environments.

Lightweight Virtualization of Microcontroller-Level Cores:
A novel design for virtualizing microcontroller-level cores (e.g., RPUs)
that enhances resource utilization. This approach ensures that these
cores can be effectively managed through virtualization without com-
promising their real-time performance, paving the way for future
architectures with increased system efficiency.

RunPHI Integration for Orchestration: We introduced the
RunPHI framework, which integrates Omnivisor into an orchestra-
tion system, allowing seamless management of virtualized applica-
tions across distributed nodes. This facilitates flexible deployment
while ensuring strong isolation between co-located applications.

Empirical Validation: Through evaluation in three nuclear fusion
use cases, particularly the ITER vertical stabilization control sys-
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tem, we demonstrated the effectiveness of the Omnivisor in ensuring
real-time performance and resource isolation across heterogeneous
processing units.

6.2 Implications for Nuclear Fusion

The contributions of this dissertation have significant implications for the
development of nuclear fusion control systems, especially for large-scale
projects like ITER. Our experiments demonstrate how the innovations
introduced can enhance the design, deployment, and performance of these
systems.

For instance, we tackled the challenge of co-locating real-time safety
controllers and monitoring applications on the same MPSoC platform.
By utilizing the Omnivisor framework, we successfully deployed real-time
controllers alongside non-critical applications without compromising per-
formance or predictability. This approach not only mitigates hardware
costs and complexity in the control room but also boosts overall system
efficiency, as evidenced in [UC1].

In addition, the flexibility of the Omnivisor allowed for the deployment
of multiple versions of control algorithms on the same platform. This en-
abled parallel testing and validation without the need for additional hard-
ware for each iteration. In the high-stakes environment of nuclear fusion,
where safety and precision are paramount, this innovation accelerates the
testing and certification process. For example, in our experiments, we de-
ployed memory-intensive workloads that behave as a complex controller
alongside the main one, ensuring their isolation from each other. This
method not only enhanced testing efficiency but also reinforced system
redundancy, as highlighted in [UCZ2].

Furthermore, our research explored the implementation of distributed
control in fog and edge computing scenarios. Our findings demonstrate
that integrating the Omnivisor in an orchestration system can ease the
deployment of critical applications while maintaining the needed real-time
performance, as described in [UCS3].

These findings collectively underscore the potential of virtualization
and the Omnivisor framework to streamline and future-proof the develop-
ment of control systems in nuclear fusion environments.
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6.3 Future Research Directions

Looking forward, several areas present exciting opportunities for further
research and development. A key direction involves extending the Om-
nivisor framework to enable dynamic FPGA reconfiguration at runtime.
This would allow critical systems to adapt their hardware resources on the
fly, deploying only the necessary hardware accelerators when needed. This
dynamic capability could be vital for responding to changing workloads
or fault conditions in nuclear fusion environments, providing additional
flexibility and enhancing system efficiency.
Further research can also explore:

¢ Run-Time Hardware Reconfiguration: Integrating reconfigurable

FPGAs into the Omnivisor framework by leveraging existing tech-
nologies such as the Xilinx Dynamic Partial Reconfiguration (DPR)
opens the possibility of altering hardware architecture dynamically,
allowing systems to load different hardware configurations as needed
without disturbing critical real-time applications. By leveraging
FPGA partial reconfiguration, it would be possible to swap in hard-
ware modules that can enhance performance, such as Al acceler-
ators or measurement tools while using the Omnivisor to regulate
the bandwidth allocation and assure the spatial isolation of multiple
accelerators and processors.

o« Expanding Memory and Resource Management: Enhancing
the Omnivisor’s control over shared resources, such as memory and
interconnects, will be essential for further improving isolation and
system predictability. Techniques such as dynamic memory parti-
tioning and resource throttling could ensure that critical applications
have guaranteed access to the resources they need when needed.

e Deeper Integration of Machine Learning for Predictive Con-
trol: With the increasing interest in integrating AI and machine
learning into real-time control systems, future versions of Omnivisor
could support Al-driven decision-making by dynamically optimizing
resource allocation based on workload predictions while maintaining
one back-up simple controller which has its resource guarantee.
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By continuing to advance these areas of research, we can further im-
prove the reliability, performance, and safety of real-time systems used in
nuclear fusion and other critical fields, moving closer to the realization of
a fully scalable, integrated, and efficient control infrastructure.
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